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ABSTRACT

Electricity continues to be a great power behind the world’s industrial revolution and an
indispensable asset in everyday living. Its significance has necessitated the extensive rollout of
electrification projects. Despite these rollouts, the continent of Africa is yet to enjoy reliable
supply of electric power and its associated benefits. Due to Africa’s high population growth
and economic development, it is ever so plagued with extensive seasons of power shortages —
energy crises. The effect of these crises can be clearly seen in Africa’s vicious cycle of poverty.
This thesis links the nemesis of these crises to the inability of Africa’s utilities to conduct
effective demand analyses on day-to-day consumption of electricity. These analyses are a
prerequisite in avoiding unprecedented demand. To mitigate these crises, it suggests the
migration from standalone metering systems to smart metering systems. Bearing in mind that
this migration has often come at a high expense to developed countries, it proposes a low cost
early adoption strategy for implementing secured smart metering systems in African
developing countries. A key aspect of this proposition is a secured low cost smart retrofit which
furnishes existing standalone meters with smart metering capabilities. It also proposes a
security protocol and a datagram format for secured information exchange in the proposed
smart metering system. Finally, the proposed system is applied in providing a Smart Quota

Policy, which is an effective power rationing alternative to rotational load shedding (blackouts).

Keywords: Smart Metering System; Power Crises; African developing countries; Smart

Retrofit; Smart Quota System.
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CHAPTER ONE: INTRODUCTION

1.0 NEMESIS OF POWER CRISES IN AFRICA

The significance of electricity in the world today cannot be overemphasized. It is the power
behind the industrial revolution and the springboard for many inventions; bringing comfort and
luxury into the lives of many [1.1]. Its importance has necessitated the increase in electrification
projects all over the world including Africa; a task of providing every habitable area with access
to electric power [1.2]. There is hardly any modern community that does not depend heavily
on electric energy. Due to the overdependence on electricity coupled with population growth
and economic development, its demand in Africa has been on a constant upsurge. Energy
Information Administration (EIA) has forecasted that a large percentage of the world’s demand
of electric energy would emerge from developing countries, of which most African countries

are a part [1.3].

This constant growth in electric energy demand calls for an equivalent increase in electricity
generation — a feat, most developing countries in Africa fail to accomplish. These countries
often attribute this failure entirely to the lack of readily available resources. A typical example
is Ghana, which declared in October 2013, that its ever recurring energy crisis was due to the
lack of financial resources and that the country needed USD 4 billion to end the crisis [1.4].
This failure to meet growing demand in a timely manner is the nemesis of most energy crises
in Africa. Developing countries like Egypt, Ethiopia, Ghana, Nigeria, Uganda and Rwanda
have been plunged into extended seasons of energy crises resulting in a disruption of economic
growth as well as comfort in the lives of their people [1.5]. Such countries are helpless in
meeting demand and can only address the problem by rationing power through the

authorization of blackouts. Africa experiences an average of 56 days of power outages each



year causing businesses 6 to 20% losses in sales and productivity [1.6]. This is one plausible

explanation of Africa’s very low Gross Domestic Product (GDP).

One is tempted to think that developed countries hardly experience energy crisis because they
have superabundant energy resources. On the contrary, most developed countries like Canada,
Italy, Netherland, New Zealand, Spain and United States of America have effectively addressed
the endless growth in electric energy demand by carefully studying the nature of the current
demand, from which they forecast and plan to meet future demands in a timely fashion [1.7].
Without these finely tuned detailed analyses, these developed countries would also be
overwhelmed at a point in time with unprecedented demands. These analyses also help them
avoid generating more than what is needed for a particular period of time, thus preventing
energy waste and reducing carbon emissions. Therefore the processes of electricity generation,
transmission and distribution are kept in a right balance with energy demand [1.8]. This
therefore connotes that the efficient supply of electricity to meet demand is primarily dependent
on demand analyses and not necessarily the provision of abundant resources as stated earlier

by some African developing countries.

The close monitoring of energy demand, as done by most developed countries, has been made
possible by the adoption of Smart Metering Systems. In this system, smart meters are installed
for every consumer of electricity. The smart meters record consumption data and transmit
recorded data to utilities in real-time or near real-time. Utilities critically analyze the data to
understand the nature of the prevailing demand. They then forecast and take appropriate
measures to meet future demands thus avoiding energy crisis [1.9]. Ever since its introduction
in 2009, the smart metering system has proven to be very useful in matching demand with
supply [1.10]. Its two-way communication ability has also provided utilities with remote and

accurate meter reading, remote connection and disconnection, remote energy theft detection



and remote detection of power outages or system faults. All of these have drastically reduced
the operational cost of utilities [1.11]. With the provision of consumption data in real-time,
consumers are capable of altering their consumption lifestyles thus contributing to energy

conservation and reduction in bills [1.12].

Despite the many benefits associated with this system, many developing countries in Africa
have not yet adopted this system [1.13]. One would have thought that for a continent so much
plagued with energy crises, adopting this system would have been its first response to
addressing the issue. A plausible explanation to the delay in adopting the smart metering system
in African developing countries is the high initial cost associated with the massive rollout of
this system. Developed countries that have adopted this system have had to make huge financial
investments. For example, in February 2011, Connecticut Light and Power estimated the
massive rollout in Connecticut to cost USD 500 million. Also the Department of Energy and
Climate Change (DECC) of the United Kingdom Impact Assessment estimated the deployment
to cost £10 billion [1.7] [1.14]. Going by these high figures, developing countries in Africa if

adopting the same method of rolling out, would find this feat difficult to attain if not impossible.

1.1 PROBLEM STATEMENT AND MOTIVATION FOR THE RESEARCH

Historically, the continent of Africa has been entangled in a vicious cycle of poverty [1.15]. Its
side effects on the African people are superfluously atrocious and very undesirable. Some of
which are a high prevalence of negative health conditions, high mortality rate, low level of
literacy and high unemployment rate [1.16]. The World Bank has suggested that through

industrialization and technology, Africa can break out of this vicious cycle [1.17].



With the aid of domestic and foreign investments, most developing countries in Africa have
taken initiatives to setup various industries while making an effort to adopt new technologies.
Despite these efforts, one thing still stands in its path of fast reaching its goal — electric energy
crisis. Bearing in mind that industrialization as well as most technological approaches to
solving problems ride heavily on the backbone of electricity, the high presence of electric
energy crisis would cripple their potential of helping these countries to break away from
poverty. Most African developing countries are currently struggling with energy crisis and this
possibly explains why the introduction of several industries has had little or no impact on their
economies [1.18]. With unreliable power comes low productivity, high operational cost, high
losses in sales and eventually low GDPs. In other words, reliable supply of electricity is
pertinent to ending Africa’s woeful plight of poverty. With the survival of the economy and its
people heavily hinged on the power of electricity, the urgency of dealing with energy crisis

cannot be overstated.

The traditional methods developing countries in Africa have employed in meeting the growing
demand are increasing generation capacity as well as the energy resources required for
electricity generation [1.19]. The capital intensive nature of these procedures has made it
difficult, if not impossible, for such developing countries to carry them out in a timely fashion
thus still causing an imbalance in demand and supply — unresolved energy crisis. In areas where
there is shortage in supply, utilities ration power by legislating rotational load shedding
programs, often called blackouts [1.6]. This is an inefficient way of rationing power since it is
not carried out in a socially equitable way and it hardly ever prepares such countries for a future
of little or no energy crisis [1.20]. A more effective way of dealing with this issue is matching

the growing demand of electricity with supply.



A balance in demand and supply can be achieved with detailed demand analysis and
forecasting, reduction in system losses and energy waste as well as effective demand side
management. These are not options for most developing countries because their current
infrastructures are standalone (non-smart) and heavily human dependent in nature. These
measures, if implemented, would not necessarily wipe out the need to increase generation
capacities or increase energy resources, but would lessen the rate at which these are done. They
would also provide utilities with precise information that would help them plan and meet
demand in a timely manner. These measures also hold the potential to reduce the operational
cost of most utilities, minimize energy theft and effectively mobilize revenue to facilitate the
smooth running of the energy sector [1.11]. To implement these measures in

African developing countries would mean making —smartl the current electric energy

metering system. And this would have to be done at a cost that they can afford.

1.2 RESEARCH OBJECTIVES

The general objective of this research is to provide a plausible low cost early adoption strategy
for the implementation of a secured smart metering system in Ghana. Due to the identical nature
of electric metering infrastructure in most African developing countries, there is a strong
possibility that this strategy can also be adopted for these countries. The four specific research

objectives for this thesis are as follows:

1. To develop a simple low cost retrofit which would provide existing standalone electric
meters with secured smart metering capabilities. This retrofit’s design will provide
measures to deal with physical tampering, energy theft and other security vulnerabilities

that are likely to exist in its communication network.



2. To provide guidelines for the rollout of a plausible low cost early adoption strategy for
the implementation of a secured smart metering system in Ghana. These guidelines can
be tailored towards specific environment of any other African nation that chooses to
adopt it.

3. To provide a secured smart metering architecture based on the suggested low cost early
adoption strategy. This architecture will facilitate the provision of several services; for
example, the implementation of a smart quota policy for rationing power in Ghana and

other African developing countries as an efficient alternative to enforcing blackouts.

1.3 SIGNIFICANCE OF THE STUDY

Ever since its inception in 2009, the Smart Metering System has proven to be an effective
system in matching electric demand with supply. With its provision of real-time or near
realtime consumption data, utilities are now in a better position to critically analyze demand
and efficiently and adequately meet it [1.10]. There is hardly ever any unprecedented demand
therefore it is possible to keep the generation, transmission and distribution processes in
balance with consumption. By attaining this balance consumer satisfaction is achieved and a
platform for industrial productivity, which eventually would lead to economic growth, is

established.

Also the Smart Metering System has become a valuable asset in most modern Demand
Response (DR) programs. Since these programs are drawn with the main aim of encouraging
consumers to reduce energy demand especially during peak hours, the smart meter’s provision
of consumption data, tariffs and price signals to consumers in real-time help trigger consumers

to make these reductions. Consumers do not only receive incentives by adhering to these



programs but they also receive lower bills and help utilities reduce the cost of generation,

transmission and distribution.

Despite the potential of the Smart Energy Metering System in dealing effectively with the issue
of energy crisis, developing countries in Africa, most of which have been and are currently
being hit by this predicament, have barely taken any steps to adopt this system. An arguable
interpretation to their inaction is the high initial cost of deploying this system as experienced
by most developed countries. The work in this research is targeted on bringing to light a
plausible low cost early adoption strategy of establishing secured smart metering system in
Ghana as an attempt to resolve the issue of energy crisis. This study may provide the foundation
for the design and implementation of smart metering systems tailored for developing countries

all over Africa.

1.4 ORGANISATION OF THESIS

The rest of the thesis is organized as follows:

In Chapter two, smart metering systems are introduced and existing literature on proposed and
deployed low cost strategies of implementing smart metering systems in different parts of the
world are reviewed. This review is done in an attempt to identify gaps in literature which need

to be addressed.

Chapter Three presents guidelines of a Retrofit Design Science Research Methodology
(RDSRM) which is adopted for this research. In Chapter four, the guidelines provided in the
previous chapter are considered in the design of a simple low cost retrofit which would provide

existing standalone meters with smart metering capabilities.



Chapter Five describes all the steps followed in implementing the smart retrofit design. These
steps are guided by the retrofit design provided in the previous chapter. Chapter Six throws
more light on the selected communication network for the deployment of the proposed smart
metering system. It also suggests security protocols required to guard the system from known

attacks.

In Chapter Seven the system is validated based on a set of functional requirements and research
objectives. In addition cost benefit analyses are conducted to ascertain savings made by
adopting the proposed system. In Chapter Eight, an implementation of a smart quota based
scheme of effectively rationing power is provided for the proposed system. In addition,
important attributes of this scheme that makes it more efficient than rotational load shedding

exercises are presented.

Finally, Chapter Nine summarizes the thesis and provides recommendations for future work

that will augment contributions made by the research.
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CHAPTER TWO: LITERATURE REVIEW

2.0 INTRODUCTION

This chapter introduces smart metering systems and reviews existing literature on proposed and
deployed low cost strategies of implementing smart metering systems in different parts of the
world. Section 2.1 describes smart metering systems and throws more light on its potency in
dealing effectively with power crises. Section 2.2 reviews relevant literature on low cost smart
metering systems in an attempt to showcase current trends as well as identify a gap in literature
that must be addressed. Section 2.3 discusses various communication options available for

deploying smart metering systems in Africa.

2.1 SMART METERING SYSTEMS

A smart meter is an advanced metering device that records electrical consumption data and
transmits the recorded data to a designated utility over short periods of time — typically 30
minutes or less [2.1]. These smart meters are installed on the premises of consumers to measure
the amount of electrical energy consumed by the consumer over a period of time. Unlike
traditional standalone meters, they are equipped with two-way communication ability that

allows them to transmit consumption data to utilities as well as receive notifications and control
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information from utilities [2.2] [2.3]. Figure 2.1 provides a brief explanation of the entire smart

metering system.
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Figure 2.1 the Smart Metering System

In Figure 2.1, a smart meter installed for a household/office provides consumers with
consumption data and utility notifications in real-time. The consumption data is transmitted in
real-time via the two-way communication channel to a designated utility. Based on the
consumption data the utility performs detailed demand analysis from which they forecast and
plan to meet future demand in a timely manner. The utility also makes available the analysis of
the user’s consumption data accessible via mobile and web platforms. The consumer monitors
his energy consumption via the data provided on these platforms as well as on the in-home
display. By monitoring consumption the user is capable of making behavioural changes to

reduce his consumption — thus conserving energy and minimizing his bills.
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Based on the mode of operation of the smart metering system, utilities and consumers enjoy a

wide range of benefits, some of which are discussed in the subsections below.

2.1.1 Providing Feedback That Facilitates Behavioural Change in Consumption

Research has proven that consumers are completely oblivious to how they consume energy;
consumption still remains invisible to them. They consume at will without necessarily
considering how much energy is consumed per activity [2.4]. This unawareness is the prime
cause of energy waste — increase in energy demand [2.5]. Mari Martiskainen et al did
comprehensive work in this area and explained that this oblivion is as a result of consumption
patterns users have developed over time [2.6]. These consumption patterns or behaviours, such
as when they turn off their lights, how long they use or regulate their heating, ventilating and
air conditioning (HVAC) systems and the type of appliances they buy, are highly influenced
by several complex factors. Some of these factors are beliefs, societal norms and external
regulations [2.7]. Mari further explained that these behaviours though subconscious and well
ingrained in an individual, may fade away when the consumer is provided with regular timely
feedback on his consumption [2.6]. By alluding to the research by Young and Erdman et al that
Information and Communications Technology (ICT) should be leveraged to advocate

sustainable consumption patterns, Mari suggests the introduction of smart meters [2.8 — 2.9].

As depicted in Figure 2.1 above, smart meters have in-home digital displays which are designed
to provide consumers with uncomplicated real-time direct feedback on their moment-by-
moment consumption [2.10]. This consumption is displayed in both kilowatt hours and its
equivalent monetary value based on the energy tariff. Figure 2.2 shows an example of a smart

meter’s in-home digital display/monitor.
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Figure 2.2 A Smart Meter’s In-Home Display/Monitor [2.11]

In addition to being displayed for the consumer, the consumption data is also transmitted to
utilities in real-time, from which utilities provide consumers with indirect feedback accessible
online via computers and mobile phones. This indirect feedback present consumers with
detailed analysis of their consumption spanning over timeframes such as hours, days, weeks or
months. Information presented here is often graphical in nature, clearly defined and may
provide comparisons of consumptions of different periods of time [2.12]. Figure 2.3 shows a

typical display of a consumer’s smart meter dashboard accessible online.
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Figure 2.3 A Smart Meter’s Online Dashboard [2.13]

So unlike standalone credit based energy meters which provide only indirect feedback via
monthly bills which are prepared, printed and manually distributed long after consumption has
taken place, smart meters provide readily available feedback. Thus the feedback provided by
smart meters is more likely to cause behavioural change in consumers as compared to that

provided by standalone meters [2.6].

Results from Darby’s research on the effectiveness of feedback on behavioural change affirm
the statement above [2.12]. In this research, data gathered from Canada, Netherlands,
Scandinavia, United Kingdom and United States of America, proved that in-home display
monitors; providing direct feedback, contribute to 5-15% savings in energy. Darby also added
that indirect feedbacks may contribute to 0-10% savings in energy on condition that they are
accurate, frequent and provide additional information such as historical and comparative
feedbacks as well as detailed periodic energy reports [2.12]. Smart metering systems are more
likely to meet this condition since delivery of indirect feedbacks are automated and not
manually prepared or distributed [2.6]. To buttress this point Figure 2.4 shows comparisons

between the types of feedback and their relative tendencies of causing behavioural change.
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Figure 2.4 Comparisons between Direct and Indirect Feedback [2.14]

Also data analysis conducted by Dr. Karen Ehrhardt-Martinez on 36 feedback field reports
supported Darby’s results on the energy savings that are contributed by the various type of

feedback [2.14]. Figure 2.5 shows a summary of the final results from the analysis.
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Figure 2.5 Energy Savings Potential of the different types of feedback [2.14]

So in short, smart meters which provide consumers with frequent, accurate and real-time
feedback have a higher tendency of making consumers more aware of their energy consumption
thus leading to behavioural change and energy conservation. This would eventually yield lower

bills, lower energy demand and lower carbon emissions.

2.1.2 An Essential Tool for Demand Response Programs

Research has proven that the energy savings attained as a result of frequent and accurate
feedback are often short-term in nature and would not persist over medium to long-term.
These savings may not completely dwindle but may reduce with time [2.15]. Dr. Karen

Ehrhardt-Martinez explained that this is because most of the behavioural changes, such as
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turning off lighting systems when not needed, require considerable human conscious effort and
as such may dim out with time. She added that if they were more technological in nature, such
as the purchase and use of more energy efficient appliances, they would persist over longer
periods of time [2.14]. Froehlich et al. and Abrahamse et al described these technological
measures as efficiency behaviours and human conscious efforts as curtailment behaviours.
They both alluded to the fact that the former persisted more than the latter [2.16 —

2.17].

As a consequence of this fact, Demand Response (DR) programs were introduced to achieve
persistence [2.18]. In these programs consumers are provided with triggers that help them to
voluntarily react in order to reduce peak demand. Customers who respond accordingly to these
triggers are often incentivized and in some cases those who do not respond accordingly are
charged extra for peak power [2.19]. These measures in addition to effective feedback help

ensure persistence of energy savings among consumers.

Since the success of DR programs is founded on the premise of consumers’ voluntary reaction
to economic signals such as energy prices, incentives and punitive measures, it is important
that utilities communicate these dynamic signals to consumers in real-time [2.19]. Such real-
time notifications are achievable via smart metering systems. With its two-way communication
ability, utilities are capable of notifying consumers via their smart meter’s inhome display and
online dashboard thus making smart meters an essential tool for carrying out DR programs
[2.20]. This is however difficult to attain with standalone meters since they have no

communication ability.

Through the implementation of dynamic energy prices such as Time of Use (TOU) rates, Real
Time Pricing (RTP) rates and Critical Peak Pricing (CPP) rates, most utilities in developed

countries have realized some level of persistence in energy conservation and a reduction in
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peak demand [2.21]. Ahmad Faruqui et al provided analytical data to assert the potential of DR

programs in reducing peak demand. They described how the success of DR programs is highly

dependent on the clarity and accuracy of price signals conveyed to consumers in good time.

Once this is done, consumers are capable of deciding, far before time, how they would respond

to price signals [2.22]. Table 2.1 shows peak
different parts of the world, measured between

from DR Programs [2.22]

reductions from DR programs rolled out in

2004 and 2009. Table 2.1 Peak Reductions

Location Reduction in Peak Power
Ontario, Canada 5.7 - 25.4%

California, USA 32 -51%

Florida, USA 41%

[llinois, USA 15%

Missouri, USA 24 - 35%

Washington, USA 15 - 20%

New South Wales, Australia 20 - 30%

Norway 8- 9%

2.1.3 Reduction in Cost of Running Utilities

The world’s largest deployment of smart meters was carried out in Italy by Enel Automated

Meter Management Solution. In this project approximately 30 million smart meters were

deployed in all their customers’ premises [2.23].

What precipitated the massive rollout of these

smart meters were the huge cost savings estimated by the company. Some of these estimates

are summarized in Table 2.2.
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Table 2.2 Estimated Cost Savings after Smart Meter Deployment [2.22]

Item Percentage Reduction
Customer Services Cost 20%
Purchasing and Logistics Cost 70%
Revenue Losses from Energy theft and payment defaults 80%
Field Operations Cost 90%

The above estimates connotes that the implementation of smart metering systems creates
several avenues for utilities to reduce their cost of operations as well as minimize losses in
revenue. Apart from the earlier mentioned ones in the subsections above, which involve
reduction of peak demand leading to reduction in cost of energy generation, there are a lot more
that utilities would benefit from smart meters. How these other savings are realized is explained

in the paragraphs below.

Migrating from credit based standalone meters to smart meters relieves utilities from the need
to manually read meters, prepare and distribute energy bills. This is because smart meters
automatically transmit consumption data to utilities in real-time and utilities notify users of
outstanding bills using the meter’s in-home display and online dashboard. These processes are
fully automated and require little or no human effort, thus significantly reducing operational

cost, ensuring consumer privacy and eliminating human errors [2.24].

Another significant reduction in field operational cost is in the area of disconnection and
reconnection activities. After smart meters are deployed utilities no longer have to visit the
premises of defaulting customers before disconnecting or reconnecting them after payments
are made. Smart meters allow for automatic remote disconnection and reconnection. Before

this, utilities had to transport both logistics and human resources in order to carry out these
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activities, thus requiring detailed planning and prioritization. The ease of carrying out these
activities with smart meters also facilitates minimizing losses in revenue caused by payment

defaults [2.21 — 2.24].

It is worth noting that the smart meter is an effective tool in mitigating energy theft. Energy
theft is the illegal act of stealing and using electricity. Perpetuators of this act often accomplish
this by bypassing the electric meter or modifying its functionality. By doing so the energy
consumed by the user is either not recorded or not accurately recorded [2.25]. Equipped with
tamper detection mechanism, the smart meter alerts utilities when criminals attempt to tamper
with the meter. Also a Meter Data Management System (MDMS), which is responsible for
collating transmitted meter data, is capable of detecting energy theft by using consumption
patterns [2.26]. Utilities can respond to these detected felonious activities by remotely
disconnecting the meter and follow up with the police to carry out further investigations and
possibly make an arrest. This feature is very essential for most utilities in Africa because of the
high rate of energy theft. Some examples of notable losses as a result of energy theft include:
the annual average loss recorded by South Africa and Zimbabwe is estimated at $450 million
and $120 million respectively [2.27 — 2.28]. Also it has been reported by Ghana’s Minister of
Energy and Petroleum that the Electricity Company of Ghana (ECG) experiences 30% losses in
revenue each year [2.29]. If these humongous losses are prevented, utilities stand a better

chance of minimizing energy demand and revenue deficits.

One more significant benefit utilities derive from deploying smart meters is reduction in the
cost customer service. As a result of the extensive analyses conducted by utilities on
consumption data and load profiles, they are able to detect anomalies such as power outages
and system faults in real-time. These early detection mechanisms help utilities to recover

quickly from anomalies, thus leading to higher customer satisfaction and reduction in the cost
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of customer services [2.24] [2.30]. In other words, customers do not have to report the problem
before the necessary corrective action is carried out. Also results from these analyses help
utilities to efficiently plan to meet future demand thus avoiding power waste and shortages —

energy crises [2.31 — 2.32].

From the above sections, the benefits of the smart metering system can be summarized as

follows:

1. Provision of direct and indirect feedback to customers in real-time promotes energy
savings, leading to reduction in demand, lower cost of electricity generation, lower

energy bills and lower carbon emissions.

2. Provision of real-time notifications facilitates the rollout of DR programs which lead to

persistence in energy savings.

3. Automatic and remote (dis)connection, power outage detection, energy theft detection,
accurate meter reading and bills distribution drastically reduce a utility’s field
operational cost, customer service cost, revenue losses and purchasing and

logistic cost.

From the above descriptions, it can be thus said that the features of the smart metering system
make it an effective system for implementing demand side management strategies of dealing
with energy crisis. It has the potential of achieving far more desirable results than the current
measures implemented in African developing countries [2.33]. These measures are usually
associated with campaigns, consumer sensitization and implementation of laws and policies to
deter consumers from practicing energy theft, energy waste and payment defaults [2.34 — 2.36].
These measures are only successful when consumers cooperate with the utility. Most of these

measures have turned out to be expensive, long winding and highly dependent on human efforts
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thus making them ineffective [2.35]. On the other hand, smart metering systems are automatic,
operate in real-time and are not human-dependent. They also have features which allow for the
implementation of a smart quota policy for rationing power which is more efficient and ensures
social equitability as compared to blackouts. Details of this policy are provided in Chapter

Eight.

2.2 LITERATURE REVIEW

As clearly stated in the previous chapter, massive rollout of smart meters in most developed
countries has often come at a humongous cost. Despite the high potential these meters have in
curtailing perpetual energy crises in African developing countries, the initial cost of
deployment may be hard to realize — alluding to Figure 2.6. With estimated deployment costs
such as USD 500 million and £10 billion for Connecticut State and the United Kingdom
respectively [2.37][2.38], African developing countries would need a low cost deployment

strategy for implementing smart metering systems.
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Figure 2.6 2013 national budgets of some developed and developing countries [2.39]

In [2.40], Gianluca Aurilio et al emphasized on the need for the manufacture of low cost smart
meters in the near future. It was added that a key feature of these meters would be a reduction
in component make up, while maintaining its primary function. Based on this premise a low
cost combined voltage and current transducer was developed. This transducer worked in
conjunction with a low cost microcontroller board (Arduino) in recording power quality
measurements — a basic function of modern smart meters. Various time and frequency domain
simulations were conducted to verify the variability of the transduction ratio with the amplitude
of the input. Experimental results revealed that the combined low cost transducer was of good
performance and accurate at reading power quality measurements. However cost-benefit

analysis was not conducted to ascertain the savings made by adopting this low cost module.

In [2.41], Haroldo Amaral and André Souza developed a low cost smart meter for data
collection and in-place tests. This meter had a flexible structure which made it easy to modify
whenever other field parameters, such as harmonic distortions, were to be considered while
taking meter readings. The latest 16-bit MSP430 microcontrollers developed by Texas
Instruments were used for carrying out control and logical operations. The MSP430F2013
handled voltage and current signal sampling coming from the mains while the MSP430G2955
stored the waveforms and carried out further signal processing in order to ascertain
consumption. Based on experimental results, this low cost smart meter’s voltage and current
readings had an accuracy of at least 99.1%. Detailed cost-benefit analysis were not conducted,
however the cost of components was stated to be USD 41.00. It was also observed that this
design did not consider energy theft as an issue to be tackled. Therefore it lacked the necessary

anti-tamper and intrusion detection mechanisms and algorithms in its makeup. Also the only
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means of communicating recorded data was via a Serial Peripheral Interface (SPI), thus

requiring one to connect the meter to an external device before accessing logged meter data.

In [2.42], the authors presented a low-cost strategy to implementing smart meters. The mode
of implementation was based on the principle of retrofitting. Standalone electromechanical
energy meters were retrofitted with repurposed mobile devices which used image processing
to extract energy information. With the aid of tables, this scheme was compared with Internet
Protocol (IP) based Smart Meters in terms of cost, frequency of data collection, system
components, deployment effort and data reliability. The proposed scheme was argued to be less
costly since the only components provided were the mobile device, wall mount and charger as
compared to the latter which required a complete replacement of the existing standalone meter
— consisting of a lot more components. The cost of the proposed scheme was estimated at USD
140 while that of the IP-based Smart Meters was priced between USD 200 and 800. Backed by
efficient digital image processing algorithms, snapshots of analog meter readings taken
periodically by the mobile device were further processed after transmission via a wireless
communication channel. The cost of wireless communication and power to continuously
charge the mobile handset were however not considered. Also this low cost scheme focused
only on analog meters and not digital meters. Furthermore, security of the retrofit was not
considered. In addition, alluding to the design presented, it was thus judged that communication
was one-way; from meter to the utility. The utility therefore had no way of instructing the

retrofit (mobile device) to carry out specific operations.

A similar concept is presented in [2.43] by Potuganti Prudhvi et al. In this publication, a low
cost add-on device was proposed for existing standalone electromechanical energy meters in
India. This add-on was capable of detecting the black/red strip on the magnetic rotary disc of

the meter. This made it possible to determine the total number of revolutions made by the disc
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which is essential in calculating energy consumption. This add-on comprised basically of an
Infra-red (IR) sensor, a comparator, a counter and a real-time clock. Focusing on the Indian
context, the proposed communication architecture utilized ZigBee, Global System for Mobile
Communication (GSM) and Power Line Carrier (PLC) for data transmission. Despite the
allusion of the proposed smart add-on being of low cost, no cost-benefit analysis was provided.
Also the add-on was made specifically for analog meters hence would not work with digital
energy meters. Finally, no considerations were made for anti-tamper and intrusion mechanisms

hence they were not included in the design.

The principle of retrofitting standalone energy meters as a method of producing low-cost smart
add-ons/retrofits has not only been limited to the above reviewed publications but has also been
implemented extensively by companies such as Connode AB, Cyan Technology

Limited, RIO Tronics, Wilson Energy Limited and Xemtec Smart Energy Saving Solutions
[2.44 — 2.49]. These companies have developed and deployed smart add-ons/retrofits which
furnish existing standalone energy meters with smart meter functionalities. Some of these

retrofits are discussed in the paragraphs below.

Connode AB’s retrofit, known as the Connode 4, promises to be a cost effective way of
upgrading existing standalone energy meters with smart capabilities. By upgrading meters with
this retrofit, there is the high possibility of increasing efficiency with low operational and
maintenance costs. This retrofit also has features that allow trusted third parties to access data
transmitted from the system. Despite these benefits, this retrofit’s current design limits it to
work with only the Landis+Gyr E350 (ZMF 120/ZCF 120) standalone meter. This meter has
an existing communication interface that the retrofit is capable of talking to and retrieving data

from. Therefore this retrofit is not guaranteed to work with any other meter [2.44].
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Driven by the motivation to provide a cost effective smart metering solution for utilities in
emerging countries, Cyan Technology Limited launched the CyLec retrofit in December 2013.
Ever since its launch there have been extensive deployments in India and Brazil [2.45]. The
retrofit is packaged in a small box which measures 75mmx50mmx50mm. It connects to the
existing standalone meter via a cable which is plugged into the meter’s communication
interface. Similar to the Connode 4 this retrofit is limited to meters of some particular standards.
Some of which include IEC 62052-11, IEC 62053-21, IEC62056 DLMS/COSEM, DLT-645-

2007 (China) and IEEE1377-2012 PIMA (Brazil) [2.46].

RIO Tronics’ RegistRead retrofit also provides legacy standalone electromechanical meters
with smart meter capabilities. Unlike the Connode 4 and CyLec retrofits which are obtained by
utilities and installed by trained professionals, this retrofit is advertised for sale to energy
consumers. Detailed instructions are provided to consumers on how the retrofit is to be
installed. The method of installation is quite invasive and requires some high level of precision
since it involves getting access to the dials of the electromechanical meter. It is also limited to
analog energy meters of some particular form factor usually produced by companies such as

General Electric, Landis+Gyr, Sangamo and ABB [2.47].

Wilson Energy Limited’s CometXPR60 is a low cost retrofit which collects meter data from
legacy non-pulsed meters and transmits it via local radio networks to the closest central data
concentrator. They are produced for the European market since local radio networks such as
ZigBee and Wi-Fi are highly available. Such radio networks are far from ubiquitous in most
communities in African developing countries. This retrofit is also limited to analog energy

meters; hence would not work with digital meters [2.48].

Xemtec has developed retrofits which furnish both analog and digital standalone meters with

smart meter functionalities. These retrofits are carefully integrated into the existing meter in
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order to capture images of meter readings. These images are captured using a unique optical
lens system. Xemtec uses its patented Optical Character Recognition (OCR) algorithm to make
out meter readings from captured images. Similar to RIO Tronics’ RegistRead, the method of
installation is quite invasive and requires some level of technical expertise. The amount of
illumination in the surrounding environment must be considered during the installation process.
Also the retrofit for digital meters requires that the meter’s display is always turned on. This

option considerably decreases the meter’s battery life [2.49].

Based on the review of the above publications and deployed retrofits, it has been identified that
there is a gap in the search for a low cost strategy for implementing secured smart metering
systems in African developing countries. A great deal of the reviewed literature focused on
standalone analog electromechanical meters. Over the past decade most of these
electromechanical meters have been replaced by solid state digital pulsed meters, therefore
there is the need to give ample attention to these new meters [2.50]. Also the method of
retrofitting as presented by most of the above mentioned companies are usually invasive and
requires some degree of technical expertise. It was also observed that the reviewed low cost
designs did not consider anti-tamper and intrusion mechanisms as a measure of mitigating
energy theft. In addition, detailed cost-benefit analysis was not conducted to ascertain the

amount of savings made.

This research therefore attempts to address this gap by providing a low cost strategy for
implementing secured smart metering systems in African developing countries. This strategy
would seek to furnish a wide range of digital pulse standalone energy meters with smart meter
functionality. It would seek to provide a non-invasive method of interfacing existing energy

meters. This strategy would also attempt to incorporate ample anti-tamper and intrusion
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mechanisms in order to deal with the issue of energy theft. Finally copious costbenefit analysis

would be conducted in order to determine the cost-effectiveness of the proposed strategy.

From the above literature review it was observed that varying communication technologies
were adopted for the various deployed and proposed low cost smart modules. In the following
section a review of plausible communication technologies is provided in an attempt to highlight
option(s) that would be preferable in the development of a low cost solution for African

developing countries.

2.3 COMMUNICATION TECHNOLOGIES

The main feature that distinguishes smart meters from standalone meters is its two-way
communication ability [2.51]. Most of the benefits associated with smart meters, as discussed
earlier in this chapter, exist because of this ability. This implies that the most important feature
of the smart meter is its ability to communicate to utilities as well as receive control information
and notifications from utilities [2.52]. Therefore it is essential that the means of communication

is established before smart meters are designed, manufactured and deployed.

There are a wide range of wired and wireless communication technologies that are currently
used for smart metering systems; each having its advantages and disadvantages. It is important
to understand these, before making a choice for a particular application area. Table 2.3
summarizes some notable communication technologies available for use in smart meter
applications or Advanced Metering Infrastructures (AMI). They are placed under four
categories; Landlines, Power Line Carrier (PLC), Wireless and Private Radio [2.53].

Communication technologies which use varying media channels are placed in the —otherl

category.
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Table 2.3 Notable Smart Meter Communication Technologies [2.53]

No. Category Technology Advantages Disadvantages
1. Landline Copper UTP . Offers DSL, . Lack of
Analog Modem and T1 cOgtrol;
Speed: v Continuing
’ expenditure.
. Widely
Available.
2. Optical Fiber * High Speed; * Expensive; ¢
Point to Point.
* Secure.
3. Fiber to the * Extremely Fast; * Very Expensive;
home (FTTH) | * Unlimited * Limited
Bandwidth Availability.
4. Hybrid Fiber . Fiber to the * Lack of Control.
Coax neighborhood or group
(HFC) of homes;
. Coax into
homes.
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Power Line . Long distance | ¢ Point-to-point

Carrier (PLC) | communication at slow | communication;
speed possible; . Low to
. Low cost and medium speed,
reliable, ready . Can cause
infrastructure; disturbances on
. Communication | transmission lines
over power especially in
. Supports grid | developing countries;
control function . Concerns for
(SCADA) and Data Security.
substation;
. Good for HAN

Power-Line

Broadband . Supports . Lack of

over Power- specific needs of DA, | interoperability and

Line AMI and DR; standards;

(BPL) . Communicates | ¢ Limited
gver deployment;
MV and LV lines; 2 Col cause

* Next generation of
products may not
cause interference.

electromagnetic
interference;
. Poor tolerance

for noise.
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Power-Line Home-Grid . Meets need for | ° Cost;

Forum AMI & DR (SEP v2.0) | Amateur bands
. Communicates | may be only
over power-lines, optionally notched in
telephone lines and non-
coaxial lines; Home-Grid Forum
. Amateur bands | G.hn devices;
are notched in the ; Single-mode
HomeGrid Forum G.hn | devices interoperate
specification; E?S;y with Home-
. Dual-mode
devices interoperate
with Home-Plug.

Home-Plug . Meets needs for | Interoperability
AMI and DR; a concern;
. Communicates | ¢ FECs adds cost
over power-line; and complexities;
. Installation . Security can be
quick, easy, and concern;
inexpensive; v Limited
. Good for in- | deployment.
premise
communication.

Multiple . Flexible, . Poor market

Address compact and reliable; | penetration;

System Radio | » SCADA and . Limited

Radio (MAS) DA bandwidth.

application utilizing it

now;
. Point to
multipoint.
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10. Frequency- . Useful for last | ¢ Continuous
Hopping mile connection; frequency hopping
required; ¢ Line of
Spread . Point to sight required.
Radio . Unlicensed
Spectrum 902-
928MHZ.

11. Wireless 3G Cellular . Less expensive | ¢ Unsuitable for
for monitoring online substation
substation control;
performance; . Coverage area
. Cost effective; | incomplete;

- Ready . Suitable for
infrastructure, short burst of data.
Quick implementation.

12. Wi-Fi . 5 -54 mbps . Short range
achievable; less than 100m;

. Office/Home . Poor building
penetration high; reception.

. Open standards

to

IEEE 802.11g and

802.11b.

13. Wi-MAX . Can gain . Poor market
75mbps over 10-30 penetration;
miles; ¢« Backhaul . Currenﬂy
media for in-premise | expensive.

BPL, WiFi, and
Zigbee;

. Adheres to
IEEE802.16d
communication
standards.
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14.

15.

16.

Wireless

Zigbee

. Unlicensed
spectrum

2.4 GHz is used;

. Low cost and
requires less power;

. IEEE 802.15.4
IS standards;

. Smart Energy
Profile (SEP v2.0)
available for
interoperability with
home appliances

. Limited range
(lineof-sight);
. Concrete walls

penetration is weak.

VSAT . Widely used for | « Severe weather
remote monitoring and | can affect service;
control of transmission | « High cost.
and sub-station;

. Broad

Coverage;

. Quick

Implementation.
Paging . Short messages | * Not owned by
Networks to small mobile the power company

terminals;
. One-way is cost
effective;

. Some
Standards exist.

(lack of control)

. Two-way
messaging

costly;
. Most systems

proprietary.
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17. OSHAN . Low cost; . Medium
. Low power range inside
consumption; buildings;
. IEEE 802.15.4 |« Poor market
Standard: penetration; ©
1 Limited product
" Unlicensed -l o ailability.
900MHz spectrum
used.
18. CDMA . Current 2G . Only suitable
Wireless system uses 1S-95 for short bursts of
Standard,; data;
. Widely . Not suitable
available; for online substation
. 3G Cellularuses | control:
1S2000 Standard. . Coverage area
incomplete.
19. TDMA . Open 1S-136 . 3G systems
Wireless Standard,; -~
(Cellular) . Unique time CRAIAS
2 gy el ;:apacit;\I I?m?s”:]umber
. Widely of active radios.
Wireless available.
20. Other Internet . Universal « Security;
Protocol (IP) availability; - Latency;
. Low cost; « Bandwidth.
Multi-vendor

functionality;

. Open
Standards.
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21. Internet2 . High-speed * Not Available
next generation
backbone;

. 200
Universities working
on network
applications.

Judging from the information presented in Table 2.3, all the communication technology options
have their strengths and weaknesses. Therefore the selection of one or more of them for the
design of a low cost secured smart metering system ought to have strengths that are highly
desirable and weaknesses that have little or no effect in this application area. In addition, the

choice of communication technology must be guided by the following factors:

1. Availability: Leveraging the pervasiveness of technology for quick implementation

2. Reliability: Assurance of data delivery

3. Cost: Price associated with deploying and utilizing the technology

2.3.1 Wireless Communication Technologies in Africa

Among the categories mentioned, the most ubiquitous communication technologies in Africa

fall in the Wireless Category [2.54]. This category encompasses the following technologies:

1. Code Division Multiple Access (CDMA)

2. Global System for Mobile Communications (GSM)

3. Open Source Home Area Network (OSHAN)

4. Very Small Aperture Terminal (VSAT)
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5. Wireless Local Area Network (WLAN) based on IEEE 802.11 standard also known as

Wi-Fi.
6. Worldwide Interoperability for Microwave Access (WiMAX)
7. ZigBee (Based on IEEE 802.15.4 standard)

Figure 2.7 presents a relative comparison analysis of these wireless communication
technologies deployed in Africa under the aforementioned guidelines; Availability, Reliability
and Cost. Based on these guidelines, plausible communication technologies for a low cost smart
metering system for African developing countries should be highly available, highly reliable

and of low cost.

High

B Availability

Medium ® Reliability

" Cost

GSM Wi-Fi WiMax  ZigBee VSAT OSHAN CDMA

Figure 2.7 Relative Comparisons of Wireless Communication Technologies in Africa

[2.53]

From the relative comparisons in Figure 2.7, GSM appears to be highly available, highly

reliable and of low cost. Details of these attributes are discussed in the next section.
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2.4 GLOBAL SYSTEM FOR MOBILE (GSM) COMMUNICATION

GSM is the most pervasive communication technology in Africa [2.55]. Its wide coverage
implies that the necessary infrastructure has already been installed thus making it a suitable
early adoption technology for establishing low cost smart metering communication — requiring
little or no setup cost. As shown in Figure 2.8, GSM covers a large percentage of the population

in most African developing countries. Averagely it covers 70% of the continent’s population

[2.55].
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Figure 2.8 Percentage of the population of African Countries covered by GSM [2.55]

GSM has also been tested and tried over decades to reliably deliver data over long distances.
As compared to other wireless communication technologies, it has a high propensity of
penetrating through concrete walls. Figure 2.9 presents a comparison between GSM and other

wireless technologies in terms of data rate and range [2.56].
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Figure 2.9 Comparisons of Wireless Communication Technologies [2.56]

As pointed out in Table 2.3 and Figure 2.7, subscribers of GSM networks pay lower rates as
compared to communication technologies like WiMax, VSAT and Wi-Fi. As a consequence of
keen competition among Mobile Network Operators (MNO) in African developing countries,
the rates for voice, short message service (SMS) and data via GSM keep subsiding. For
example, the cheapest bundle (prepayment) for 60 SMS in Africa dropped from USD 3.1 in
2010 to USD 1.1 in 2014, representing a reduction of 31.4% [2.57]. This is illustrated in Figure

2.10.
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Figure 2.10 Cheapest Bundle Rate in Africa for 60 SMS [2.57]

High-speed transmission of data via GSM is made possible by Packet Switching Services, also
known as Mobile Broadband Services [2.58]. These services, unlike Circuit Switching
Services, do not require a dedicated communication channel before streaming data; rather, they
break the data into packets before transmitting. Each packet can take a different path to the
designated destination. This makes these services network efficient, reliable, resilient and cost

effective [2.59]. Table 2.4 presents a list of well-known Mobile Broadband Services [2.60].

Table 2.4 Mobile Broadband Services and their maximum data rates [2.60]

Mobile Broadband Services Maximum Data Rate

Second Generation (2G)

General Packet Radio Service (GPRS) 114 Kbps

Enhanced Data GSM Environment (EDGE) 368 Kbps

Third Generation (3G)

High-Speed Downlink Packet Access (HSPDA) 14 Mbps
High-Speed Uplink Packet Access (HSUPA) 34.5 Mbps
High-Speed Packet Access (HSPA) 168 Mbps

Fourth Generation (4G)

Long Term Evolution (LTE) 299.6 Mbps

Second Generation Mobile Broadband Services (GPRS and EDGE) are the most prevalent
services in Sub-Saharan Africa. As at December 2013, 85% of the deployed Mobile Broadband
Services were 2G. 3G and 4G services have been predicted to take quite a while before catching
up. Figure 2.11 illustrates the predicted growth of Mobile Broadband

Services in the Sub-Saharan Region [2.61].
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Figure 2.11 Predicted growth of Mobile Broadband in Sub-Saharan Africa [2.61]

Alluding to the high availability and slow decline rate of 2G services in the region, it would not
be far from right if smart metering systems deployed in this region transmit data via this service.
There should however be support for upcoming 3G services such as Evolved HighSpeed Packet

Access (HSPA+).

2.5 ENERGY THEFT

The prime aim of installing an energy meter on a customer’s premises is to allow the customer
to easily access the meter to know his consumption. Based on this fact utilities do not hide
meters or install meters in cramp locations but carefully place them within the customer’s reach.
It is this ease of access that has facilitated meter tampering by some consumers. This is done
with the motive of reducing or totally eliminating the cost of energy consumption; a criminal

act often termed as energy theft [2.62].

One of the main purposes for rolling out smart meters is to mitigate energy theft [2.63]. These
non-technical losses have been identified as the largest contributor to revenue losses in

distributing companies (discos) in African developing countries [2.64]. As stated earlier, Enel
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Automated Meter Management Solution estimated that the massive rollout of 30 million smart
meters in Italy would result in 80% reduction in these losses [2.65]. It has been reported that
ever since this rollout, Enel makes an annual savings of $750 million [2.66].

This confirms their predictions, thus reasserting the smart meter’s ability to effectively mitigate

energy theft.

Designing a secured low cost smart metering system to effectively combat energy theft in
African developing countries requires a thorough understanding of how these felonious acts
are carried out. This would suggest the necessary features and systems to be included in the
design. The following subsections describe some of the ways in which these acts are carried

out and suggest methods of detecting them.

2.5.1 Types of Energy Theft

2.5.1.1 Tampering with Internal Mechanism

This method is aimed at slowing down the meter’s kilowatt-hour counter. This is often targeted
at electromechanical meters which use the movement of an Aluminium rotor disc to register
consumption [2.67]. As depicted in Figure 2.12 the basic components of an electromechanical

meter are a rotor disc, a stator, retarding magnets and dials to register consumption.
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Figure 2.12 Basic parts of an electromechanical meter [2.68]

Criminals tamper with the internal mechanisms of this meter by either breaking off the meter’s
seal and opening it up or drilling holes into the meter’s casing. After getting access, they find
ways of resisting the free movement of the rotating disc. This may be done by pouring a coarse
material, such as sand, over the disc or placing Neodymium magnets around the rotating disc
[2.69]. This strong permanent earth magnet increases the braking torque of the rotating disc,

thus slowing it down.

In electronic meters where there are no moving parts, magnetic interference can still be used to
destabilize the proper operation of the meter. This is done by using these strong magnets or
strong alternating current fields to saturate the meter’s magnetic components [2.70]. Current
transformers and power supplies are typical examples of such components. By interfering with

these components, accurate meter reading is affected.
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2.5.1.2 Bypassing the Meter

This is the most common way energy theft is carried out. It is done by connecting a fraction or
the entire consumer’s load directly to the mains; the cables coming directly from the utility. By
doing so, the consumed power is not recorded by the meter. In most cases the perpetrators are
not caught because they either carefully conceal the bypass or they take them off right before
the meter readers visit their premises [2.71]. Figure 2.13 shows a typical example of a meter

bypass.

Figure 2.13 Bypassing a meter [2.72]

2.5.1.3 Inverting the Meter

This method is also targeted at electromechanical meters. Since this meter measures energy
consumption through the forward rotation of an Aluminium disc mounted on a motor, its
backward rotation would rather reduce the measured value. This backward rotation can be
achieved by simply inverting the meter which would reverse the polarity of the connections to

the rotating motor as depicted in Figure 2.14 [2.73].
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Figure 2.14 Achieving forward and backward rotation of a motor [2.74]

2.5.1.4 Installing a Spare Meter

This is another way energy theft is carried out. Criminals unplug the utility installed meter and
install a spare meter in its place to record the bulk of the consumed energy. They are careful to
reinstall the meter provided by the utility before meter readers visit their premises [2.67]. This
practice has become so easy to carry out considering the fact that visits from meter readers are
so predictable; usually at the end of the month. Also these meters are being made available for

purchase, especially from online stores [2.75].
2.5.1.5 Corrupt Officials from Utilities

Another plausible way energy theft is carried out is through the help of corrupt officials from
utilities. These officials, for a price, may help perpetrators of these acts go undetected by not
reporting them or even helping in the pilferage by sending reduced meter readings to the

utility for billing [2.76].
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2.5.1.6 Faulty Meters

Even though most utilities thoroughly test meters before installing them on the premises of
consumers, there are cases where meters have gone faulty. Such meters are likely to give
anomalous readings and as such need replacement upon detection. However, criminals who
detect these anomalies, especially when readings are far below the expected, would

intentionally not report such faults [2.77].

The above methods of energy theft are to be considered when designing the proposed smart
retrofit to enhance standalone energy meters with smart meter functions. These felonious
activities can be mitigated when the right energy theft detection mechanisms are incorporated

into the system design.

2.5 SUMMARY

In this chapter, smart metering systems are introduced as an effective system for dealing with
power crises. In addition proposed and deployed low cost smart modules and retrofits are
reviewed in an attempt to bring to light current trends in smart metering systems and identify a
gap in literature. Also a discussion is made on plausible communication technologies for
deploying a low cost secured smart metering system for African developing countries. Finally,
common methods of energy theft are briefly described with the aim of including ample

detection mechanisms to mitigate these acts.
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CHAPTER THREE: RESEARCH METHODOLOGY

3.0 INTRODUCTION

This chapter presents guidelines of a Retrofit Design Science Research Methodology
(RDSRM) which is adopted for this research. Section 3.1 discusses two principles of low cost
design which are derived from the reviewed literature. Section 3.2 introduces the prescribed

steps of RDSRM.

3.1 PRINCIPLES OF LOW COST DESIGN

From the literature reviewed in the previous chapter, it was observed that two principles of low

cost smart meter design were followed. These principles include:

1. Reduction in system component makeup by making a single low cost unit to accurately
perform multiple functions; originally performed by several units.
2. Retrofitting existing standalone meters with smart modules to furnish them with smart

meter functions.

The first principle required that existing standalone energy meters be completely replaced by
new smart meters while the second suggested otherwise. The first principle was adhered by
only [3.1] and [3.2] while the rest [3.3 — 3.10] followed the second principle. In other words, a
great deal of the reviewed literature subscribed to the principle of retrofitting as a low cost

strategy for implementing smart meters. The following are plausible reasons why this was so:

1. To avoid the complete replacement of existing standalone meters which over the years

have proven to reliably and accurately measure consumption

2. To minimize time, cost and effort required to design and develop smart energy meters.
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Based on these reasons, this research adopts this principle of retrofitting in providing a low cost
early adoption strategy for implementing secured smart metering systems in African

developing countries.

3.2 DESIGN METHODOLOGY

In adhering to the principle of retrofitting, it is imperative that the existing standalone energy
meter be studied critically in order to develop an effective retrofit design. A research
methodology that is potentially suitable for the design of system retrofits is the Retrofit Design
Science Research Methodology (RDSRM) [3.11]. This methodology is a modification of the
Design Science Research Methodology (DSRM) [3.12]. The latter focuses on creating
innovative artifacts while the former focuses on transforming existing functional artifacts into
other existing products. Therefore in RDSRM, even though the final products are not entirely

innovative, they were not originally achieved through the process of retrofitting.

The prescribed guidelines of RDSRM are outlined below:

1. Relevance Identification
2. Comparative System Analysis
3. Design and Development
4. Comparative Evaluation

5. Communication

A brief introduction of how each of these guidelines is followed in this research is provided in

the following subsections.

3.2.1 Relevance Identification

In identifying the relevance of this research, sufficient justification has been provided in the

preceding chapters. These chapters covered the significance of the study by identifying the gap
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in literature that the research attempts to address. Also the benefits African developing

countries stand to achieve from this research have been clearly established.

3.2.2 Comparative System Analysis

This guideline requires that the existing system to be retrofitted be studied and juxtaposed to
the final product to be produced. This is done in order to identify the missing sub-units,
functions and algorithms in the existing system. Going by this guideline, a wide range of
existing standalone digital pulse energy meters that are currently deployed in Ghana would be
requested from a utility and studied. The functions and sub-units of these meters would be

compiled and compared with those of standardized smart meters.

3.2.3 Design and Development

In this step, a retrofit is designed comprising the identified sub-units and functions that are
missing in the existing standalone meter. A critical process which greatly influences the design
of the retrofit is the method of interfacing — how the retrofit communicates with the existing
meter. As stated earlier, this research seeks to provide a non-invasive method of interfacing the
existing standalone meter. Therefore it is important this method is different from those
presented earlier in the literature review. However, this method should not significantly
increase the cost of producing the smart retrofit or limit its functionality or accuracy. Based on

the design a prototype is developed and tested.

3.2.4 Comparative Evaluation

This guideline suggests that the newly retrofitted system be compared with a standardized smart
meter in terms of performance. This is to verify if the design and development processes

achieved the set objectives. In this research, it is important that these tests are done in the light
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of the identified gaps in literature in order to ascertain if these gaps have been sufficiently

addressed.

3.2.5 Communication

In this step, the problem the retrofitted system solves, its significance, design and development

process and results from comparative evaluation must be communicated to a relevant audience.

3.3 SUMMARY

In this chapter guidelines are suggested for the design and development of a secured low cost

smart metering system for African developing countries.
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CHAPTER FOUR: RETROFIT DESIGN

4.0 INTRODUCTION

Guided by the adopted research methodology, this chapter discusses the entire design process
of the proposed smart retrofit. It begins with a recap of the objectives and significance of the
research in Section 4.1. In Section 4.2 comparative analysis is conducted in order to ascertain
the missing units in non-smart energy meters. Section 4.3 specifies the functional requirements
of the smart retrofit to be designed. In Sections 4.4 and 4.5 discussions and experiments are
conducted to determine a suitable non-invasive method of interfacing the existing meter. In

Section 4.6 essential components for the smart retrofit design are elicited.

Finally in Section 4.7 engineering tools are used to model the system’s important processes.
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4.1 RELEVANCE IDENTIFICATION

As presented in Chapter Two, after having identified a gap in research for the search of a low
cost early adoption strategy for the implementation of secured smart metering systems in

African developing countries, this research attempts to do the following:

1. Provide a retrofit design which furnishes a wide range of existing digital pulse
standalone energy meters with smart meter functionality.

2. Provide a non-invasive method of interfacing existing digital pulse standalone energy
meters with the proposed smart retrofit design.

3. Incorporate ample anti-tamper and intrusion detection mechanisms into the proposed
design in order to sufficiently deal with common methods of energy theft.

4. Provide detailed cost-benefit analysis to ascertain savings made by adopting the

proposed smart retrofit design.

As stated earlier in Chapter One, after achieving the above mentioned objectives, African
developing countries stand the chance of eliminating unprecedented energy demand through
the provision of detailed demand analyses; thus dealing effectively with the bane of energy

crises. Other associated benefits include the following:

4. An increase in energy conservation through the provision of direct and indirect
feedback to customers in real-time. This would also lead to reduction in energy demand,

lower cost of electricity generation, lower energy bills and lower carbon emissions.

5. Persistence in energy savings through the rollout of DR programs which are heavily

dependent on real-time notifications.

6. A reduction in a utility’s field operational cost, customer service cost, revenue losses

and purchasing and logistic cost through the provision of automatic and remote
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(dis)connection, power outage detection, energy theft detection, accurate meter reading

and bills distribution.

The following sections cover the design of the smart retrofit intended to equip existing digital

pulse standalone energy meters with smart meter functionality.

4.2 COMPARATIVE SYSTEM ANALYSIS

In order to determine the functional requirements of the smart retrofit there was the need to

conduct comparative system analysis between existing digital pulse standalone energy meters

and smart energy meters. A request was made to Electricity Company of Ghana (ECG), the

main electricity distribution company for southern Ghana, to provide sample energy meters for

this comparative analysis. They provided twelve different meters, which are samples of their

most deployed energy meters. Their functions and features were juxtaposed to two Siemens

smart energy meters — IM100 and IM300. These two smart meters comply with DLMS/IEC

62056 standards. Table 4.1 summarizes the results of this comparison.

Table 4.1 Comparative System Analysis between Non-Smart and Smart Energy Meters

Function/Feature Non-Smart Smart
In-home Display 4 v
Measuring of energy consumption in Kilowatt-hours W/ v
Measuring of energy consumption in Currency ' v
Power Quality Measurements v v
Load Profiling X v
Consumer Notifications X v
Outage Notifications X v
Hourly/ On-demand Reads X v
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Dynamic Energy Prices (Multiple Tariffs) X v
Two-Way Communication Ability X v
Anti-tamper and Intrusion Detection Mechanism X v

Alluding to Table 4.1, it can be thus said that both meter types are capable of performing the
basic functionality of measuring and displaying consumption in kilowatt-hours. However, all
other functions/features which are dependent on two-way communication ability such as
consumer notifications, outage notifications, measuring of energy consumption in currency and
load profiling are not present in these standalone (non-smart) meters. Also these standalone
meters are incapable of providing ample anti-tamper and intrusion detection mechanisms
against common methods of energy theft. Therefore Table 4.1 can be further summarized as

Table 4.2.

Table 4.2 Summarized Comparative Analysis between Non-Smart and Smart Meters

Function/Feature Non-Smart Smart
Measuring/Display of energy consumption in kWh < v
Two-Way Communication Ability X v
Anti-tamper and Intrusion Detection Mechanism X v

Based on the summarization in Table 4.2, the smart meter can thus be seen as an ordinary

standalone meter enhanced with communication and tamper detection mechanisms as

depicted in Figure 4.1.
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Communication

Technology Smart Meter

Figure 4.1 Basic Constituents of a Smart Meter

Therefore the retrofit to be designed must have these missing units in order to equip existing

digital pulse standalone energy meters with the full functions of a standardized smart energy

meter.
4.3 REQUIREMENTS SPECIFICATION

To have a clearer definition of the retrofit’s basic functional requirements, use cases are
employed in eliciting these requirements. These help to present in natural language
(unambiguous terms) the expectations, goals and benefits of the system to the major
actors/stakeholders, namely consumers and utilities (Distributing Companies and Power

Generating Stations). These use cases are presented in Figures 4.2 and 4.3.
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Figure 4.2 Consumer Use Case

Utility
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Figure 4.3 Utility Use Case
Based on the use cases provided above, the functional requirements of the retrofit can be

summarized as follows:

1. Display of accurate consumption data in kWh and currency via in-home display.

2. Reception and display of utility transmitted notifications and control information.

3. Real-time transmission of accurate consumption data and power quality

measurements to utilities.

4. Real-time detection and remote reporting of meter tamper.

5. Remote disconnection and reconnection of power supply.

The requirements provided above give an idea of the necessary building blocks of the retrofit.
However, the retrofit’s design and architecture is highly dependent on the manner in which the
existing standalone meter would be retrofitted. Therefore there is the need to establish how the
retrofit would interface the existing meter to enhance it with smart meter functions. From the
requirements, it is evident that this interface is needed primarily to enable the retrofit collect

and transmit recorded consumption data from the existing meter.

4.4 INTERFACE DESIGN

To rightly design this interface, a research was conducted to find out how metering is done in
deployed standalone energy meters. The twelve standalone meters which were received from
ECG were further studied for this purpose. These meters were of varying types; commercial
and residential, single phase and three phase meters. Samples of these meters are provided in

Figure 4.4.
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Figure 4.4 Sample EnergyA Meters

After careful analysis of these meters it was observed that all the meters provided for the

research were digital pulsed standalone energy meters of varying architectures. This suggested
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that the utility had a higher preference for digital electronic meters than conventional
electromechanical meters. These electronic meters are made of non-moving parts — solid-state
components. Designed primarily on the principle of electromagnetism, these components were
observed to be capable of generating an output frequency which is directly proportional to the
alternating current (AC) drawn by a consumer’s connected load. The output frequency is then
accurately computed to produce the consumption reading in kilowatt-hours which is then

presented on the meter’s display.

It was observed that for all these solid-state meters the process of electromagnetic transduction
was carried out mainly by current sensors. These current detectable components are responsible
for determining consumption. This therefore suggested that by tapping the output signals of
these sensors, there is a possibility that the retrofit would know how much consumption has
been recorded by the existing meter. The following subsection examines the feasibility of doing

so in the light of the research’s objectives.

4.4.1 Interfacing via the Output of Current Sensors

In order to ascertain the feasibility and accuracy of this method of determining consumption
from the existing meter, further research was conducted on the makeup and mode of operation
of the various current sensing technologies used in these meters. The following current sensors

were identified:

1. Low Resistance Current Shunt

2. Ferrosilicon (FeSi) Split Core Current Transformer (CT)

3. Ferronickel (FeNi) Split Core CT

4.  Ferrite Split Core CT
5. Solid Core CT
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6. Rogowski Coil

Alluding to experimental results from reviewed literature, the above listed sensors are
enumerated in order of increasing accuracy, with the Low Resistance Current Shunt being the
least accurate [4.10]. Their levels of accuracy are highly dependent on their structure,
composition and mode of operation. For example comparing the Low Resistance Current Shunt
and the Solid Core CT, they vary in their mode of operation. The operation of the former
requires contact with the conductor while the latter does not. As a result the former introduces
some inductance, in the order of a few nanohenries (nH). This inductance, though small, is
responsible for causing high phase shift errors in the output current even at its operational
frequency, thus affecting the accuracy of its current reading. Figure 4.6 presents simulation
results of phase shifts caused by the introduction of an inductance of 2 nH from a 200 micro-

ohm (n€2) Riedon RS Low Resistance Current Shunt.
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Figure 4.5 Phase Shift as a result of an introduction of 2nH in a 200 p€) shunt

The effects of the power shift can be ascertained using the error measurement equation

presented in equation 4.1

4.1

Where P is Power factor expressed as P = cos 0
P’ is the Apparent Power factor expressed as P = cos(6 + 0)
0 is the phase angle

g is the phase shift
cos(6 + @)
cos 6

E 4.2

Therefore for a power factor of 0.1 and a phase shift of 0.175 (which is the phase shift at 50Hz

in Figure 4.5), the error is an unacceptable 3.04%.

Also the structure of the above mentioned split core CTs, namely FeSi, FeNi and Ferrite,
introduces some quantum of inaccuracy in their output signals. Their magnetic core is split into
two halves, thus weakening the contact between the two as well as making an inconsistent
distribution of the secondary winding across the two halves. Also the research revealed that the
material composition of these split core CTs necessitated the creation of some amount of air
gaps in order to slenderize the effect of saturation — a state where the magnet cannot be
magnetized any further. The allowable air gaps in FeSi and FeNi exceed that of Ferrite. The
more the air gaps the higher the phase shift; thus increasing the percentage of inaccuracy. Thus
making the Ferrite split core CT more accurate than the other two. Figure 4.6 presents
simulation results of phase shifts in 5 amps (A) FeSi, FeNi and

Ferrite split core CTs.
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., Phase Shift in FeSi Core
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Figure 4.6 Simulation results of phase shifts in 5A CTs.
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1 Phase Shift in Ferrite Core
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Current sensors made from Rogowski Coils do not require contact in their mode of operation

and have very high accuracies. Experimental results from reviewed literature have proven that

they are the best in measuring quick changing currents [4.11]. Rogowski Coils which are open

ended are flexible and can easily be made to wrap around conductors of different shapes and

sizes. However, the manner in which they are curved and twisted could lessen their accuracy

by 1-3%. Also they require high powered integrators or digital signal processors (DSP) to

integrate their output signal before obtaining the current reading. This is because their output

signal is a voltage relative to the derivative of the current drawn by the connected load.

From the discussion above, it is clear that all these current sensing devices, under certain

conditions, have some level of inaccuracy. A critical study of the circuitry of these sample

meters revealed that, based on the knowledge of the susceptibility of these sensors to

inaccuracies; metrology engineers have carefully designed these meters to lessen the effect of

these errors on meter readings. The output signals of their current sensors are provided with the

necessary processing and correction to cater for errors stemming from operating conditions,

material compositions and ageing effects on the sensor. These compensations and error
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handling mechanisms are better provided for in electronic meters than in electromechanical
meters. This is a plausible reason why electronic meters are more accurate than
electromechanical meters and are the preference of most utilities [4.14]. In the electronic meters
obtained from ECG, it was observed that there were a number of specially designed integrated
circuits (IC) which provided various error correction techniques to the output signal of the
current sensors. A typical one is DRV401, a Sensor Signal Conditioning IC, which has been
incorporated in some of these electronic meters which measure consumption using closed loop
magnetic sensors. This IC processes and provides error detection and correction to the sensor’s

output signal.

It is therefore evident that interfacing the existing meter by merely tapping the output signals
of the current sensors would provide inaccurate readings. To mitigate these inaccuracies would
require gathering information of all the various current sensors employed in energy meters and
their specific error correction schemes. Merging all these schemes into one unit, to provide a
single interface that would work with all the different energy meters, would be a difficult task.
Even after having known all there is to know, there is still the possibility that the results of the
error correction scheme employed in the retrofit may be of a higher or a lower degree of
accuracy than the manufacturer’s scheme. This would mean that the consumption data recorded
by the existing meter and retrofit would be different. Consumers and utilities would not take

these differences lightly.

In addition, this method of interfacing would require that the existing standalone meter be
opened during installation of the smart retrofit. This goes against the set objective of the
research which seeks to provide a non-invasive method of interfacing the smart retrofit. There
is therefore the need to find some other method of interfacing the existing meter with the

retrofit.
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4.4.2 Interfacing via the EEPROM

As a consequence of the identified challenges in the previous method of interfacing, an
alternative was sought for. A research was conducted to assay the feasibility of the retrofit
getting access to stored consumption data in the existing meter. This was done in an attempt
to avoid having differences between the consumption data recorded by the existing meter and

that of the retrofit.

The study revealed that these electronic meters obtained from ECG are equipped with
nonvolatile storage media called Electrically Erasable Programmable Read-Only Memory
(EEPROM). These memories store various configurations, calibrations and consumption data.
Each EEPROM has a specified storage capacity and is segmented into several chunks identified
by addresses. Access to data stored in these chunks requires knowledge of the specific address
of the data’s location. Bearing in mind that these storage media are from different
manufacturers, having different storage capacities, architectures and addressing systems, it
would be difficult, if not impossible, to have a generalized method of accessing consumption
data stored in these varying media. Also this method of interfacing, even if feasible, would
require opening up the existing meter which is in contrast with the set objectives. These
challenges make this method of interfacing the existing meter impractical. Figure 4.7 presents

a sample of EEPROMSs found in electronic meters having different form factors and design.
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Figure 4.7 Sample EEPROMs of varying form factors
4.4.3 Interfacing via the Light Emitting Diode (LED)

After further critical inspections of the standalone energy meter samples, it was discovered that
each of these meters have a Light Emitting Diode (LED) on the outer casing. This bi-lead
semiconductor light source has been engineered to pulsate brightly each time a specific quantity
of energy is consumed. Metrology engineers have legibly stated on each meter the number of
pulses that represents a kilowatt hour — the impulse rate. Figure 4.8 shows a sample of these

energy meters indicating clearly their LEDs and impulse specification.

Light Emitting Diodes (LED)
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Figure 4.8 Sample Energy Meters showing LED’s with impulse specification

Based on the function of these LEDs, another method of interfacing the existing standalone
meter was discovered. In this method, pulses from these meters’ LEDs are detected and counted

in order to determine the amount of energy that has been read by the energy meter.

By dividing the total number of impulses by the impulse rate, one is capable of telling the
magnitude of energy that has been consumed over a particular period of time. For example, the
energy meter on the far right of Figure 4.8 has an impulse rate of 200 impulses per kilowatt
hour (imp/kwh). So if 1000 impulses are detected over a particular time frame, it can be

calculated that 5 kilowatt hours of energy has been consumed.

As compared to previously discussed methods, this does not require opening the meter’s casing
or tampering with its circuitry. The existing meter is still kept intact and the interfacing is done
from the outside. Also unlike the other methods which require gathering information of the
mode of operation of different components, this requires only knowing the impulse rate which
is readily, accurately and legibly provided on the meter’s casing by the manufacturer.
Furthermore, in this method, computation of consumption only requires a simple division
operation. Finally the form factor and mode of operation of all these LEDs are the same; thus
allowing for the use of a single design to cater for all the different types of energy meters. This
is a more practical approach to interfacing the existing meter with the proposed retrofit than
the previously discussed methods. It is however important to establish how light pulses from

the LED are accurately detected.

Having established that this method is a practical and non-invasive method, various light
sensors are discussed in the next section in an attempt to select the most appropriate sensor(s)

to be incorporated in the smart retrofit design.
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4.5 LIGHT SENSORS

Based on the earlier discussions, the approved method of interfacing the existing standalone
energy meter is via its pulsating LED. Light pulses from this LED are to be detected, processed,
recorded and transmitted by the smart retrofit. There are various light sensors which are capable
of detecting light pulses. A primary factor to be considered in the selection of light sensor(s) is
the wavelength of the light to be detected. Figure 4.9 presents a wavelength chart of various

commonly used coloured LED lights in nanometers (nM).

nM Color Name n Color Name nM Color Name nM Color Name
- 600 Special Red - 635  High EffRed - 633 Super Red - 623 Red Orange
612 Orange 592 Amber/Yellow 585 Yellow 574 Super Lime Yellow
570 Super Lime Green - 565  High Eff Green - 560  Super Pure Green . 555 Pure Green
[ ] 525 Aqua Green . 505 Blue Green - 470 Super Blue - 430 Ultra Blue

Figure 4.9 LED Wavelength Chart

From the chart, it can be thus said that the wavelength of LEDs range approximately between
400 and 650 nM. Therefore any light sensor which is capable of detecting lights within this
range is a plausible option. It is however important to mention that the LEDs on all the ECG
meters under study were bright red in colour; thus having their wavelengths between 600 and
650 nM. Notwithstanding, considering the possibility of change in future, the research seeks
for a light sensor which can detect all the possible wavelengths of LEDs. Table 4.3 presents a
comparison of a list of popular light sensors which are capable of detecting lights within this

range.

Table 4.3 Comparison of Light Sensors [4.18]
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Photo-multiplier Photo-diodes | Phototransistors Photocells Light-to-frequency
Tubes converter (hybrid)




Description | A unique vacuum A Similar to the A A light sensor which
tube which has a | photojunction| photo-diode | photoconductive outputs a square
photocathode semiconductor | but amplifies cell wave with a
which imbibes device that its output which decreases frequency
light photons. reacts to light signal its resistance proportional to
when exposed to irradiance
light
Wa\zelen)gths 200 - 900 200 - 2,000 400 - 1,100 400 - 700 400 - 1,050
nM
Performanceto- Fair Good Excellent Excellent Fair
cost ratio
Cost High Low Very Low Very Low Low
Sensitivity Excellent Very Good Very Good Very Good Very Good

The selection of a light sensor for the smart retrofit should be done in the light of the earlier
mentioned research objectives — to provide a low cost smart retrofit for African developing
countries. Alluding to Table 4.3, Photo-multiplier tubes are the best at sensing light pulses,
however they are the most expensive. They are currently priced between USD 750 and 1,700
[4.19]. This high cost makes it an impracticable option for this application area. Photomultiplier
tubes also require a high input voltage in order to detect light photons and produce several
secondary electrons. This voltage; which is often greater than 15 volts, cannot be supplied by
a connected microcontroller hence there is the need to provide an additional regulated power

supply; thus increasing the cost of the smart retrofit.

All the other four sensors have relatively good levels of sensitivity and therefore are viable
options. However, the performance-to-cost ratio ratings of the photo-diode and light-
tofrequency converter are relatively lower than that of the photocell and phototransistor. Also
their costs are relatively higher than that of the photocell and the phototransistor. The
photodiode also requires the inclusion of a suitable operational amplifier to amply its output
signal; this introduces an additional cost to the retrofit design. For these reasons, the photo-
diode and light-to-frequency converter are dropped. The research narrows its study on the

feasibility of using the other two sensors — photocell and phototransistor.
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The photocell and the phototransistor have very similar ratings in Table 4.3; as such it is
important to consider some additional significant factors that would help guide the selection
for a suitable light sensor for the retrofit design. One key factor to be considered is how close
the light sensor should be to the LED before detecting a light pulse. This is important because,
as depicted in Figure 4.8, each meter’s LED is covered with the meter’s transparent casing.
This means that there is no direct access to the LED. The measured distance between the LED
and the casing of the twelve different standalone energy meters ranged between

2mm and 10mm. It is therefore important that the light sensor to be selected for the retrofit

design must be capable of detecting light pulses, at least, 10mm away from the pulsating LED.

Two phototransistors, GP2S40J0000F and GP1L53VJO00F and a GL5528 Mini Photocell were
tested for LED pulse detection from various distances. For each of these tests adequate isolation
was provided in order to reduce noise from external light sources. This was done using an
empty opaque barrel of a ball pen. A bright red pulsating LED of 450 lumens was placed at one
end of the barrel and each of these light sensors with connection to a programmed
microcontroller — Arduino Uno Revision 3 board, were lowered through the other end of the
barrel in turns. They were lowered in at different depth proximities from the pulsating LED
using a calibrated rod. The basic components of the experimental setup are presented in Figure

4.10.
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Figure 4.10: Basic Components of Light Sensor Depth Proximity Experiment
Accurate detection for this experiment is defined as the ability of the sensor to output an analog

signal immediately the LED emits a pulse. Based on this definition it was observed that the
GP2S40J0000F phototransistor could only accurately detect pulses when it was 0 — 5mm away
from the LED. The GP1L53VJO00OF phototransistor was also able to accurately sense light
pulses when it was 0 — 7mm away from the LED. The GL5528 Mini Photocell was able to

accurately detect LED pulses 0 — 35mm away from the LED. These results are summarized in

Table 4.4.
Table 4.4 Proximity Distance for LED pulse detection
LIGHT SENSOR DETECTABLE DISTANCE FROM LED (mm)
GP2S40J0000F phototransistor <5
GP1L53VJ000F phototransistor <7
GL5528 Mini Photocell <35
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From the above results it was concluded that the GL5528 Mini Photocell has a higher detectable
distance from the LED than the two phototransistors. Its maximum detectable distance covers
the gap created by the meter’s transparent casing. This therefore makes it a suitable light sensor

for detecting LED pulses from standalone energy meters.

Despite these desirable characteristics of the photocell, before concluding on the selection of
this light detector, it was important to ascertain if this photocell is capable of detecting a fast
pulsating LED; a case where energy is consumed at a fast rate. To do so, an experiment was
conducted using a red pulsating LED of 450 lumens. This LED was connected to an Arduino
Nano microcontroller. The microcontroller was programmed to blink the LED steadily at
specific frequencies, ranging between 10Hz and 80Hz. All the programs for this experiment
were written in C++ using an Arduino Integrated Development Environment version 1.64,
which is an open source software for programming Arduino boards. Figure 4.11 presents a

snippet of the program written for pulsating the LED at specific frequencies.
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int led = 13;

int howManySecHasToRun = 0;
int y = 20;

int z = 10;

e e
WW R DWW D ey s W R

B void setup

1s z =1liz -
1¢ pinMcde (led, OUTPUT);
17 e |
18
19 & ~or i
20 B void loop() {
21
22 delay(10000);
23 for{howManySecHasToRun = 1; howManySecHasToRun <=y ; howManySecHasToRun++)
24 = {
25 blinkRate(z);
2e
27 if{(y%20)==0 && (howManySecHasToRun==y) && [(y<301
28 =
23 delay (10000
30 y += 20;
31 howManySecHasToRun = O;
2
33 if{y == 320 ss z<100)
34 = {
35
3¢e y =2
37
38 z +=1
33 ~
38 = }
40 B
41
42 i~ }
43
44 =¥
45
46 void blinkRate (int howManyPerSec)
47 B {
48 int count = O;
43 unsigned long interval = 1000/howManyPerSec;
S0
51 | while (ccunt < howManyPerSec)
52 = {
53 digitalWrite(led, HIGH):;
54 delay(50);
55 ‘ digitalWrite(led, LOW);
1 delayinterval);
57 ‘ count++;
58 i~ }
58
€0
el =

Figure 4.11 C++ Code on Arduino Nano for Blinking LED at different frequencies

To ensure that detection of the light pulses was completely not affected by the computational
power of the microcontroller, a different microcontroller was used for the photocell. The
GL5528 Mini Photocell was connected to a programmed Arduino Uno Revision 3 board, an
NES555 timer integrated circuit (1C) and a 10 kilo-ohm (kQ) pull-down resistor, as presented in

a simulation schematic in Figure 4.12.
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DUNG?

Figure 4.12 Simulation Schematic of LED Pulse Detection

The simulation schematic was constructed and ran using ISIS Professional Software version
7.9 SP 1; a software which offers virtual system modeling for circuit designs. The
microcontroller connected to the photocell was programmed to interrupt the microcontroller
each time a light pulse was detected by the photocell. The interrupt function increased, recorded

and displayed the pulse count on a serial monitor. Figure 4.13 presents a snippet of the written

code in C++.

81



LiquidCrystal led (13,12,11,10,%9,8);
int count = 0;

unsigned long interval = 3000;
unsigned long currentMicres = 0;
unsigned long previousMicros = 0;

| ] void setup() {

Serial.begin(9€00);
attachInterrupt (0, countBlink, RISING);
lcd.begin (40,2);

Ly
s

P el el el el
G W R D W ) gy s W N

[ void loop!) {

17

18 oy

19

20 void countBlink()

21 jB{

22 previcusMicres = currentMicres;
23 currentMicros = millis();

24 if (currentMicros - previousMicros > interval)
25 S|

26 Serial.printlnl);

27 Serial.printlni);

28 Serizl.println("New Sequence");
29 count = 0;

30 )

31

3z count++;

33 Serial println("detected");

34 Serial.println(count);

35 led.clear()

3¢é led.setCurser(d,0);

37 led.print(count);

38 }

39 o

Figure 4.13 C++ Code on Arduino Uno for detecting LED pulses at different

frequencies

So in summary the Arduino Nano was programmed to pulsate an LED like an existing
standalone pulsed energy meter and the Arduino Uno was programmed to detect and record
LED pulses like a smart retrofit. It is important to note that the GL5528 Mini Photocell was
placed 35mm from the pulsating LED. As stated earlier, this is the maximum detection distance
for this photocell. The final experimental setup involving both microcontrollers is also

presented in Figure 4.14.
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Arduino Nano

NES55 IC
Arduino Uno

photocell

Figure 4.14 Experimental Setup for Photocell Response Test

From the code snippet in Figure 4.13 it is evident that the microcontroller outputs results to a

serial monitor at a baud rate of 9600. Using a suitable open source serial terminal application

called CoolTerm (version 1.4.6), a connection is made to the reporting communication port of

the Arduino Uno and results from the LED detection program are gathered and stored to a text

file. The results are tabulated and presented in Table 4.5.

Table 4.5: Experimental Results of LED Pulse Detection

Frequency Number of Pulses Detected in
(Hz) 20sec | 40sec | 60sec | 80sec | 100sec | 120sec | 140sec | 160sec | 180sec
10 200 400 600 800 1000 1200 1400 1600 1800
20 400 800 1200 1600 2000 2400 2800 3200 3600
30 600 1200 1800 2400 3000 3600 4200 4800 5400
40 800 1600 2400 3200 4000 4800 5600 6400 7200
50 1000 2000 3000 4000 5000 6000 7000 8000 9000
60 1200 2400 3600 4800 6000 7200 8400 9600 | 10800
70 1 1 1 1 1 1 1 1 1
80 1 1 1 1 1 1 1 1 1
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In Table 4.5 all accurately detected pulses are in blue while inaccurately detected pulses are in
red. It can be concluded that the GL5528 Mini Photocell was accurately able to detect light
pulses for frequencies 10 to 60 Hz. For frequencies above 60 Hz, specifically 64 Hz, the
photocell was only capable of detecting the very first LED pulse; all other pulses were not
detected. The fast rate at which the LED was pulsating made it difficult for the photocell to
uniquely identify each pulse. It sees all the fast blinking pulses as one pulse which lasts over a
long period of time. It can be thus said that at frequencies beyond 60 Hz the photocell is flooded
with LED pulses hence it does not respond linearly to its input. Therefore this photocell is only

suitable for detecting LEDs which pulsate up to this frequency.

A 60 Hz pulsating LED, has a pulsating period of approximately 16.667 milliseconds (ms);
thus it pulsates a total of 60 pulses every second. Having determined the minimum period
between pulses that is detectable by the photocell, it is necessary to verify whether there would
not be any periods smaller than this from an existing standalone energy meter. To do this, an
assumption is made of a meter whose LED pulsates at this period of 16.667ms. This means that
in an hour it would generate 216,000 pulses. From the sample meters presented in Figure 4.8,
impulse rates of energy meters range between 200 and 1000 impulses/kKWh.

Therefore assuming this meter has an impulse rate of 200 impulses/kWh, it would measure
1,080 kWh of energy every hour. Also assuming it has an impulse rate of 1000 impulses/kWh,
it would measure 216 kWh of energy every hour. Thus energy consumption recorded in an hour
by a meter which pulsates at a frequency of 60 Hz (period of ~16.667ms) ranges between 216

and 1,080 kWh.

The United States of America currently tops the list of the world’s consumption of electricity.
The current average hourly consumption of its residential consumers is 1.79 kWh and that for

non-domestic (industrial and commercial) consumers is 8.45 kWh [4.6] [4.7]. These values are
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far less than the range of energy consumption measured by the meter assumed to be pulsating
at 60 Hz. This suggests that there would hardly ever be any meter that would pulsate at the
maximum detectable frequency of 60 Hz. Therefore it can be concluded that the chosen

photocell is capable of detecting all LED pulses pulsating at all possible frequencies.

Having dealt sufficiently with the objective of providing a non-invasive and effective method
of interfacing the existing standalone energy meter, the other essential building blocks of the

retrofit design are elicited in the following section.

4.6 BUILDING BLOCKS OF RETROFIT DESIGN

From the earlier discussed functional requirements and research objectives, the following
components described in Table 4.6 have been identified as essential building blocks of the
smart retrofit. They would furnish the existing standalone pulse energy meter with smart meter

functions. Figure 4.14 shows a diagram of the basic interconnections between the selected

components.
Table 4.6 Building Blocks of Smart Retrofit
No. Name Function
1. | Photocell Detects LED pulses from existing meter.
2. | GSM/GPRS Communication | Provides reception and transmission of data messages
Module to/from utilities.

3. | Liquid Crystal Display (LCD) | Displays consumption data, tariffs, power measurements,
utility transmitted notifications and control information.

4. | Relay Remote disconnection/reconnection of meter from/to
power supply.

5. | Microcontroller Programmed to handle all arithmetic and logical
processes.

6. | Ball Rolling Switch (Tilt Energy Theft Detection Mechanism: Detects physical

Sensor) tamper of meter.

7. | Triple Axis Accelerometer Energy Theft Detection Mechanism: Detects motion and

shock.
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8. | Hall Effect Sensor Energy Theft Detection Mechanism: Detects external
magnetic fields.

9 | Current Sensor Energy Theft Detection Mechanism: Detects meter
bypass. Also required to carry out power quality
measurements.

10. | Data Logger Registers measurements from sensors at set intervals. Also
keeps track of time.

11. | Speaker Sounds an alarm to prompt user.

12. | Rechargeable Battery Provides power to the retrofit even during power outages.

Liquid Crystal Display

N
/|

LED Detector

Real Time Clock (RTC)

GSM Communication
Processor

Relay

TIN

Figure 4.15 A Basic Block Diagram of Interconnecting Components
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4.7 SYSTEM MODELING

This section focuses on modeling the smart retrofit using flow chart diagrams to provide a
structured representation of the system’s essential functions and features. These representations
are used to elicit the workflow of important system processes/services. These processes have
been categorized into two groups; non-preemptive and preemptive processes. The non-
preemptive processes are high priority tasks which when scheduled to take place, execute
without fail or interruption. If at the scheduled time of execution, a process of a low priority is
being executed, it is interrupted briefly for the high priority task to execute. The only time a
non-preemptive process is interrupted is when another non-preemptive process of a higher
priority than the current process has been scheduled to run. In other words, nonpreemptive tasks
have different classes of priority. Preemptive tasks on the other hand can always be interrupted

and resumed later, where need be.

On most microcontrollers there are a number of digital pins that can be assigned to
nonpreemptive tasks. It is important to identify the total number of non-preemptive functions
in this application area in order to select a suitable microcontroller which allows for that number
of interrupt service routines (ISR). After critical analysis of the smarts retrofit’s functional
requirements, detection of LED pulses and energy theft have been identified as essential
nonpreemptive processes. Table 4.7 presents the list of identified non-preemptive functions and

their level of priority.

Table 4.7 Interrupt Allocation Table

Function Level of Priority
1 | Detection of LED pulses with Photocell 0
2 | Detection of motion and shock with Triple Axis Accelerometer 1
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3 | Detection of external magnetic fields with Hall Effect Sensor 2

4 | Detection of physical tamper of meter with Ball Rolling Switch 3

So from Table 4.7 it is evident that the detection of LED pulses in order to ascertain
consumption is deemed the most important task of the smart retrofit. Three of the energy theft
detection mechanisms are also assigned other interrupt pins. However, the fourth energy theft
detection mechanism which uses the Current Sensors to detect meter bypass has not been
included. This is because this mechanism requires some computation and comparison of current
readings measured from the live and neutral lines before ascertaining if there has been a bypass
or not. When the readings are approximately the same no bypass is detected, as such this

mechanism cannot be assigned to interrupt each time readings are to be taken.

Power quality measurements and processing of received control information and notifications
from the utility have been identified as preemptive tasks/processes. Figure 4.16 illustrates the

basic workflow of the smart retrofit in performing these categorized tasks/processes.
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Figure 4.16: Task Execution Workflow

The workflow of each of these identified system functions are illustrated in Figures 4.17 to

4.20.
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Figure 4.20: Power Quality Measurements

The above workflows serve as an essential guide in modeling the smart retrofit. Based on these
workflows the appropriate system code, simulation and schematics are developed and

presented in the next chapter.

4.8 SUMMARY

In this chapter, based on the adopted research methodology, the entire design of the proposed
smart retrofit is provided. This smart retrofit is designed to provide existing non-smart
standalone energy meters with smart meter functions. The functions, features and essential

processes are elicited and modeled using effective engineering tools. A key aspect of this
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chapter is the discovery and design of a non-invasive method of interfacing the existing

standalone energy meter.
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