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Abstract

This research project focuses on assessing the ICT maturity and the IT control
(Governance) systems and their impact on Rwanda commercial companies, with

emphasis on Bralirwa (Brasseries et Limonaderies du Rwanda).

Through this research, an assessment of the current user profile as well as the current
ICT controls and procedural processes will be critically analysed to determine the effect

they have on growth and productivity of Bralirwa.

A set of guidelines and a framework as alternatives will be suggested for better skilled

use of the information system for better ICT control processes.
The present project is divided in two parts:

I. The first part focuses on the Capability Maturity Model Integration (CMMI) of
ICT in the company (Bralirwa).
2. The second part focuses on the ICT controls and governance processes within the

company.

NB: The assessment approach presented in this research is similar to “From today to
tomorrow” method used in gefting a general idea of any MCM situation in disciplined

approach. The method follows a seven steps process. (Looijen. M, 2008).
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Chapter 1 :INTRODUCTION

LI Aim

The aim of the research is to evaluate ICT maturity and ICT controls, and their impact

on the productivity, competitive advantage and growth of the company (Bralirwa).
The outcomes of the research arc:

1. a set of guidelines and a framework for higher CMMI, criteria of user profile

and change management processes necessary Lo exploit new technologies.

ii, aframework for a better control system and usage of ICT applications.

1.2 Problem Statement

Many of the experienced personnel with sound knowledge of the ICT use are retiring
from Bralirwa, The present generation of employees, to a large extent, lack the
experience required to replace those retiring. As result errors in the use of computer
skills are becoming increasingly a problem. Lack of knowledge of the ISHA system, in
particular, is quite a serious matter. This leads to a fall in productivity, effectiveness and

efficiency.

For example, an employee may enter wrong data in ISHA, and as usual the system gives

an error message. However the employee does not know that there is an error message
i i _._,_,_,--'-'--_-_ ~n

displayed on the screen. Sometimes, such people have to rely on ICT management team.

— There is always training offered by the ICT team and a consistent reminder but again



the employees lack that basic insight, the reason being lack of sufficient knowledge of

computer basics, or lack of adequate knowledge of the system (ISHA).

Furthermore the company has employees mastering one specific ICT application and the
personnel find it very hard to be interested in any other application. So, introduced, such

employees rarely adopt it, to the detriment of the company.

The company is pushing hard in implementing control systems and procedural process

policies but still it is obvious that the ICT control management systems, need upgrading.

For example, an employee, with a certain access rights, may login and leaves his
workstation to someone with less access rights to the system: the security protocol is

overlooked.

The misuse of the system by the employee may be due to the fact that there is lack of
professionalism or because the employee thinks that the ICT management does not have
the necessary tools to trace how the system is used. Besides, ISHA can be used to
identify the user 1D, but one need to look at how ISHA is managed on tracing the misuse

of the system.

Ad wnbylBHPF
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1.3 Research Questions

One main question is asked, “What Are the ICT maturity and the IT governance

(Control) systems within Rwanda commercial companies, specifically in Bralirwa, and

do they have an impact on productivity, competitive advantage, and growth?"

However, in order to answer the above question, more sub questions are defined as

follows:

—

4.

. How are ICT applications wtilised in Bralirwa? (E-culture)

Is there any ICT strategy alignment with the business in Bralirwa? (Meaning if
an ICT sirategy exists and whether it is aligned with business strategy).

What are the ICT skills of the personnel of the company (Bralirwa)? (ICT user
profile)

What is the focus, within Bralirwa, of ICT management? (ICT managerial
paradigm)

Does any predefined ICT management process exist in Bralirwa and how well is
it established? (ICT governance)

What is the ICT management level in Bralirwa? (ICT organisation)

Do the managements of the company (Bralirwa) ensure that internal controls are
effective and efficient?

Are ICT risks, Controls, compliance and performances measured and reported

— ~within Braliswa®™

9.

I

What is the impact of the ICT maiurity and ICT controls on productivity and



growth in Bralirwa?

10. Does ICT maturity and ICT controls in Bralirwa favour competitiveness of the

company?

1.4 Context of the Research and Stakeholders

Bralirwa “Brasseries et Limonaderies du Rwanda™ is the Rwandan Brewery that
produces beer and Soft drinks. The head office is located at Kicukiro, Kigali Urban
Prefecture and the brewing factory at Gisenyi is producing soll drink as well, while the

Kigali factory produces soft drink only.
The vision and the mission statement of the company are as follows:

. To become a world class sustainable beverage producing company in
Rwanda with high quality brands that satisfy needs and give enjoyment to its
custormers, with respect for the people, society and environment we live in.

2. To achieve 6.7 billion Frw EBIT (8.5 Million Euros (€)) in 2008

3. Sell 1.200.000 Hls (711.250 Hls beer, 428.750 Hls soft drinks and 4.5 His
Heineken)

4. Be the most respected company in Rwanda

BRALIRWA has 674 employees, including senior managers, staff members and casual

workers. This Figuredocs not include the 86 workers contracted on daily basis.



4 The Company Culture

Bralirwa is a company that focuses on the customer. For that reason the involvement of

the stakeholder is crucial. The company is owned by:

* Heineken Group 70%

* Rwanda Government 30%

BRALIRWA is the sole producer in its sector in Rwanda. Its market share is estimated
at 90% of total consumption, the difference being constituted, by imported beers. Its

turnover is estimated to be more than 33.000.000.000 Frw (2008).

+ Information Sharing

The company has two different locations in Rwanda, with different departments; there 1s
the Human Resource Department, the Finance Department, the Sales and Marketing

department, and Production Department.

The ICT department is under the management of the Director of Finance. The Director

of Finance reports to the Managing Director of the company.

L8

The head office in Kigali controls and monitors the information of all sites that is why

the Kigali server is the only one that is used for storage and data access.
The ]Tdeparim cnt/h_g._g__t_hj:m_scwic.cs, which are:

1. Software Development (for small applications)



2. Infrastructure Maintenance

3. The ISHA System (directories),

In Rwanda, one of the problems is, there are two factories in two different locations. The
head office now controls and monitors information of all sites including information of

and depots across the country.

The same Information System is used to check all the processes {rom the order of raw

material to the warehouse data processing.

4 Technology used

The company uses a LAN, WAN, Internet, and Servers.

There is one main system called ISHA (Information System Heineken for Africa), which
is used in African Heineken Breweries. This syslem is suppose to combine the
Enterprise Resource Planning (ERP) and Supply Chain Management (SCM) systems

with the exception of Human resource which uses the SAP application.

This main system can be classified as a Transaction Processing System, because it
virtually records data from the different departments, from the two factones and depots

across the country.



« Data Captured

The data which are captured differ from order of materials to stock, personnel, and

quantities in production.

The relationship between the stakeholders and the information system is that there are
database access rights on different levels in the company. Information can be assessed

and stored on the servers. The drivers of the company are:

|. Business: The Company deals in the production of alcoholic and gaseous drinks.
2. Human: The Company employs 674 workers

3. Technology: The Company uses computers, network facilities, servers.

The system works well. It allows the integration of all [Heineken Operating Companies

Group in Africa. The main benefit is its control and information sharing.

However, once the ISHA system is down, it is hard to update il due to errors in the

manual reporting system used while the system is down.
Stakeholders of the research

|. Heineken Group (African and Middle East)
2. Bralirwa

3. Osei Tutu II, Institute for advanced Studies (Kumasi, Ghana)
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1.5 Research Design and Research Methods

This research involves both theoretical and analytical studies.

As shown in the Figure 1-1 below, the first phase of the study includes gathering
primary data by conducting semi structured interviews, formulating questionnaires to
determine the ICT maturity in different departments in the company and to determine

the ICT controls in the company.

The technique used for data collection, includes reading published materials on ICT
management and materials on CobilT and ITIL. frameworks, which constitute the
secondary data; the selected technique for primary data collection is the semi-structured

interviews and questionnaires.

The first seven (7) weeks, which are actualised after a two month period of industrial
placement, will be e¢ssential in gaining an understanding concerning where the company

is and where it wants to be in terms of [CT management strategy and ICT governance.

The senior management and departmental managers of the company will be interviewed

to identify what needs to be structured in terms of controls, monitoring and compliance.

The advantage of using semi-structured interviews is that the interviewer is allowed to
explore with a view to clearing up vague responses or to ask for elaboration of

incomplete answers. It offers the opportunity to have a face-to-face discussion with

- = ne 1 —".-.-.--_-_ [l g - )
interviewee and allows the possibility of reviewing the framework on the spot and

__——<clearing up any misunderstanding, and rcordering questions to facilitate the flow of the



discussion. This may avoid any deadlock or misunderstanding that could occur. (Tshinu

S. M, Botha G and Herselman. M, 2008)

The second phase, that takes nine (9) weeks, includes literature review that covers the

theoretical background of 1CT maturity and governance using journals, articles and

books.

The third phase, that covers a twenty week period, focuses on analysing the data

collected.

After the questionnaires have been collected and the interviews conducted, an analytical
description will be applied in answering the research questions. This phase includes

writing of the final report.

The fourth phase focuses on publishing or submitting and the presentation (defend) the

final findings of the research.

9 Llln“r
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Figure 1-1 Research Design
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Chapter 2 : LITERATURES REVIEW

The following chapter focuses on literature reviews. It is positioned as the groundwork
for the rest of this research. The first section in literature review is to describe ICT
maturity using the CMMI model approach. The second section describes the CobiT

framework, while the third section describes the [TIL framework.

2.1 ICT Maturity

2.1. Capability Maturity Model Integration

ICT role in data processing support has evolved into it functioning as a business
resource of strategic importance and competitive advantage. This new role requires an

update of ICT management strategies. (CMMI model, 2007)

Maturity modelling for management and control over ICT processes is based on a
method of evaluating the organisation; this allows the company to assess itself from a
level of non-existent (0) to optimised (5). This approach derives from the maturity
model that the Software Engineering Institutc defined for the maturity of software
development capability. The maturity levels are designed as profiles of [CT processes

that an-ofganisation would recognise as descriptions of possible current and future states.
S e

Using the maturity models developed, management can identify:

11



= The actual performance of the organisation ( Where the organisation is today)

® The current status of the industry (The comparison)

= The organisation’s target for improvement (Where the organisation wants to be)

** The five levels of CMMI in the ICT context

% 0 Non-existent; Complete lack of any recognisable ICT processes. The

organisation has not even recognised that there is an ICT issue to be

addressed.

1 Initial; There is evidence that the organisation has recognised that the ICT
issues exist and need to be looked at. There are, however, no standardised
ICT processes; instead there are ad hoc approaches thal tend o be applied on
an individual or case-by-case basis. The overall approach to ICT

management is haphazard and lacks focus.

2 Repeatable; ICT Processes have been developed to the stage where similar
procedures are followed by different people undertaking the same task. There
is no formal training or communication of [CT standard procedures, and
responsibility is left to the individual. There is a high degree of reliance on
the knowledge of individuals and, therefore the incident of errors is high.

However, repeatable processes based on practical experience are possible.

-F._'___...-r-'-_._

12



< 3 Defined; ICT Procedures have been standardised and documented, and
communicated through training. It is, however, lefi to the individual to follow
these processes, and it is unlikely that deviations will be detected. The
procedures themselves are not sophisticated but are the formalisation of

exisling practices.

% 4 Managed. It is possible to monitor and measure compliance with ICT
procedures and to take action where processes appear not to be working
effectively. Processes are under constant improvement and provide good

practice.

< 5§ Optimised; ICT Processes have been refined 1o the highest levels and the
best practices, based on the results of continuous improvement and maturity
modelling with other organisations. ICT is used in an integrated way to
automate the workflow, providing tools to improve quality and effectiveness,

making the organisation quick to adapt.

13



% ICT and CMMI

Supported by
ICT CGinals k

Improvements

Outputs

ICT Practices

ICT Services

v

Feedback  Assessment _ |

Figure 2-1 ICT CMMI key Ideas

Figure 2-1 describes the relationships between ICT goals and ICT practices and services.

The application of CMMI is a process of constant improvement that links goals,

practices, and ICT services.

ICT Goals are supported by and influences ICT practices of an organisation. In turn, the

outputs of the ICT practices are conlirmed in the services that the [CT deliver, praduce

Or procure.

The ICT services are assessed and measured to permit the organisation to have a need

for improvement. The reason why ICT practices are constantly improved is to guarantee

better ICT services and this is done according lo the customer or end user demands.

Different methods exist to assess ICT services. The scorecards method 1s one of them.

Nonetheless the mm can be used as well. For example the ICT department

___——may assess its ability of information security as at maturity level 1 (Initial level) or its

14



ability in respond to a request of change as maturity level 3 (Defined).

The maturity model is a method of determining how well developed management
processes are and how well developed or capable they should be. This depends primarily

on the ICT goals and the fundamental business needs they support. (Marguis. H, 2009)

The maturity model can help professionals explain to managers where ICT process
management shortcomings exist so that they can set targets {or where they need to be.
The correct maturity level is subjective of the organisation’s business objectives, the
operating environment and industry practices. Particularly, the level of management
maturity will depend on the enterprise’s dependence on ICT, its technology

sophistication and, most importantly, the value of its information. (CobiT, 2007)

In summary, maturity models provide a generic profile of the stages through which

organisations evolve for management and control of ICT processes and are:

* a set of requirements and the enabling aspects at the different maturity
levels

= ascale where the difference can be made measurable in an easy manner

» ascale that lends itself to pragmatic comparison

* the basis for setting as-is and to-be positions

* support for gap analysis to determine what needs to be done to achieve a

chosen level

b
L}

. mkeﬁm a view of how ICT is managed in the enterprise.
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In the following section an introductive presentation, first of the Control Objectives for
information and related Technology (CobiT) framework, and then the Information
Technology Infrastructure Library (ITIL) framework for quality of ICT services in the

company will be presented.

2.2 IT Governance Framework

For several organisations, the ICT that maintains it represent their most valuable but not
always or usually less understood asset. Suceessful companies identify the benefits of
ICT and use it 1o drive their stakeholders’ value. These organisations also understand
and manage the associated risks, such as increasing regulatory compliance and critical

dependence of many business processes on 1CT.

IT governance is defined as specifying the decision rights and accountability framework
to encourage desirable behaviour in the use of ICT. It integrates and institutionalises
good practices to puarantee that the organisation’s ICT supports the business goals.

(CobiT, 2007)

IT governance consequently facilitates the organisation to take full advantage of its
information, in this manner maximising benefits, capitalising on opportunities and
gaining competitive advantage. (Simons. G, 2003)

o

In today’s muitiimn}nmmts, management is continuously searching for

_______,.ac;:urate and timely information to make difficult decisions on risk, on change as well as

16



on control swiftly and successfully it is in light of this that IT governance structure is the
most important forecaster of getting value from ICT. Effective IT govemnance
encourages and leverages the ingenuity of a company’s personnel in using ICT, not just
the leaders. At the same time it ensures compliance with an organisation overall vision

and principles. (CobiT, 2007)

2.2.1 Control Objectives for Information and related Technology (CobiT)

CobiT is a framework and supporting tool that allow managers to close the gap in terms
of control requirements, technical issues and business risks, and communicate these
levels of control to stakeholders. Therefore, CobiT has become the integrator for ICT
good practices and the umbrella framework for IT governance that helps in

understanding and managing the risks and benefits associated with ICT.

The CobiT framework identifies 34 Information Technology (IT) processes divided
across 4 Domains, a high-level approach to control over these processes, as well as 318

detailed control objectives and audit guidelines to assess the 34 |CT processes.

CobiT is intended to be an IT governance support to management in their understanding
and managing of the risks and benefits linked with information and related technology.

(CobiT, 2007)
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% CobiT Framework

Business requirement

1 1
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Delive and
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=k ___—Figure 2-2 CobiT Framework
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The overall CobiT framework as shown graphically in Figure 2-2, with its process

maodel of four domains consist of 34 generic processes.

These domains are usually ordered into responsibility domains of plan, build, run and

monitor (CobiT, 2007). These domains are called:

1. Plan and Organise (PO): provides direction to solution delivery Acquire and
Implement (Al) and service delivery Deliver and Support (DS)

2. Acquire and Implement (Al): provides the solutions and passes them to be

tumed into services

3. Deliver and Support (DS): receives the solutions and makes them usable for

end users

4. Monitor and Evaluate (ME): monitors all processes to ensure that the direction

provided is followed

% PLAN AND ORGANISE (PO)

This domain looks at strategy and approaches, and concerns the identification ol the way
ICT can better align with business for the achievement of business goals or objectives.
The realisation of the strategic vision needs to be planned, communicated and managed
from different perspectives. Consequently, a proper organisation as well as technological

infrastructure should be put in place.

- = .,--"'""..-_'_
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% ACQUIRE AND IMPLEMENT (AT)

To achieve ICT strategy, solutions related to ICT need to be identified, developed or
acquired, as well as implemented and integrated into the business process. Therefore,
changes and maintenance of existing systems are covered by this domain to make sure

the solutions continue to meet business objectives.
% DELIVER AND SUPPORT (DS)

This domain focuses on the delivery of mandatory services which include service
delivery, management of securily and continuity, service support for users, and

management of data and operational facilities.
<+ MONITOR AND EVALUATE (ME)

ICT processes need to be regularly assessed and measured over time for their quality and
compliance with control requirements. This domain addresses performance

management, monitoring of internal control, regulatory compliance and governance.

2.2.2 The Information Technology Infrastructure Library (ITIL)

The information Technology Infrastructure Library (ITIL) was cstablished in 1989 by
the UK former central computer and telecommunication agency (CCTA) to improve its

ICT organisation. ITIL is now managed by the UK office of Government commerce

e e e
(OGC) and is supported by the ICT Service Management Forum. To improve the focus

—on the customer in the planning, development and delivery of ICT, ICT
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service management has become increasingly important. Nowadays ICT management is

focussing particularly on the de facto standard ITIL (IT Infrastructure Library) for

implementing ICT service management. (Marquis. 1, 2009)

% ITIL Processes Framework

Service lovel Management

| Capacity mgmt.
Acvailability mgmt.
| Costmpmt.
| Operation mgmt
| Risk mgml,

Networking,

Operations mgme ||| | E—

| Configuration
| mirmid

Figure 2-3 Relationship between ITIL processes
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Figure 2-3 illustrates the relationships that exist between the supplier and the ICT centre;
and between the end-user and [CT centre. The arrows show what generally might occur
in practice with the ITIL processes. The ICT centre is responsible for the technical
management of the communication network which is available to different

organisations.

On one side of the ICT centre, there are the suppliers or the customers of the ICT centre
and, on the other side there are the end-users or the employees of the organisation who

are the users of the information system.

The service level agreements are drawn between the ICT centre and the departments in
the organisation, indicating the rights and the duties of the various parties, though, there
are also service level agreements between the ICT centre and the suppliers of the

products which form part of the communications network.

There are also relationships with the processes: help desk, problem management, change
management and configuration management. These management processes hold an
important place in reporting incidents, when problems occur, and in removing failures,
They can be referred to as change management processes being responsible for smooth

proceeding of changes made in ICT. (Looijen. M, 1995)

Reasons for change varies, it may be due to new technologies, or errors in the system

that require replacement. In addition capacity management, availability management,

==t _,_..-'""-_._-_._ " .
contingency planning and cost management, prays very important roles in the ICT

———centre. They are referred to as continuous processes constantly being focused on
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capacity, availability, control and costs of the communications network, For example a
user of an information system realises that certain software does not function properly.
There is a reporting system of incidents to the help desk where the incident may be
directly dealt with to the satisfaction of the user or sent to the process problem

management.

However, once the incident is reported to problem management, from that moment, it is
considered as a problem and problem management will have to establish the cause of the
problem. In a bid to eliminate the error, a request of change is introduced an input to the
process change management. Once the request is sent, this process controls all

configuration items (Cls) which are stored in a configuration management database.

ITIL describes a range of subjects which try to cover the whole field of ICT
management. The approach of ITIL is process based and has a strong connection with

computing centres (Looijen. M, 1998)
4 ITIL Service Support processes

ITIL Service Support describes five disciplines which are:  Release Management,
Configuration Management, Incident Management, Problem Management and Change

Management.
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1. Release Management

The objective of Release Management is to ensure that only authorised and correct
versions of software are made available for operation. The activities are: Release
Planning, Distribution, Implemeniation of software and hardware into production,

Management of Definitive Software Libraries and Definitive Hardware Store.
2. Configuration Management

Configuration Management aims at managing the ICT infrastructure by identifying,

recording and controlling all configuration processes.
3. Incident Management

The objective of Incident Management is to provide continuity by restoring the service
in the quickest way possible by whatever means necessary (temporary fixes or
workarounds). These activities are: Defection and Recording, Classification and

Investipation, Diagnosis and Resolution, Recovery.

4. Problem Management

The objective of Problem Management set out to ensure the stability of ICT services by
identifying and removing known errors in the ICT infrastructure. The activities are: Problem

Control, Ervor Control, Proactive Problem Management, and Management Information.
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5. Change Management

Change Management has to do with ensuring that standardised methods and techniq}.les
are used for efficient and immediate handling of all the changes to the ICT infrastructure
while minimising change related incidents. The activities are: Acceptance and
Classification, Assessment and Planning, Authorisation of changes, Conirol and

Coordination, Evaluation.
+ ITIL Service Delivery processes

ITIL Service Delivery has five disciplines which are: Service Level Management,
Capacity Management, Availability Management, IT Continuity Management and

Financial Management.
1. Service Level Management

Service Level Management ensures continual identification, monitoring and reviewing
of the optimally agreed levels of ICT services as required by the business. This is done
in close cooperation between ICT services providers and customers. The activities are:
Establish Function, Implement SLAs, Manage Ongoing Process and Review

Periodically.
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2. Capacity Management

Capacity Management supports the optimum and cost cffective provision of ICT
services by helping organisations match their ICT resources with business demands. The
activities are: Application Sizing, Workload Management, Demand Management,

Modelling and Capacity Planning, Resource and Performance Management.
3. Availability Managemeni

Availability Management allows organisations to sustain ICT service availability in
order to support the business at a justifiable cost, The activitics are: Realise Availability
Requirements, Compile Availability Plan, Memitor Availability, and Monitor

Maintenance Obligations.
4. ICT Continuity Management

ICT Continuity Management helps to ensure the availability and rapid restoration of ICT
services in the event of a disaster. The aclivities are: Risk Analysis, Management

Contingency Plan Management, Cantingency Plan Testing, and Risk Management.
5. Financial Management

Financial Management provides insight into, monitors and if necessary recovers cost of

ICT services from customers.

The main purpose ofHf1C is to facilitate enhancement in efficiency and effectiveness,

and consists of an inter-connected set of best practices for lowering the cost, while
A
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improving the quality ICT services, and management of the ICT infrastructure within a

company.

It is important to note that though CobiT takes the perspective of audit and control, ITIL
takes the perspective of service management, yet the two frameworks are more
complementary than competitive and components of both can be taken to build a

govemnance framework (Symons. G, 2003)

At this stage it will help us to differentiate between a model and a framework; there is a
thin line between a model and a framework and has been confusing to many people. A
model is a graphical representation of the real world or of a situation and usually has an
input, transformation process and an expected result. Frameworks, on the other hand,
have a broader definition but can be seen as sets of guidelines, graphical representations
or structural representations that try to outline the possible courses of action to a

preferred and reliable approach to an idea or a thought.
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Chapter 3 : METHODOLOGY

In this chapter we attempt to answer the questions we raised carlier in chapter 2
(Research Questions). The answers are the description of the current or the “as-is”
situation of the Bralirwa in specific areas of ICT. An assessment of how the 1CT
department is currently perceived in Bralirwa or the “as-is™ will be constitute our
reference point. It is from this that directives and framework or the “to-be” situation will

be drawn.

The assessment of the current situation of the company will be based on firsthand
experience and information this researcher had while working for the company vis-a-vis

what is supposed to be an integrated ERP system ISHA in use there

A series of semi structured interviews with the managements ol different departments
were conducted, the respondents include the former Director of Finance (now the
Managing Director of Bralirwa), the Internal Audit Manager, the company’s Legal
Representative, Accounting Manager, Conitrol and Planning Manager, the ICT
System Manager, the HR Manager, Marketing Manager, Planning and Logistics

Manager and former ICT Sysiem Manager, and the Kigali Warehouse Chief.

Secondly questionnaires, they were distributed to a selected sample of end-users. The

method applied to get the respondents from the company is purposive or judgmental

sampling, which is a non-probability sampling technique.

=
The advantage of applying the method is the researcher can select the units 10 be
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observed on the basis of his own judgment about who will be the most useful or

representative ( Tshinu. S. M, Botha. G and Herselman. M, 2008).
3.1 Findings

Two of the problems faced by the company were that of unskilled personnel in
computing and the little ICT controls (IT governance) processes in place. These
problems were seen as contributing the factors to low productivily, ineffectiveness,

inefficiency, which lead to low organisation growth.

In addressing these problems, one main question is asked, “What Are the ICT maturity
and the IT governance (Conirols) systems within Rwanda commercial companies,
specifically in Bralirwa, and do they have an impact on productivity, competitive

advantage and growth?"

However, in order to be able to answer the above question, more sub-questions are asked

and are defined as follows:

Research Question 1  How ICT applications are wiilised in Bralirwa? (E-culture

within Bralirwa)

This question focuses at the e-culture, on the attitude of the employees of Bralirwa

towards the system within the company.

ol g _'_,_,_,--""-_-_._
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Respondents who were interviewed include: the former Director of Finance, the
Internal Audit Manager, the ICT System Manager, the HR Manager, Marketing
Manager, Planning and Logistics Manager and former ICT System Manngfl;;
Financial Manager, Control and Planning Manager and the Kigali Warehouse Chief,

in answering question |, the following questions were asked during the interview:

a) Are Bralirwa assets and operations protected (including mobile assets,

laptop)?

According to all interviewees, the assets of the company are protected. This is based on
the perception that there is anti-virus software installed on the server, a passwords login
system and access rights levels into system ISHA. However by the time 1 left the

company, there was a virus in a number of computers of the company.

Regarding the use of mobile assets (laptops), plug-in devices (external drivers), the
company relies on the professionalism of the employees. When asked about the water
linkage in the server room, the System Manager noted the company needed to get a

technician from outside Bralirwa to repair the air conditioning system.

b) What is the e-culture within the company? (attitude of employee towards

ICT)

The attitude of the employees is improving as compared to some few years ago. They

S #‘-F.—r.-_—_._ " -
feel that ICT is a major component of the corporate company but again feel that tasks

——an be performed without ICT (manual process) and they still use both,
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Respondents feel that top management should do more in terms of educating users
because the feeling is that ICT users do not know much about the new concepts

objectives. For this reason they overlook ICT usage in general.

¢) Is awareness of ICT usage emphasised enough within the department, what

about in the company?

The company tried to put much emphasis on e-culture or the usage of ICT resources but
the emphases are not strong enough and they are overlooked according to the
respondents yet they admit that there had been a great improvement and more needed to
be done. For example E-mails are sent now and then to remind the end user of the

importance of the password sharing.

However, a follow up to enforce compliance is ineffective and is still a process that is

still a challenge by the company.

Research Question 2 Does Bralirwa have any ICT sirategy alignment with the
business, meaning if ICT strategy exists and whether it is aligned with business

strategy?

This question focuses on ICT alignment with the business in the company, analyses the

ICT objectives and tries to find out if they are aligned and communicated to the users

(awareness of the ICT geatsyin Bralirwa.

31



Respondents who were interviewed included: Sormer Director of Finance, the ICT
System Manager, Marketing Manager, Financial Manager, Control and Planning
Manager, Planning and Logistics Manager and former ICT System Manager, and the

Kigali Warehouse Chief, to arrive at an answer to Question 2, concerns were raised
a. Are there any ICT objectives in Bralirwa?

All the respondents acknowledge that the company (Bralirwa) had a well documented
manual of ICT strategy and it is as in alignment with the business strategy. But this is
because the manual had been developed and produced by Ieineken Group the major

partner.

MNonetheless, the manual stipulates that all the operating companies (OpCo’s) have to
implement all controls and required consideration in the siralegy, unless these conflict

with local laws and regulations. (Ten Berg. P, 2008)

In fact the ICT objectives are not known to all, the respondents, but this is because they
are not communicated across the company. The company has a repository where all
policy statements are stored but this repository is not accessed regularly by the

employees. Some admitted never making any cffort to access information in the

repository.

b. Does everyone in the organisation understand the value ICT to the business?

Not all tger or Empiﬁ}rﬁ&fﬁﬁﬁgr_sl;ﬂd the added value of ICT. This was admitted by both

____fjnahcial and was again mentioned by HR Managers. Generally, Bralirwa has an
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efficiency expectations view of ICT organisation as a necessary business asset but do not
subscribe to the idea that it can improve business performance or capabilities. The focus

here is on maintaining the minimum service levels constant and at lowest cost.

c. How do you see ICT? And why?

The company (Bralirwa) consider ICT as a support system of the business but in putting
premium on efficiency, its culture seems to be of much emphasis on producing and

selling the products more than anything else.
d. Is ICT and the business strategy are aligned?

Respondents believe, in principle that ICT and business strategy were aligned butl again
noted that the quality of the ICT system was not entirely appropriate for the business
(some modules not in use) and not entirely delivered in line with the business priorities

as well.

It is true that, there are always additional patches in trying to make ISHA simple,
adaptive to requests of changes by the users in different OpCo’s but this makes it

difficult for the general management of the system.
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Research Question 3 What are the ICT skills of the personnel of a company
(Bralirwa)? (ICT user profile)

This question focuses on ICT skills of the personnel within Bralirwa. The aim is to

evaluate user maturity or knowledge of basic computer skills.

Respondents who were interviewed include: former Director of Finance, the ICT
System Manager, Marketing Manager, HR Manager, Planning and Logistics
Manager and former ICT System Manager, to answer the above question, the

following other questions were asked during the interview:

a, What arc Computer skills within the company?

Bralirwa employees have little knowledge of computer skills. This of course makes the

company mislay in terms of productivity, efficiency and effectiveness as stated earlier.

According to one of interviewees, The Human Resource department, sometimes in the
recruitment process, feels that there is no need to test a candidate for computer skills
since the person will be working in a department which is different from the ICT

department”.

However, the Human Resource Manager noted that respondents were not tested during

recruitment-on the assumption is that, a candidate with a university degree would have

—— ..--""-.-._-_--_
the basic computer skills. As for others without a degree; a basic computer certificate

— Was required.
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b. How do you determine in what area and at what degree a personnel has to

improve? (measurement indicators)

All respondents acknowledged that a scoring scheme was not the best as employees
were evaluated on group basis rather than on individual performances. The company
uses a group performance basis as key performance indicator and individual annual
objectives; it is from these annual objectives that a scoring scheme is carried out to
evaluate the group performance. However, these individual objectives are not key

performance indictors or goals for the ICT as a department.
¢. Does ICT in the Bralirwa stimulate innovation and learning?

Training is offered to the new workforce but they are of short duration and limited in
scope. The company seem to adopt this approach, and sees it as being the best
alternative. However, not much is achieved by the new employee in terms of skills. The
issue becomes worse in the light of the incidents of individuals calling for support and so

do not feel the need to upgrade themselves.

Trainings to update and improve skills of senior staff offered but the putting such gained

skill to use is limited.
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d. Is the company able to attract/ retain the talent it needs?

Bralirwa is one of the best and leading commercial companies in Rwanda alongside
MTN Rwanda but almost all the interviewees agree that its culture does not favour
retaining the needed talents. For this reason young experienced employees of Bralirwa
get better offers elsewhere and leave the company. The company is used as a platform of
gaining work experience after which individuals resign when better opportunities arise

elsewhere.

Research Question 4 What is the focus, within Bralirwa, of ICT management? (ICT

managerial paradigm)

This question focuses on ICT managerial paradigm; the aim is to assess the ICT

department as to how management and the user of ICT work together.

Participants in the interview include: former former Director of Finance, the ICT
System Manager, Planning and Logistics Manager and former ICT System Manager,

in finding answers to the above question, the following other issue were raises:

a. What is the focus ICT management (ICT paradigm)?

The general viewpoint is that the MCM paradigm helps to get the overview of the real

system (ICT usage), and the information system. (Looijen. M, 19958)
— ' ‘_._._,_,_--"-'__-_'_

Everyone interviewed admitted that the focus of ICT management, in general, was 10
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deliver services as the circumstance allowed; it is situational dependent, making sure the

minimum service level was given and the minimum service operational.
b. Are the ICT costs being optimised by Bralirwa?

ICT costs are not optimised. This is the views of the interviewees, Bralirwa is suffering

in terms of usability of ICT because, on one hand are the unskilled personnel and on the
other hand is the structure of the ICT department. The level of ICT service delivery do

not facilitate the process in the company.

¢. Does the business understand the value of ICT to the company?

It was admitted that to some extent, Bralirwa understood the wvalue of 1CT but its
activities were not a priority to the business process. The company’s culture is' the

quality of its product and satisfies to its customer.

Research Question 5 Does any predefined ICT management process exist in Bralirwa and

how well it is established? (ICT governance)

This question focuses on assessing if there is any ICT controls (Governance) in

Bralirwa, and how well these controls are established within the company.

Those who Responded include: former Director of Finance, the Internal Audit
Manuggr_-,_iﬁé ICT System r, Planning and Logistics Manager and former ICT

System Manager, in answering this question, the following sub-questions were asked
—-—-'._.-_-_ =
during the interview:
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a. [Is there ICT governance (controls) in the company?

Respondents acknowledge that ICT controls were observed on ad hoc basis: and no real

force was exercised by management for the company to realise its full ICT potential.

However, there were some improvements in ensuring that employees complied with

rules. All who responded believed that it was a progressive change,
b. Are ICT activities understood and being managed?

Not all ICT activities were understood; the ICT department is in a way isolated from
other departments and the company’s focus is making money by producing and selling,
The ICT service levels are kept constant and at the lowest cost. When asked about the
Disaster Recovery Plan, respondents acknowledge that the project had been pending -for
a while this was because of the little consideration or lack of understanding of its

importance by the company’s top management.

Research Question 6  What is the ICT management level in Bralirwa? (ICT organisation)

This question focuses at the structure of ICT department with an aim to assess the

management level within the company.

Respondents who were interviewed include: former Director of Finance, the Internal
Audit Manager, the ICT System Manager, Planning and Logistics Manager and
SJormer ICT Sj}:t:iem Marmger. In answering the above question, the following sub-

__questions were asked during the interview:
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a. Are ICT services being delivered in line with business priorities or

appropriately?

The graphical representation below describes the relationship between 1TIL processes

within the company and shows how the ICT department operate.
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ICT mngr 4
T
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& 3 S ] :
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I = Mngt
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Figure 3-1 Representation of processes within Bralirwa

This Figure 3-1 characterises the ICT processes in the company. There are no

standardised ICT proccsses, For that matter they tend to be applied on an individual or

case-by-case basis.

From what is demonstrated as to how ICT operates in the company it is clear that; there

-

is no formal incident repertimg procedures, anyone can call or report an ICT incident to

anyone in the ICT team. This approach makes it hard for the department to have an
i
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adequate incident reporting system and the same interventions are repeated over and

over again.

[Towever it was reported that the company was studying the implementation of a new

project called Information Technology Service Management (ITSM).

It is in response of the above state of affair that the ITSM project is trying to provide a
compact reference work for the Heineken Group ICT Service Management framework.
The project manual is a state-of-the-art description of the Heineken ITSM processes.
(Process hand hook Heineken international, 2008). This becomes imperative since from
Figure 3-1, it is apparent that the ICT processes and services are delivery system within

the company, delivered on ad hoc basis.

For example, concerning an incidents reporting system, a Marketing Manager can call
the ICT Manager to report an incident. The ICT manager then directs the call to the

Networking Manager, System Manager or to any in his team to intervene.

The ICT management level within the company is that, as mentioned earlier, the
company subscribes to the idea of maintaining the ICT processes and scrvices at a

reasonable level of operation, constant but at the lowest cost as possible.

From the individual who responded to this Question there is some awareness of ICT,
however, there are indications that processes; usability is reasonable, employees can

erform their tasks to some extent and performance measurements exist but are not the
p e v oG e

best and are reported at informal basis.

e
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b. Are adequate security measures (confidentiality, integrity and availability)

of information in place?

Much has been done on security measures; acknowledged the interviewees. Access

rights have been established, login password security system are applicable.

When asked about integrity, some personnel recognise that information is not as

accurate as it should be; there is always a difference in fiscal data.

According to the Financial Director, there are delays in availability but these did not

limit the ability of making important decisions.

c. Are ICT’s activities within Bralirwa measured to detect problems before it

is too late?

It comes to light that since ICT activities were not measured to detect problems.
Problems were solved as they came and no formal detailed reports were filed and

presented as long as the problem was solved.

S ——

Research Question 7 Does the managements of the company (Bralirwa) ensure that

internal controls are effective and efficient?

This question focuses at efficiency and effectiveness of internal controls, and whether

other managers in different departments feel that emphasis on controls is part of their

e
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Those who were interviewed included: former Director of Finance, the Internal Audit

Manager, the ICT System Manager, the HR Manager, Marketing Manager, Planning

and Logistics Manager and former ICT System Manager, Control and Planning =

Manager, Financial Manager, and the Kigali Warehouse Chief, In finding answers to

the above question, the following sub-questions were asked during the interview:

a. Does top management ensure that internal controls are effective and

efficient?

Unfortunately the organisational culture and the control environment in the company are
not supportive of the value delivery. Management is not reactive enough in addressing
the requirements of the ICT control. Other departments believe that it is the ICT
department responsibility to ensure that effective and efficient control of the system was

maintained.

There were internal and external Audit processes are in place in order to measure and

analyse the performance of ICT within the organisation.

However, it was noted by the Internal Audit Manager that the internal audit focused
much on information security whereas the rest of the ICT processes were not audited or

were given little consideration.
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b. What can the management of the company do to improve so that ICT can

meet its objectives?

Everyone who participated in the of interview believed that the top management had a

task in hand in improving ICT perception in the company.

It was generally acknowledge that ICT adds value to the business process but its

inefficiency in delivering is a handicap to Bralirwa.

Research Question 8  Are ICT risks, Controls, compliance and performances measured

and reported within Bralirwa?

This question focuses on measuring ICT risks, performances and compliance of the
company’s ICT department. The aim is to assess the procedural processes of the 1CT

department and the reporting system.

Those who were interviewed include: former Director of Finance, the Internal Audit
Manager, the ICT System Manager, Planning and Logistics Manager and former IcT
System Manager, and the Kigali Warehouse Chief. To facilitate answering this

question, the following sub-guestions were asked:

a. What are the key performance indicators of ICT?

As mentioned earlier, the key performance indicators of ICT are modules used in the

system ISHA: i is uuc&&@ﬂis measurement that external audit (TOPS) evaluates

____the 1CT department. (Adeleye. B, 2008)
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The company uses groups of individuals as key performance indicator and individual
annual objectives: it is from these annual objectives that a scoring scheme is carried out

to evaluate the group performance.
b. How are ICT processes monitored, and how often?

Unfortunately, locally, the ICT department does not monitor its processes. The

assumption is that as long as there is minimum ICT services are delivered, business

processes are not interrupted.

¢. Are risk, control, compliance and performance measured and reported?

According to everyone interviewed, ICT risks, controls are considered on ad hoc basis
and casual assessments of project risks take place as determined by each project.
Regarding compliance, the company relies on individual professionalism of employees

which al best is really very limited.

The assumption here by the department is policies arc there and well known to everyone

no serious attempt arc made to ensure that they are implemented.

Research Question 9  What is the impact of the ICT maturity and ICT controls on
productivity in Bralirwa?

This question focuses e The impact ICT skills of the employee (maturity) and the

___conprols in place have on productivity of the company.
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Respondents who were interviewed include: former Director of Finance, the Internal
Audit Manager, the ICT System Manager, Marketing Manager, Planning and

Logistics Manager and former ICT System Manager, to answer the above question, the

following sub-guestions were asked,

a. Can ICT performances be linked back to business productivity in general?

Bralirwa being the sole producer in its sector seems not to be bothered by competition. It
has control of the market. For this reason, the management does not see any reason to
invest more since everything is working well to a certain extent. Dala processing may

delay but decisions can be made.

In fact, the Director of Finance believed that despite the global economic crisis, Bralirwa
has been protected from the effects despite anticipations of a setbacks but not losses in

year (2009),

According to the Financial Manager, onc cannot talk about productivity without
referring Lo the productivity paradox. To him, rapid change in technology innovation and
investment had brought global expectations of higher productivity and growth.

Theories on the productivity paradox; Professors and Authors like M. Porter, and R.
Solow argue that though we can sce the computer age everywhere, the praductivity
statistics seem to indicate that investment in a diffusion of ICT may not be bearing the

expected fruit, (Hughes. A and Morton. M. S, 2007)

—— .,--'—""'-.-_-_-_
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Professor M. Porter in his article “Strategy and the Internet” argucs on the basis that
internet innovation did not create new businesses or create anything new but has

enhanced the existing businesses. (Salle. M 2004)

In the same, Professor R. Solow argues that there is little evidence to suggest

productivity has anything to do with technology innovation.

Other writers suggest otherwise. For example, Tapscott et al in the article “Digital
Capital; Business Webs" has different views from those of Prof M. Porter. Tapscott

argues that there is clear cvidence to suggest that the internet has revolutionised e-

business.

b. Looking at ICT in Bralirwa, does it enable or hold back growth?

This research assesses productivity in terms of usability of the information systems by
employees upon this score, the respondents admit that productivity can be defined in
many ways but looking at how ICT in general is utilised; in Bralirwa, and the fact that
only few in the company have the requisite skills. Coupled with the complexity of the

system not much growth could be attributed to ICT usage.

Physical movement of employees from one department to another is a common practice

in the company, often making some unproductive.

Based on that point of view, the ICT department cannot be attributed credited as having
S ) _'_'_,_,_--"-'-_-_'_

contributed to productivity in general in the company. The Finance Manager admitted

e
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that this could be due to the ad hoc processes approach to ICT.

Research Question 10 Does ICT maturity and ICT controls in Bralirwa favour

competitiveness of the company (Bralirwa)?

This question aims at assessing if the ICT maturity and controls in the company favour

competitiveness and growth especially with Rwanda adhering to the East African

community.

Respondents who were interviewed include: former Director of Finance, the ICT
System Manager, Marketing Manager, Planning and Logistics Manager and former
ICT System Manager, Control and Planning Manager, Financial Manager. In finding

answers to question 10, the following sub-questions were asked during the interview:

a. Does ICT put the company on a map to compete and to meet future market

demands, especially with EAC adhesion of Rwanda?

It has been observed in the last few years that there had been an inflow of foreigner
companies especially from Kenya and Uganda into Rwanda. In fact a new brewery plant

was being built.

The former Director of Finance confirmed that Bralirwa is set to embark on a regional
market strategy in an effort to stamp its mark on the region following Rwanda joining
the Fasl African Community (EAC). According to the Director, the company with its

ICT department are ready Wﬂ the challenge even though he acknowledges that it

___reguire some changes in the user attitude.
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b. Are there adequate ICT systems, processes and controls within Bralirwa

that allow competitiveness?

Respondents acknowledge thal, since there is no competition the system, controls and

processes in place only operate at minimum level.

To the ICT System Manager, all this has to do with the company’s culture: as long as

there is no shortage of their products there is less consideration of the value of ICT.

According to the Planning and Logistics and Marketing Managers, 1C1 has helped in
reports peneration that allows decision to be taken and in controlling the market share

even with products from neighbouring countries and members of EAC.

3.2 Conclusion of the findings

This section of this chapter describes what is lacking items are after assessing the “as-is”
situation of the company this will be the determining factor in knowing whal elements
need to be modified and which new interventions should be added to make ICT use

more beneficial in Bralirwa.,

Bascd on the accepted list of items below, an assessment of what is missing items within

Bralirwa is described. Source (Looijen. M, 1998)

e Availability of ICT; The 1CT to be available when and where necessary
o Compatibility of ICT, T to be compatible to various computers systems.
o - Confidentiality of data, The data level of accessibility that guarantee privacy and

confidentiality
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Controllability of ICT, the ICT to indicate controls measures with respect to data
processing, information management processes.
Personnel allocation, where technical and academic personnel allocation are

available

Flexibility of ICT with respects to changes, the ICT to be flexible to variation of

information systems

Standardisation of ICT and compliance, the standardisation of ICT to comply
with.

Performance of ICT, the ICT to indicate to what speed the information is
processed

Reliability of operation of all component of ICT, the ICT to be relied on with
respect of correctness, completeness, deliverability, timeless and authorisation
while used.

User-friendliness of ICT, the ICT indicate the user convenience and the
operability ol ICT

Awareness of policies of ICT, the ICT to facilitate awareness of policies
Alignment of ICT, The ICT to facilitate alignment with the business processes
Productivity of ICT, The ICT indicate the productivity associated with ICT in
general

Measurements of ICT, the ICT to facilitate measurement and benchmarking.

e Wamail s

It is necessary to note fhat this list has been extended to cover additional issues from

___which to select those to be presented in the research.
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It is from this assessment of the current situation that the “to-be” situation and

framework will be derived and presented in the next chapter.

Question 1  How ICT applications are utilised in Bralirwa? (E-culture within

Bralirwa)

a. Are Bralirwa assets and operations protected (including mobile assets,

laptop)?

o Firstly, the ICT department has no measures to discipline those found not
respecting the rules and regulations of ICT usage. No penalty for the misuse

of ICT seems to exist.

o Secondly, the ICT department lacks the power to take rcsponsibility and
initiatives in any ICT process. It tends to depend on the Heineken group a lot
and docs not feel compelled to address these problems. Where anything is

tried to instil discipline it is simple perfunctory.

o Nor is there any real pressure from either the ICT or the top management in
emphasising the importance of respecting and compliance with ICT usage in

general,
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b. What is the c-culture within the company (attitude of employee towards
ICT)?

© The company does not enforce implementation of its e-culture policies and

compliance among staff.

o Many of the employees lack the required education on usability of ICT

across the company,

c. Is awareness of ICT usage emphasised enough within the department, what

about in the company?

o The department as well as the company in general lacks a strong tone and

responsiveness to the use of the ICT resources (equipment).

o The department is not empowered to enforce effective of compliance with the

company’s ICT policy.

Conclusion: ICT applications usage is still a big challenge for Bralirwa. Much of the

problem has been attributed to the unfriendliness of the ERP system.

This research, however, revealed that ICT department lacks a sense of responsibility and
needs to do more reparding communicating processes, objectives, policies, e-culture,

compliance as-well as I'T governance (controls).
S s _.___..—-—'-_'_
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The predicament is how one can reprimand someone who does not know the ICT

controls ethical regulations and laws of a company when the same one is not respecting

these laws and regulations.

Question 2 Does Bralirwa have any ICT strategy alignment with the business,

meaning if ICT strategy exists and whether it is aligned with business strategy?

a. Are there any ICT objectives in Bralirwa?

o The company (Bralirwa) lacks the complete implementation of ICT
objectives even though they are aligned with the business strategy. The

department focus is more on the usability of ERP system modules.
b. Does everyone in the organisation understand the ICT objectives?

o The company lacks on effective communication system which can highlight

its ICT objectives as well as its ICT goals.

¢. How do you see ICT? And why?

o In general feelings here show Bralirwa appreciates the contribution of ICT to

ite main business. ICT is seen as an appendix rather than an integral part of

the business.
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d. Is ICT system (ISHA) well managed to deliver against the business strategy?

The company has a well documented manual of the ICT system: every single module

has its own documentation, but;

o the company lacks an effective ERP system; additional patches are developed
in trying to make ISHA adaptive to required changes by the users in OpCo’s

but this makes it difficult for its peneral management.

o it lacks an adequate internal audit process. The focus of internal audit is on

information security whereas the rest of the ICT processes are not audited or

are given little consideration.

Conclusion: The alignment between ICT and the business is a major ICT governance
issue, the Management has to define clements of requirements and control environment
for ICT, aligned with its management philosophy and operating style it is only then that

1CT can deliver against its expectations.

Question 3 What are the ICT skills of the personnel of a company (Bralirwa)? (ICT
user prafile)

a. What are Computer skills within the company?

o Dralirwa lacks sufficient personnel with the required skills to utilise and
perform tasks on the computer.

o The company lacks an effective recruitment process: a general test is
—— P ﬂ?:_'_'____.-—-_'_

administered to applicants regardless of the department recruiting.
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b. How do you determine in what arca and at what degree a personnel has to

improve?

o The company lacks a modern scoring scheme, the scheme does not point out

employees who do not perform accordingly since individuals are not assessed

per se.
c. Does ICT in Bralirwa stimulate innovation and learning?

o The company does not benefit from the knowledge and skills acquired by
trained workforce; the training is short and limited to new employees. For
existing staffs the exercising of the required skill is still limited to just few

individuals who acquire the skills.
d. Is the company able to attract/retain the talent it needs?

o Bralirwa has struggled especially in the ICT department in retaining its
experienced workers. The company is used as a platform for gaining work

experience after which employees resign when better opportunities arise.

Coneclusion: Bralirwa should train its workforce a modern different approach when
training and educating its personnel in accordance with its financial resources. The
current approach is seen as being the best option because of the cost effectiveness but in

terms of developing the required skills it is woefully inadequate.

-

. ..-'-F'"'F'---_._ - & et =
The assumption that a University degree holder is computer literate and has ICT skill

—"'ﬂ'ﬁ;—]-ﬁfdbcstﬂppﬂd- Every business process, nowadays, is automated and more
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sophisticated ERP systems are now being used. Therefore each applicant, irrespective of

academic status should be tested for computer literacy

Question 4  What is the focus, within Bralirwa, of ICT management? (ICT managerial
paradiem)

What is the focus ICT management (ICT paradigm)?

© The management lacks an adequate structure that will address ICT issues.
Because of the use of the method of “From Today to Tomorrow”, where the

MCM paradigm is described, ICT processes work ad hoe.
a. Are the ICT costs being optimised by Bralirwa?

o The company lacks the required competences to optimise the value of ICT;
the required ICT skills required and their applications must be seen as a sine

qua non of growth and optimum productivity.
b. Does the business understand the value of ICT to the company?

o The company does not understand added value of ICT. The extent to which
the value of ICT is understood in the business is not sufficient into make

substantial input or contribution to the business process.

Conclusion: The general focus of the ICT department seems to be on minimum services

with the attitude of “as longer as everythings work well”. However, this aftitude does

—mot help the operations of the department and in being part of the business.
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The ICT management should change its focus and image by changing its attitude. It

should set the example and should reinforce its policies.

Question 5 Does any predefined ICT management process exist in Bralirwa and how
well it is established? (ICT governance)

2. Is there ICT governance in the company?

o The company is deficient in robust IT governance or ICT controls processes

implementation within the company.
b. Are ICT activities understood and being managed?

o Bralirwa lacks the management procedures in managing its 1CT activities let
alone understanding them fully and does not subscribe to the idea that 1CT

can improve business performance or capabilities.

o There is no Business Continuity Plan, no storage facility for the backups
(magnetic tapes), it exists in theory very little consideration is given it. There

is need to understand and factor ICT strategies into company’s operation.

Conclusion: The ICT management processes should be well defined, so that ICT can
deliver and enhance the business processes. IT governance is all about leadership and

i inﬁ'&. ure and processes that ensure that ICT is sustainable and extends the
organisation struct EP..-——

company’s strategy and objectives.

-.——-_-'--_._
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Question 6 What is the ICT management level in Bralirwa? (ICT organisation)

a. Are ICT services being delivered in line with business priorities or

appropriately?

Using the maturity model to illustrate what is seen by the ICT System Manager, the
level of ICT management can be classified as being still at, the initial level (levell); this

was noted by the Director of Finance as well.

o There are no standardised ICT processes, and in terms of accountability,
individuals assume their responsibility, and are generally held accountable,

even il Lhis not formally agreed.

o The ITIL framework adopted in project (ITSM) which is being introduced is
just a part of the framework. It does not give the full benefit of the

framework

o There arc no service level agreements between departments; only with third

party as noted by every candidate.

b. Are adequatc sccurity measures (confidentiality, integrity and availability)

of information in place?

o There are no conscious stralegies 1o ensure integrity of information.

_'_'_'_,__.--'-_-_._

l_nfonnuli::-n is not as accurate as it should be; there is always difference in

—_— fiscal data.
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© The company docs not take efficient steps to ensure availability of

information; delays are recorded in reports even though it docs not limit the

ability of making an important decision.

c. Are ICT’s activities within Bralirwa measured to detect problems before it is

too late?

o The department has not measurement metrics; ICT activities are not

measured to detect problems or unwanted cvents.

Conclusion: The ICT organisation can be seen as operating on ad hoc ICT maturity :
level, ICT processes are informal; the department operating style is problems are solved i
as they come” no formal detailed report is filed and presented as long as the problem is

solved. Optimising ICT investments should, in fact, must be a priority for Bralirwa.

Question 7 Does the management of the company (Bralirwa) ensure that internal f

controls are effective and efficient?

a. Does top management ensure that internal controls are effective and

efficient?

Unfortunately the organisation culture and the control environment within the

company are not supportive of the value delivery.
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o The management is deficient in creativeness in addressing the
requirements of ICT control; other departments believe that it is the ICT

department to ensure controls is effective and efficient.

o The department lacks adequate structure that conveys developed ICT

procedures; its operational are ad hoc and compliance is informal and

inconsistent.

b. What can the management of the company do to improve so that ICT can meet

its objectives?

o The company lacks the “top down™ approach in addressing and emphasising

the value of ICT.

Conclusion: It is disheartening to see how little importance is attached to ICT and how

other departments believe that ICT control is responsibility of the ICT department only.

The company has no defined element of control setting for [CT; these elements include
requirements regarding delivery of ICT services, ethical values, accountability and

responsibility to all users of the information system.



Question 8  Are ICT risks, Conirols, compliance and performances measured and

reported within Bralirwa?

4. What are the key performance indicators of ICT?

o The company lacks adequate key performance indicators of ICT.
o The company has no effective controls and compliance policies in place, so

most of the employee have the attitude of “don’t care” towards the ICT

system.

b. How do ICT processes monitored, and how often?

o Unfortunately, locally, the ICT department does not seriously monitor its
Processes. .
o The department does not express risks in financial terms; this makes the

company spend as little as possible on ICT.
¢. Are risk, control, compliance and performance measured and reported?

The risk mitigation strategics are adopted to minimise residual risk to an accepted level.

The question one can ask is “what is the accepted level within the company™?

o The company does not have any strong ICT risks management; risks are

considered informally, casual assessments of project risk take place as

determined by each project.
= "'___._,_..-—-"_'__

o The company lacks adequate reporting and measuring system for risks,
L meskE
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compliance, controls, professionalism of employee vis-a-vis compliance is
really very limited. Not all users are professionals.

Conclusion: The ICT department seems to subscribe 1o the idea of measurement metrics
thcypafmmmimknmhmituingnimlﬂmﬂmm
l'tnmfullyadamcdmdimpimled.m&pmm should make sure W0 create

awareness of policies among the staff of Bralirwa.

The evaluation process of the performances (individual and department) is just not
working; because employces who are underperforming are recognised on an observation
basis rather than on the scoring scheme,

Question 9  What is the impact of the ICT maturity and ICT controls on productivity
in Bralirwa?

a. Looking at ICT in Bralirwa, does it enable or hold back growth?

Bralirwa being the sole producer in its sector scems not to be bothered by the

competition; the company still has the control of the market.

o Unforunately be the company's ICT maturity and controls do not enable
productivity and growth.
b. Can ICT performances be linked back to business productivity in general?

Respondents admit that productivity can be defined in many ways but looking at how
N _,.r'.-.-’___-__ . w i #
ICT in general is utilised; not only are required computer skills are minimal but the

—eemplexity of the ERP system (ISHA) also militatc against productivity in gencral.
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o The company has no adequate automated systems; physical movement of
employees from one department to another is normal practice. And one can

argue on these bases that ICT in Bralirwa is unproductive.

Conclusion: There is productivity associated with ICT, limiting physical movements of
users by automating processes, having skilled personnel and having appropriate ICT
capabilities can provide efficiency, effectiveness, productivity and growth yet Bralirwa

does not position itself to take advantage of these benefits of ICT.

The company needs to subscribe to this idea, which will make her appreciate ICT added

value to the business.

Question 10 Does ICT maturity and ICT controls in Bralirwa favour c'nmpef:'ffuénem of

the company (Bralirwa)?

a. Does ICT put the company on a map to compete and to meet future market

demands, especially with EAC admission of Rwanda?

o The company has no strong ICT maturity of the personnel that would favor it

in a competitive market as well as meeting future market demand if is to

extend its market share to other EAC members
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b. Are there adequate ICT systems, processes and controls within Bralirwa to

allow competitiveness?

o The company lacks adequate ICT systems, controls processes that would put
her in a position to compete with Kenya for example where usage of more

~ advanced ICT systems has evolved considerably.

Conclusion: The Company has controlled the market share (90%) but as the geographic
expansion of the free trade zone is increasing, considering the EAC membership, the
company should consider upgrading its strengths and taking corrective measures against
its weaknesses vis-a-vis ICT if it is compete favorably with other players in the market

in future.
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Chapter 4 : PROPOSED DIRECTIVES AND FRAMEWORK

This chapter focuses on outlining the proposed directives of what needs to be done or the

“to-be” situation; and framework for better ICT controls, higher CMMI maturity level

and desired behaviour of employees towards [CT in Bralirwa.

Referring to the assessment in Chapter 3, statements and a framework are presented in
this chapter with indication to address those missing items so as to develop a clear

overview of what needs to be modified and what needs to be changed entirely.

The key to implementing an Information Management Technology framework is to add
structure to unstriuctured information, to address elements such as ICT Controls, System
Security, Storage and monitoring and compliance. (Zshinw. S. M, Botha. G and

Herselman. M, 2008)

Question 1 How ICT applications are utilised in Bralirwa? (L-culture within

Bralirwa)

As previously stated, the company has a well documented portfolio or policy statement

repository in terms of every ICT process, but the portfolio is not accessed. In the

proposed conceptual framework this question is descriptive in the key activities where

awareness, dccountability and responsibility are the cores of culture Bralirwa should
e ) _'_'___,_,..--_-'-__

adopt.
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4. Are Bralirwa assets and operations protected (including mobile assets,

laptop)?

© If there are strongly worded reprimands  in the individual reports that are

sent to the top management, the employees will feel compelled to follow

the regulations of ICT usage (e-culture)

o The ICT department of Bralirwa need take responsibility and the
initiative (even though Heineken has a hand in the development and

documentation of policies) in the implementation and compliance of ICT

policies.

o There should be a constant reminder excised locally; by the ICT
department as well as the top management (including the internal audit)
focusing on the importance of respecting and compliance of the ICT

usage and ICT in general.

b. What is the e-culture within the company (attitude of employee towards

ICT)?

o Bralirwa, especially The ICT department, 1s required to implement ICT

policies and be strict on compliance.

e

-
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© Educating employees on usability should be part of the induction process
as portrayed in the research and the ICT department should once in a

while organise meetings or seminars to address issues related to ICT in

general.

c. Is awareness of ICT usage emphasised enough within the department, what

about in the company?

o The management of Bralirwa needs to set a strong tone and
responsiveness for its policies. The ICT department should insist on

usage of its resources (equipment as well as the applications)

o There is no tool 1o effectively follow up on compliance but this should be

inspired by Bralirwa's culture and politics.

Question 2  Does Bralirwa have any ICT sirategy alignment with the business,

meaning if ICT strategy exists and whether it is aligned with business strategy?

In terms of business alignment, it will be best understood of the company’s philosophy
of consistent communication regarding values, strategies, initiatives, goals and

objectives are visible.

From the conceptual framework this question is described in the ICT goals and

gned with the business objectives, where ICT strategies and
_,_,,.-—F""-_'_ -
directions are adoptive in enabling the business processes.

objectives that are ali

e



a. Are there any ICT objectives in Bralirwa?

© The ICT department does have professionals that can make sure that the
ICT strategy is pursued so (hat its goals and objectives can be achieved

and they should, of course, be aligned with the business strategy.

However, these professionals should not limit their sights to the usability

of the ERP system modules only but on every sin gle ICT process.
b. Does everyone in the organisation understand the ICT objectives?

o Strong communication is required in conveying ICT objectives and ICT
goals from the ICT department. At the start, all employees of Bralirwa

need to be taught and informed about the significance of IT povernance

and how it is actually implemented across Bralirwa.

¢. How do you see ICT? And why?

o The ICT should be perceptive and contribute to the business processes in
general, by adding value to business. From this Bralirwa will consider
ICT as being part of the business, then ICT will be seen as a necessary

cost to the company.
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d. Is ICT system (ISHA) well managed to deliver against the business strategy?

The company has a well documented manual of the ICT system; every single module

has its own documentation, but:

o DBralirwa’s ERP system is just like any other system, even though
additional patches are developed and will not stop, Bralirwa needs Lo

change the mindset of the employees mind set on its cullure by educating

them through communication.

o Bralirwa needs to review its internal audit process by making sure that

every single ICT process is audited.

Question 3 What are the ICT skills of the personnel of a company (Bralirwa)? (ICT

user profile)

Lack of ICT skills in Bralirwa has been seen as one of its major disadvantages. In the
conceptual framework, this question is generally deseriptive in ICT controls objectives

where skills and expertise are the heart of excellence.

There is no doubt that the Bralirwa needs, in terms of skilled labour, to subscribe to the

following submissions:

68



a. What are Computer skills within the company?

o Testing; computer skills (literacy) should be mandatory requirement

during recruitment interviews.

b. How do you determine in what area and at what degree a personnel has to

improve?

o Bralirwa can adopt the CMMI model or scorecard method as a valuable
scoring scheme. One of these schemes will point out employees who do

not perform accordingly when used on individual performance.

c. Does ICT in the Bralirwa stimulate innovation and learning?

o [Invest; Bralirwa need invest more into human resource development by
educating and training of its workforce. An example is this project
executed at Osei Tutu LI, Institute of advanced 1CT Studies in Ghana,
where training is contract bounded, is one of the options in

complementing the usual practice of training stafT.

d. Is the company able to attract/retain the talent it needs?
o Atiract and retain. Skilled labour in ICT is “hot cake” in Rwanda;
companies rely much on ICT, nowadays. Bralirwa should rethink its
position in retaining its talents, by creating the enabling environment for

individuals to develop their talents. Such training should be encouraged

_—-and rewarded———
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Question 4 What is the focus, within Bralirwa, of ICT management? (ICT

managerial paradigm)

i The ICT department need to maintain a clear and accessible repository of ICT policies
(Explicit ICT policies and standards). In the conceptual (ramework, this question is
descriptive in ICT control objectives where ICT controls policies, Risks, Procedures and
' standards are core elements. Each member of staff, from top level management to the

junior staff should be made conversant with the repository. Management should then

empower the [CT department to enforce compliance.

a, What is the focus ICT management (ICT paradigm)?

o Streamlining. The ICT department of Bralirwa should streamline itself by
adopting [TIL [ramework in terms of its operations and services delivery,
ICT staff are well equipped but the fact that the business does not fully

understand the value of ICT makes ils substantial input quite negligible.

c. Are the ICT costs being optimised by Bralirwa?

o Bralirwa is required to have competences to optimise the cost of ICT.

This can be achicved by recruiting and maintaining effective and efficient

skilled personnel.

-, Lo N e
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d. Does the business understand the value of ICT to the company?

© Exemplary behaviour. The department requires demonstrating behaviours
that will encourage responsibility and reinforce the importance of its

added value to the business by ensuring that ICT is made part of the

business.

Question 5 Does any predefined ICT management process exist in Bralirwa and

how well it is established? (ICT governance)

For the ICT department to overcome the misconception about its added value to the
business it needs to adopt. In the conceptual framework this question is descriptive in

ICT control objectives where IT governance is the central principle element.
a. Is there ICT governance in the company?

o Bralirwa is deficient when it comes to IT governance or ICT controls
processes. The ICT department needs to implement controls and this can

be done by adopting CobiT framework.

However, one should recognise that Cobil framework is very huge
cumbersome to implement if Bralirwa can focus on only the control

model and the focus areas of the framework il can improve dramatically

its ICT controls (Governance).
—r "'_'_'_,__._-—-—'_"
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b. Are ICT activities understood and being managed?

© Proposed Framework. Because this framework takes into consideration
some aspect of ICT in Bralirwa regarding [CT controls and policies
leading to accountability, awareness, compliance as well as skills of the y

would be ideal in managing its ICT processes.

Question 6 What is the ICT management level in Bralirwa? (ICT organisation)

The Bralirwa organisational structure does not help the ICT department in terms of
conveying or making personnel understand the ICT value to the business. In the
conceptual framework this question is descriptive in the ICT key objectives where

responsibility is the centre of Bralirwa’s structure or organisation.

The department is under the direction of the Finance Department, where ICT issues are
not fully understood. As consequence there is minimum investment the company needs.

The issues raised by discussing the question below:

a. Are ICT services being delivered in line with business priorities or
appropriately?
There are no standardised ICT processes, and in lerms of accountability, individuals

assume their rcspnnsihilit}iﬁ.n_iﬁe_ generally held accountable, even if this not formally

agreed upon.

_-—-"--_
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O The full ITIL process framework: Bralirwa has just started using the
framework but in part. When the framework is used fully Bralirwa will
benefit in improving its effectiveness, efficiency, reporting of incidents as

well as in managing the ICT infrastructure.

b. Are adequate security measures (confidentiality, integrity and availability)

of information in place?

o ICT Control framework; Tt is imperative that ICT controls be
implemented in Bralirwa, Management, by developing a control
framework that fits Bralirwa for all ICT processes would take into

consideration aspects such as availability, confidentiality and integrity.

¢. Are ICT’s activities within Bralirwa mcasured to detect problems before it

is too late?

o Adopting the CMMI model. Bralirwa will be able to identify gaps in
capability and will be able to explain ICT processes management

shortcomings and set targets for where it wants to be.

Three frameworks are presented here. A combination of CobiT, ITIL and CMMI can be
adopted since ITIL is being implemented but the ICT control framework that is being

developed for Bralirwa can then serve the purpose of addressing this question.

S o =
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Question 7 Does the managemenis of the company (Bralirwa) ensure that internal

conirols are effective and efficient?

The CobiT framework manual as well as the King 11 report describes IT governance as
being the responsibility of the executive board of directors. This governance consists of
the leadership, organisational structure and processes that ensure that the organisation’s

ICT sustains and extends the company’s strategies and objectives. (Cobil, 2007)

The top management including the audit processes, as previously stated, does not fully
support and assess the [CT controls, nor does it make sure compliance of the controls is

in order.

In the conceplual Iramework this question is descriptive in ICT control objectives and
the ICT key activities where expertise and responsibility are the core elements of

leadership.

a. Does top management ensure that internal controls are effective and

efficient?

Unfortunately the organisational culture and the control environment within the

company are not supportive of the value delivery.

The management of Bralirwa in order to ensure that internal controls to see¢ that are

effective and efficient should-takethe following measures
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o Developing a tool that provide:

Develop a tool that provides robust control objectives that define the
goal of implementing policies,

Makes sure that these policies are respected at all department levels
(compliance),

* Measure and report performances

© Making the audit department involved in supporting and operating

adequately by conveying and auditing ICT processes and procedures.

b. What can the management of Bralirwa do to improve so that ICT can meet

its ohjectives?

The ICT department is under the direction of the Finance department, where ICT issues
are not fully understood. As a consequence there is a minimum investment. The

company needs a:

o CIlO (Chief Information Officer), One of the most effective ICT
operatives, who will be reporting to the Managing Director of Bralirwa.
The CIO role is to act as a liaison for the business and ICT, and he/she
communicates the implication of ICT to the business and articulates the
needs of the business back to ICT. Without this seat in Bralirwa, ICT will

_always be limited to a supporl role as opposed to an enabler of the

company.
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Question 8 Are ICT risks, Controls, compliance and performances measured and
reported within Bralirwa?

Generally, risks mitigation strategies are adopted in order to minimise residual risks at

an accepted level. Now the challenge is risks assessment should be understandable to the

stakeholders and expressed in financial terms.

In the conceptual [ramework this question is descriptive in IC1 measurements where

risk mitigation is the core element.

a. What are the key performance indicators of 1CT?

o [CT department of Bralirwa needs to adopt adequate key performance
indicators by adopting the scorecard method or even the CMMI model
with specific indicators, these should be guided by the Heineken Tops

report management as well as Bralirwa's internal audit.

b. How do ICT proeesses monitored, and how often?

o ITIL framework. ICT processes should be monitored. The department and

Bralirwa need to adopt the ITIL framework; which will be sufficient in

monitoring the ICT processes.
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¢. Are risk, control, compliance and performance measured and reported?

The risk mitigation strategies are adopted to minimise residual risk to an accepted level.

The question one can ask is “what is the accepted level within the company?™

o ICT department should adopt ITIL in addressing issues related W

reporting and measuring of the risks, controls and performances

management.

Question 9 What is the impact of the ICT maturity and ICT controls on productivity in
Bralirwa?

By inferring productivity in the context of this research, the conception of inputs goes
beyond the traditional dimensions, where inputs are typically restricted to labour,
physical capital and materials consumed. In the conceptual framework this question is
descriptive in the ICT control ohjectives where skills and expertise is the centre of
growth. The productivity of the company has not been attributed to 1CT contribution but

rather to the business satislying the customer.
a. Looking at ICT in Bralirwa, does it enable or hold back growth?

The company (Bralirwa) being the sole producer in its sector, seems not Lo be bothered

by the competition. It still has control of the market.

S 2 _'_'_'___..-—--_'-'-_'_
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© For ICT to promote growth in Bralirwa, it is required to train its

personnel in acquiring the computer skill needed so they can effectively
and efficiently used the system productively as using adequately ERP

system. By improving the information system Bralirwa can have the
benefit of growth.

b. Can ICT performances be linked back to business productivity in general?

For Bralirwa to achieve pmductivity in the ICT context, the company should:

o Consider automation systems which limit employee movements from one

department to another. This will enhance productivity and effectiveness

in a practical way.

Technology innovation such as “expert systems” software, better ERP

systems and the new generation of internet should be vigorously used.

The productivity paradox cannot be ignored here, but the difficulty is how to attribute

the company’s productivity to ICT performance.

As mentioned earlier, one should prove that the productivity and growth are related to
ICT innovation. Looking at ICT performance in the company and taking into
consideration the company’s culture, it will be incorrect to conclude that the company’s
productivity has anything to do with 1CT performance. On the other hand, there is little

evidence to show that computers are unproductive even though some researchers have

tried to point to the shortcomings of productivity measurcments.
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Question 10 Does ICT maturity and ICT controls in Bralirwa favour competitiveness

of the company (Bralirwa)?

Normally, from the performance viewpoint, the competitiveness effect of ICT is drawn
from the impact that ICT has upon the productivity of the dynamic inputs. In the
conceptual framework this question is descriptive in ICT control objectives where skills
and expertise are the heart of competitiveness, The ICT maturity and controls in
Bralirwa have been proved ineffective and inefficient to pul the company in a

competitive market share.

a. Does ICT put the company on a map to compete and to meet future market

demands, especially with EAC admission of Rwanda?

o Bralirwa is required to equip its personnel based on computer
knowledge. Improving the ICT maturity of its personnel, would favor
Bralirwa in the competitive market as well as meeting the future

market if it is to extend its market share to other EAC members.

b. Are there adequate ICT systems, processes and controls within Bralirwa

allow competitiveness?

Bralirwa should consider the following:

o—To learn, leaming about its competitors so as (o adapt to the competition
__F_as quicklym:: since the geographical scope is expanding even

though the market share has been controlled for a long time.
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© Use Porter’s competitive Jorces, Porter's competitive advantage model

can be adopted in enabling the company 1o create superior value for its

customer.

As Prof M. Porter has argued, in the competitive market with free entry, companics
cannot earn sustainable gross profits because it will encourage other companies to enter
and drive the prices down. However, there is a possibility of getting an unusually
profitability opportunity in a short run, just the time for your competitors or new entry to
get your strategy, because of the availability of ICT to all. For this reason, it will be hard

to expect, a priori, that a company that spends more or less on ICT than its competitors

will have higher profits.

The company has done well in this field. There is no other brewery in the country, and’

Bralirwa has managed to dictate the market share.
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be done or the “to-be™ situation; and framework for better 10T controls hagher CMMI
maturity level and desired behaviour of employees wowards 1T

MHIHMW&WIMMM-*'

* understanding the busincss as well as business processes

*  business alignment with ICT

® the ICT goals and objectives

* management practices (Control, monitonng, measurcments, polises)

® security, skills and compliance

Taking into consideration the sbove clements, the following framework s
conceptualised.
For ICT 1o be successful, within Bralirwa, in delivening aganst business requircements,
wmummmwmumuﬂ—_
such as:
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= creating a link to the business requirements

RS Eieuie -1 below illustrates conceptually the ICT system management, which

derives from Chapter 1 and describes what, has to be done. It includes the people,
processes and technologies control and management of [CT services and infrastructure.

Z\‘_

Business vizion &

Ubjectives

11

ICT Goals & Objectives

|

[

(| ICTKey Activities ICT Measurements ICT Control Objectives

|

=y - b B

I - .

' » Responsibility s Key performance indicators . Zﬂllct?? & Standards
l| *  Accountability s  Key Goals indicators : > ;ﬁ;f Er;;:pmisc

: s Awarcness
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‘ [ntegration of best Practices

Figure 4-1 Conceptual Framework

e The business’s vision and objectives arc the foundation of Bralirwa’s goals
upon which the strategies and operational policies are based; they are the reason

of theexistence of the business in the first place and they lead to the

+ Tementation of the ICT capabilitis
implementation of the ICT capabi g
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The relationship between the business objectives and the [CT strategy is that

there are requirements from the business to be satisfied by the ICT and the ICT

provide services that will enable the business initiative in terms of strategy and

decisions making.

The ICT Goals & Objectives; are Bralirwa’s 1CT objectives and goals that are

aligned with the business objectives. They will direct the management to the

adoption of the ICT management framework for Bralirwa.

It is from ICT goals and objectives that these IC1' processes (ICT key activities,
ICT measurements and ICT control objectives) that strategies will be developed,
and are determinant factors that will help in managing ICT effectively and

efficiently.

The relationship between ICT goals and objectives and these ICT processes 1s
justified by the fact that ICT goals and objectives require mechanisms or

processes in place so that they can be achievable.

ICT key activities; are Bralirwa’s 1CT activities performed on daily basis to
carry out tasks. They make users accountable; have a sense of responsibility and

the awareness of the ICT strategy not only for the ICT department but in every

single level of management.

1. Aecnuntahi_lllig:_if-f-"’fmed as the ethical concept of one being answerable

for action towards information systcm usage within Bralirwa.
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2. Responsibility; is defined ag the ethical

role everyone plays in

performing daily activities in Bralirwa.

Awareness; is the concept of informing, employees of Bralirwa being
empowered with knowledge of the ICT goals and objectives, 1CT

controls, ICT policies including e-culture and compliance.

ICT measurements; are defined as quantifiable measurements that evaluate the
department on “what is to be done” and “How it should be done”, these
measurements will determine the key goals and performance indicators of the

individuals as well as the performance of the department.

Key performance indicators; Are quantifiable measurements of
individuals as well as of Bralirwa, agreed to beforchand that reflect goals
or critical success factors and are used by Bralirwa to evaluate how well

it is performing.

Key Goal indicators; are measurements of what has to be accomplished

in terms of ICT in general and used by Bralirwa to evaluate if the process

poals or targets have been achieved.

The paramount idea here is that the evaluation of Bralirwa should not be restricted fo a

financial evaluation only but should be supplemented with ICT user satisfaction, in the

context of recognising that ICT is an i
S _'_._,_,_,--'"'_-_._

nternal service provider that has the ability to

innovate as well.

_-—-'--._._-
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= ICT control objectives are Bralirwa’s objectives of IT governance that will lead

into determining the ICT standards, [CT policy statements, Skills or Expertise as

well as ICT budget and resources that will encourage a contral environment that

is based on a culture that supports value delivery of ICT,

1. Policies and Standards; are formal documents, that describe a plan of
actions so that decisions are puided to achicve logical results (policies).
The other describes the already established uniform technical norms,

methods, processes and practices of Bralirwa (standards).

2. Compliance; is defined as the concept of conforming to policies,
standards, laws and regulations of Bralirwa that have been clearly

defined.

3. Skills and Expertise; are both characteristics and knowledge of an
individual and are consequences of human learning capacity for extensive

adaption.

e Integration Practices; arc the adopted best practices that are based on

Bralirwa’s culiure that should promote growth, productivity, efficiency,

effectiveness and innovation.

[n this particular framework are techniques or methods from ITIL, CobiT

framewark and CMMI model through study and research which will prove

reliable énd the ﬂﬂm to desired result.

_-HFThe relationship between the [CT processes and the integrated practices is
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that these ICT processes ensure that Bralirwa ICT goals are sustainable through

integrated best practices,

It will be necessary to note that it is practically impossible to realise all these

changes; but short and long terms resolution or goals are needed and should be

looked at.

4.2 Short Term Directives

In the short term Bralirwa should consider:

o Test, educate and train its personnel
o Retain its elite ICT personnel

o [mplement all of its ICT policies

o Change the attitudes towards 1CT

o Implement robust controls of ICT

o Mecasurements of ICT processes as well as individuals
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4.3 Long Term Directives

In the long term Bralirwa should consider the following:

o Restructure ICT

o Fully implement the ITIL framework

o Implement the CobiT framework

o Use of CMMI model or scorecards method for individuals as well as

for Bralirwa.

o Develop an ICT control framework that fits Rralirwa.
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Chapter 5 : BENEFITS OF DIRECTIVES AND FRAMEWORK

This chapter focuses on describing the benefits of the proposed directives and
framework introduced in the previous chapter. In Chapter 4, directives and a conceptual
framework are introduced, The main purpose of this chapter is to underline advantages

and disadvantages of the short and the long term directives that are expected if these

directives and framework are adopted.

For Bralirwa, ICT represents one of the most valuable assets even though many, within
the company, think that business processes can continue using manual processes. The
management need to optimise the use of available ICT resources this includes
applications, information, infrastructure and of cause the people or users. In order to
address these requirements, the management needs to understand the position of its
company structure for ICT and decide what IT governance, risks, and control need to be

provided.

In ICT controls, performance measurement and services delivery are paramount reasons

for the integration of best practices of three frameworks which have been proposed.

These are:

|. CobiT framework, focusing on ICT controls within Bralirwa,

r ocusi : ice delivery in Bralirwa,
2 ITIL framework, focusing on 1CT service
ITIL fr  —

3. CMMI model, focusing on evaluating the ICT maturity performance in Bralirwa

—
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CobiT, CMMI and theoretical framework best practices are integrated and adopted to

manage the business activities in general in relation to business alignment with ICT,

while the ITIL and CMMI best practices are integrated and adopted in managing the

technical aspects of ICT infrastructure as well as the service delivery. However CobiT

and CMMI can as well be used for the technical part of ICT.

The list of benefits of short and long term directives is expecied to be long and clear but

due to the fact that there are missing implementations, in some cases, it is not fully clear

due to the missing information.

5.1 Short term directives advantages:

Individual assessment. The benefit in castigating is in the form of a statement
that reflects the individual report sent to top management. Not only can it be seen
as an individual assessment but it can make the employees perform accordingly.

Exemplary behaviour. The benefit of setting a behavioural philosophy in support
of the business goal is that the ICT department will be proactive in changing
environment and be able to shape its destiny.

Constant reminders; are essential in term of awareness of [CT policies as well as

compliance of usability of ICT resources. This can be reinforced by being

audited.

Implementing policies. Bralirwa will gain, by implementing these policies though

a f;a_ﬁewnrk of Mruughﬂut all levels of management leading to severity

on compliance,
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5. Educating employees on usability. By doing so Bralirwa will benefit from the

creation of elite or professional workers who are effective and efficient using

ICT in general.

Setting the tone, Top-Down approach is proposed in setting the tone for the ICT
objectives, goals, ICT controls, risks and e-culture. This approach is basically
essential as a communicating system approach that starts from the top
management where decisions are taken and goes down to the grassroots level in
the company. Benefits in adopting this approach, include the following:

o Simplicity and Speed in making decisions because of the few people

involved in the process
e Deeper implementation of processes when completed

7. Compliance; the only tool that can effectively follow up on compliance is the
culture and the politics of Bralirwa that inspire compliance. The benefit is that
everyone in Bralirwa will have common understanding and common drive in

achieving the business goal or goals.

8. Testing candidate in the recruitment process, Bralirwa will benefit in cost

reduction on the training and education scheme, and will as well have personnel

with certain level of computer skills.

9. Educating and (raining company 's staff; Bralirwa will not only adjust stafl’ to

n';at:;:r; demands m technological innovations, but it adjusts to expertise

—— and skills as well.
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10. Change the mind set; Bralirwa will benefit, by educating through

communication, on accepting and embracing changes which will continue to
happen as long as ISHA is still in use and ICT innovations are inevitable, if only
the process of change management in the ITIL framework can be optimised.

Then patches of the system [SHA can be well understood.

11. Attract and retain. Skilled labour in ICT is “hol cake” in Rwanda; every single

company relies much on ICT, nowadays. Bralirwa should rethink its position in

retaining its talents with certain bonuses.

12. Exemplary behavipur. The benefit of setting up a behavioural philosophy in
support of the business goal is that the ICT department will be proactive in

changing the environment and be able to shape its destiny.

13. Implementing IT governance. Since there is ICT governance manual developed
by the Heineken group, Bralirwa needs only implementing it to derive immense

bhenefits.

14. Automation systems. The automated tools are needed in Bralirwa’s main area to

support improvement of processes and automatically monitor, and detect controls

irregularities.
5.1.1 Disadvantages

. Eeﬁfg'vcl-'y rigoreus because everything (policies) is clear.

————=% Not being able to realise benefits of the solution very quickly.
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e Cost involved for automation

e Unemployment

By implementing these short term goals, Bralirwa will benefit a lot in term of laying the

foundation for long term goals as well as reduce cost by effectively and efficicntly using

3T

5.1.2 Critical Success Factors for Short term directives

The Critical success factors define the most important issues for management to achieve
control over and within its processes. They must be management oriented
implementation directives and indentify the most important things to do, strategically,

technically and procedurally these are:

1. User involvement,
2. Senior management support, (Including Heineken Group Management)
3. Clear understanding of:

e Business requirements

s Service to be delivered

4. Training and cducating end-users,

5, Strong communication in conveying information.
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_____ improving its services as well

5.2 Advantages of long term directives:

Clear strategies. Having clear business requirements and clear understanding of
services to be delivered, the ICT management would be able to have clear

strategies that will help define the ICT resources, and capabilities including

computer skills required to execute its role as part of Bralirwa.

2. Strong Communication. In communicating about IT governance across, Bralirwa
will exhibit the excellent approach described earlier, top-down approach, and
will allow an open and honest (360 degree) of communication policy that

maximises information flow to and from key stakeholders.

3. Enabler of the business. The benefit of adopting the concept of ICT enabler of
the business is that investments are not limited and ICT contributes to the

business in general by adding value to the transformation process of the business.

4. Audit processes. The bencfit of having ICT internal audit process fully developed
‘s that Bralirwa will promote compliance, accountability as well as

responsiveness to control processes of ICT in general.

5. Scoring scheme. The benefit of having a valuable scoring scheme, which
assesses individual performances, is that Bralirwa will be able to point out
employees who do not perform accordingly.

6. Streamlining. By restructuring or streamlining the ICT department, Bralirwa will

gaiﬁ'ihe advanwgﬁmgiﬂg and describing the processes with respect Lo

as the management of ICT infrastructure.
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7. Compeience; Bralirwa by having competences will be able to optimise the cost

of ICT, This can be translated into effectiveness and efficiency of skilled

personnel.

8. The full ITIL process framework. The framework will be beneficial to Bralirwa

In improving upon its effectiveness, efficiency, reporting of incidents and in

managing the ICT infrastructure. There are many benefits in adopting the ITIL

framework including:

Reduce costs, 1TIL framework helps in reducing cost by increasing
labour efficiency. An example, is the labour savings and improved
operation efficiency of an ERP system compared to the time required

to acquire similar operation of the information manually.

= Improving productivity, it is possible to increase productivity and
revenue through defining, tracking, and optimising the availability of

services to users of Bralirwa.

9, ICT Control framework. Can be used as a supporting tool that allows the

managers to close the gap between control requirements and technical issues

business risks. This also communicates level of control to all stakeholders.

The benefits of implementing these frameworks as a governance framework include:

—

Common una@‘fm&_&emmn stakeholders. When developed well, not

only will every single stakeholder be evolved but it doss get everyone in
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Bralirwa 1o be on the same page and moving in the same direction.

® Alignment between business and ICT. The value of ICT 10 the business when
aligned includes considering ICT as part of the business, cffectiveness,
efficiency as well as performance measures that arc used to reinforce and
align company behaviour.

10. The CMMI model, will provides the following benefits:

® Effectiveness, efficiency assessment and improvement. Bralirwa by assessing

its ability of information system and its process management shoricomings
will be able to set new targets.

* A common, integrated vision of improvemeni. This is a common

understanding by all stakeholders of improvement principles including
mission and objectives of Bralirwa.

11. The CIO. A CIO is involved with analysing and reworking existing business
mi@ﬁ&mmmmshwﬁﬁybnmmm
the organisation’s physical infrastructure and network access, and identifying

and exploiting the organisation’s knowledge resources.




The benefits of having a CIO are that, such on individual-

o translate the ICT issues into business ferms
© demonstrate that the ICT delivers value to the business
o act as ligison between ICT and the business

O ensures that ICT is part of the directors team where stralegy

discussions begin and end,

12. Learning; the benefit of learning about its competitors and adapting accordingly
is to try and be a step ahead of the competitors on the way they operate in their

respective countries and try to avoid surprises.

13. The benefits of Porter's five forces are. Porter’s five forces is a tool used in

knowing where power lies in a business situation.

1. [t is useful in the sense of knowing the strength and weakness of your
competitiveness and the position you want to move into.

2. It provides insight on productivity.

14, Finally the adoption of these proposed directives and framework will enable,

Bralirwa to benefit in ensuring that:

6 ICT and business are aligned,
o 1CT is seen as an enabler of the business and maximises it benefits,
== . ICT resources ¢ are used responsibly and risks managed accordingly,

2 o ICT cost reduction, and Better ICT service delivery.
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5.2 1 Disadvantages

1. High cost of training if not careful.

2. Lack of support from the management of Bralirwa.

3. Framework not designed to address specific technologies

4. Inability to fully implement the frameworks

5. Lack of tols and infrastructure to support the full implementation

6. Audit personnel not being able to use these frameworks as internal control tools
7. It may be difficult to estimate cost of these projects.

8. A big salary package for a C1O

9. Underestimate the importance of the strengths or the weaknesses of other

companies
Despite these disadvantages, it must be pointed out that by implementing these long
term goals Bralirwa will benefit in better ICT controls (governance) as well as a better
level of CMMI. Of course this gives Bralirwa the edge of competitiveness in a shared

market.

5.2.2 Critical Success Factors of Long term directives

The Critical success factors for the long term directives are:

1. Involvement and training of the user,
: -% Senior managesment support, Including Heineken Group Management

3. Funds
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Chapter 6 : CONCLUSION

The research has helped in understanding how ICT is still perceived in Bralirwa in
particular and Rwandan commercial companies in general. Even though the Rwandan
government is advocating ICT advancement and this brings peaple’s reform in people’s
perception of the ICT industry, still more has to be done on the level of Bralirwa and by

implementing, other commercial companies.

Regarding ICT or IT Governance, there is no “silver bullet” solution but investing time
and finds in understanding the various facets of Bralirwa’s business model, operating
mode and its culture will facilitate the drawing or developing of a robust and compatible
IT governance and ensure that it is in line with, and is supported by, the cﬂrpnrs;te

culture and operational environmenl.

Every single company has a unique “personality” that reflects the company’s culture and
operating style. For this reason, implementing IT governance does not follow a one-size-
fits-all state of art. Nevertheless, for the I'l governance to be effective for Bralirwa,

there is needs to reflect the general culture and be combined into the operational basics

of the company.

At Bralirwa, in the short term, a big shift in the company’s culture, developing skills as
well as a newﬁércemiﬂﬂ of ICT in general (including e-culturc) arc major requirement if
she wants to be productive and perform excellently in addition Bralirwa should develop

=
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an integrity strategy (moral authority) for its employees and insist in them a sense of

satisfaction in every task they perform,

In the current economical crisis the ICT department like any other department is
required to cut costs. In the proposed frameworks [CT will be able to contribute not only
by being part of the business and helping in taking steps on cost cutting but also by

effective use of ICT systems and business alignment.

However if change is needed in Bralirwa perception of ICT, it should start from

management and the employees will follow.

The Top-down approach is mandatory in restructuring Bralirwa so that the ICT
department can influence the business and finally ICT controls would become

everyone’s concern even though the tone is set from the top.

Improvement has been onc of the most articulated expressions during my industrial
attachment at Bralirwa, through the importance of this term cannot be controverted, it is

necessary to measure the extent to which it is achieved in the company.

The necessity of Bralirwa's ICT department to facilitate this idea ol “measurement-
driven™: demands that the department should know its ICT status and decide what level

of management, services and controls it should provide.

Creating effective IT governance is critical if Bralirwa is to exploit ICT to achieve its

husmssﬁ}'fm{{gnm gnﬂms_ it has been demonstrated throughout the research; 1T

___gowernance is a responsibility of senior management and must fit together with other
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governance structure of the company.

There is no doubt that a good ICT goverance framework pays a big dividend, Bralirwa
will need to make sure it has a comprehensive and coordinated accountability

framework that streamlines and focuses its resources 1o provide maximum and

sustainable ICT value.

However, the proposed directives and frameworks require investment in terms of effort
and support, money and time due to the fact that ICT levels at Bralirwa are still

relatively poor. The proposal will pay dividend only if the management adapts the

measures articulated in this work.

It is hoped that this research has taken the abstract concept of ICT maturity and ICT
controls (governance) and presented it into actionable items that Bralirwa can use to

strengthen its own ICT governance practices.
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6.1 Future Work

This research is the first of its kind with regards to Bralirwa. If the management needs to
record a higher improvement in its most key business performance it will need to invest

more in this kind of assessment.

This research can be used as a platform for future research not only for Bralirwa but for
all other commercial companies in Rwanda in terms of ICT maturity, ICT controls

(governance) as well as the development of tools to measure improvements.
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Appendix A

Interview Questions

In the process of gathering primary data a set of interviews were conducted and
questionnaires distributed; and for the purpose of this thesis participants included the

departmental managers and the Finance Director of the company.

The interview questions were mainly developed and derived from the sub-questions of
this research. As for the questionnaires, they were developed with regards to user

profile, user work experience and user computer skills.

The first two questions are peneral guestions, they werc asked in establishing the

responsibility and position held by the interviewee or candidate.

<& Can you tell me more about (your job) what you do?
4 Are there any ICT objectives in Bralirwa?
4 How ICT applications are utilised in Bralirwa? (E-culture)
4 Are Bralirwa assets and operations prolected (incl mobile assets,
laptop)? Linkage in the server room
b. Is the personnel able to use the ICT systems productively, efficiently,
affectively and safely?
- _-.ﬂ: Ts awareness-efHET usage emphasised enough within the department,

what abt in the company?
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< Is there any ICT strategy alignment with the business in Bralirwa? (Meaning if

ICT strategy exists and whether it is aligned with business strategy).

a. Are there any ICT ohjectives in Bralirwa?

b. Does everyone in the organisation understand the ICT objectives?

¢. How do you see ICT? And why?

d. Is ICT and the business strategy are aligned? if yes, looking at ISHA
(ERF & SCM)

4 What are the ICT skills of the personnel of the company (Bralirwa)? (ICT user
profile)

a. What are computer skills within the company?

b. How do you determine in what area and at what degree a personnel has to
improve?

c. Does ICT in the Bralirwa stimulate innovation and learning?

d. Is the company able to attract/retain the talent it needs? Dissatisfaction of

employees

4 What is the focus, within Bralirwa, of ICT management? (ICT managerial

paradigm)

a. What is the focus ICT management?
b. Are the ICT costs being optimised by Bralirwa?

_.;, Does the ty,slnaea-ﬂﬂ&ﬂstand the value of ICT to the company?
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4 Does any predefined ICT management process exist in Bralirwa and how well it

is established? (ICT governance)

a. Isthere ICT governance in the organisation?

b. Are ICT activities understood and heing managed? Given the example of

DRP
& What is the ICT management level in Bralirwa? (ICT organisation)

a. Are ICT services being delivered in line with business priorities or
appropriately?

b. Arc adequate seccurity measures (confidentiality, integrily and
availability) of information in place?

¢. Are ICT’s activities within Bralirwa measured to detect problems before

it is too late?

& Do the managements of the company (Bralirwa) ensure that internal controls

are effective and efficient?

a. Does top management ensure that internal controls are effective and
efficient?
b. What can the management ol the company do to improve so that ICT can

__meet its objectives?
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& Are ICT risks, Controls, compliance and performances measured and reported

within Bralirwa?

a. What are the key performance indicators of [CT?
b. How do ICT processes are monitored, and how often?
c. Are risk, control, compliance and performance measured and reported? If

so How, if not why.

+ What is the impact of the ICT maturity and ICT controls on productivity and

growth in Bralirwa?

a. Looking at ICT in Bralirwa, does it enable or hold back growth?
b. Can ICT performances be linked back to business productivity - in

general?

& Does ICT maturity and ICT controls in Bralirwa favour competitiveness of the

company (Bralirwa)?

a. Does ICT put thc company on a map lo compete and to meet future
market demands, especially with EAC adhesion of Rwanda?

b. Are there adequate ICT systems, processes and controls within Bralirwa

allow competitiveness?
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Appendix B

Research Questionnaires

The purpose of this questionnaire is an academic research; I’m researching on “assessing

the ICT maturity and IT controls (Governance) for commercial companies in Rwanda”

case study Bralirwa.

The information you will provide will be used for academic purpose only and will be
treated with confidentiality. Please tick the appropriate box and answer the questions in

the space provided.
Your contribution to the success of this work is highly appreciated.
1. What is your age group?

Lessthan 18 O
19-24 O
25-29 O
30-34 @]
35-39 O
More than40 O

2. What is your education background?

e High school @]
e Higher education (University) O
e Maslers @)
s PHD O
_—~ o
e Diploma e 5
e Others (please specify)
3 —How long have you worked for this company?
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e Lessthan year O

. 15 0
. 610 e}
o 11-15 o)
e 1620 o)

e  More than 20 O

4. What application do you use in your kind job?

5. How comfortable are you with the ICT applications you use?

s Less comfortable O
o Comfortable )
e Very comfortable O
e Indifferent O

6. What are the main faced problems with these ICT tools?

e e P e e S FE Y A By e NS vhes A TR SRR LS BB SRS VR ey e n R RS A s
..............................................................................................................................................

----------------------------------------------------------------------------------------------------------------------------------------------

e Teanten. == &

= Often O
. » Veryoften O

s Never O
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8. How would like to change the main ICT tool (system) you use?

...........................
...............................
....................................................................................
..............
...............................................................................................................................

--------------------------------------------------------------------------------------------------------------------

9. Are you aware of the consequences of misuse of 1CT?
Yes O No O not sure O

10. How do like your work environment?

e« Don'tlike O
s Likeit O
o Loveit O
[ ]

Indifferent O

11. How well do you know ISHA system?

e Not well O
» Well enough (use one module) O
e Well (use more than one module) O
e Very well (use all the modules) @]

How easy is the ISHA system?

s Nol easy O
s Relatively easy O
e« FEasy @)
e Very easy O

12. How many database systems do the company uses?

R _‘_.__,_..--—'—"-_._
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..................................................................................................
...................................................................................................

.........................................................................................................

R N T T N T N TN R R A R e E R R R RN R RN L AR N R R R

--------------------------------------------------------------

NB: this questionnaire was randomly distributed to a selected sample of fifteen (15) end-

users. and was translated in French to allow French speakers to make their contribution.

—_—

e B _'_F'_,_..--—'—"-_._

— . Thank you very much
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