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ABSTRACT

This research work investigated the firewall sdguand performance relationship for
distributed systems. Internet connectivity is gnogvivith most enterprises shitting to the use
of web based services for services provision. Aerenises take on the Internet as a new
business tool whether to sell, to collaborate orcéonmunicate - web applications have
become the new weakest link in the organizatioausty strategy. Firewalls provide a
mechanism for protecting these enterprises from l#ss secure internet over which

customers or collaborating partners.transfer pacttestined for the corporate network.

The relation between the security and performarfiteiesncy is presented through different

scenarios and the relationship between securityparidrmance in firewalls is evaluated.

We modeled networks with and without firewalls agifferent firewall functionality and
simulated such networks with aneye on their perforces. The simulation was done for 300
work stations and simulated in a way that all 0@ 8vork stations access a database, ftp,

email and web application under three differenhaces.

Emphasis is on the relationship between networkirggcand performance; the effects of
firewalls on network performance. Various scenamgse evaluated through simulations
using OPNET IT Guru Academic Edition 9.1 to show #ffects of firewalls on network

performance. The result shows that the securityisrsely related to network performance.
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CHAPTER 1

1.1 Introduction

Internet connectivity is growing with most entegas shitting to the use of web based
services for services provision (Hunt R et al., 20@&s enterprises take on the Internet as a
new business tool whether to sell, to collaborateoacommunicate — web applications have
become the new weakest link in the organizatior@suisty strategy. Technological
innovations are fundamentally changing the way [@bope, work, play, share information
and communicate with each other (Shelth et al. 1p0This is seen to be sharpening their
competitive edge as it gives them and their custsprapid access to information. Firewalls
provide a mechanism for protecting these enterpfigen the less secure internet over which
customers or collaborating partners transfer packieistined for the corporate network
(Hamed H et al.,-2006). Network Firewalls protectrasted network from an untrusted
network by filtering traffic according to a speeidi security policy. A firewall is often placed
at the entrance of each private network in therihgie The function of a firewall is to
examine each packet that passes through the eatazcdecide whether to accept the packet
and allow it to proceed or to discard the packefirédwall's basic task is to regulate some of
the flow of traffic between computer networks off@lient trust levels. Typical examples are
the Internet which is a zone with no trust andraerhal network which is a zone of higher
trust. A zone with an intermediate trust levelpated between the Internet and a trusted
internal network, is often referred to as a "peten@etwork™ or Demilitarized zone (DMZ)

(Shelth et al., 2009).

Serving as the first line of defense against malgiattacks and unauthorized traffic, firewalls
are crucial elements in securing the private ndtevaf most businesses, institutions, and

home networks. A firewall is typically placed at {h&nt of entry between a private network



and the outside internet such that all networKitrdfas to pass through it (Hwang et al., n.d)
In a distributed system, messages are encapsulategackets, which often pass through
multiple access points in a network and firewalésrasponsible for filtering, monitoring, and

securing such packets (S.W Lodin and C.L.Shuba3)199

Firewalls are usually either appliance type devioesoftware systems that run over an
underlying operating system. Whitman and Mattor@0&, p.241) list five major processing
categories of firewalls as packet filiering firelsalapplication- gateways, circuit gateways,
MAC layer firewalls and hybrids. Each different &/pypically operates at different layers in
the Open System Interconnect (OSI) model. Firewals also offer additional services such
as Network Address Translation (NAT), encryptiomdtionality through a Virtual Private
Network (VPN), Dynamic Host Caonfiguration Protoc@HCP) and application content
filtering (NIST, 2002, p.4). Firewalls can be canfred in a variety of network connection
architectures. These include packet filtering servB/Nhitman et.al. 2005, p256-260).
Firewalls can be placed within the organizatiortsaimet to separate LANS, or as a bastion
host to the hostile internet. There are performassees to consider, as well as operational
and monitoring factors, fitness for purpose, opera costs, vulnerabilities, threats, business

rules, and partnerships.

“Serious attention has to be given to rule relatiand interactions in order to determine the
proper rule ordering and guarantee correct secpoticy semantics” (Al-Shaer, Hamed ,
2004, p.1). As the rule set increases, the addiionew rules or modification of existing
rules must not conflict with the intent of polic&nomalies may be introduced if the rule set
is not optimized, leading to a less than effectivewall implementation, in terms of both
performance and security. Firewalls have grownai@ tup more tasks than merely filtering
traffic to managing bandwidth, routing control, ket forwarding (Shimonski, R.J et al.,

2003).



1.2 Overview of Firewall Technologies

A firewall is a logical object (hardware and/or tsadre) within a network infrastructure
which prevents communications forbidden by the sgcyolicy of an organization from

taking place, analogous to the function of firewail building construction. Often a firewall

is also referred to as a packet filter. The bamsk tof a firewall is to control traffic between
different zones of trust and/or administrative awities. Typical zones of trust include the
Internet (a zone with no trust) and an internaivogk (a zone with high trust). The ultimate
goal is to provide controlled connectivity betwesmes of differing trust levels through the
enforcement of a security policy and a connectivitpdel based on the least privilege
principle (Niederberger et al., 2006). Firewalliisgoften combined with other technologies-
most notably routing. For example, network addtemsslation (NAT) is sometimes thought
of as a firewall technology, but it is actually euting technology. Many firewalls also

include content filtering features to enforce orngation policies not directly related to

security. Some firewalls include. intrusion preventsystem (IPS) technologies, which can
react to attacks that they detect to prevent damageystems protected by the firewall

(Hofman et al., 2009).

Firewalls are often placed at the perimeter ofavaek. Such a firewall can be said to have
an external and internal interface, with the exdemterface being the one on the outside of
the network. These two interfaces are sometime=rezl to as unprotected and protected,
respectively. A firewall's policies can work in Ihotlirections; for example, there might be a
policy to prevent executable code from being semnfinside the perimeter to sites outside

the perimeter.

A firewall's configuration contains a large setamfcess control rules, each specifying source

addresses, destination addresses, source poftisiaties ports, one or multiple protocol ids,



and an appropriate action. The action is typicédigcept” or “deny.” Some firewalls can
support other types of actions such as sending ankessage, applying a proxy, and passing
the matched packets into a VPN tunnel. For moswfatls, the rule set is order-sensitive. An
incoming packet will be checked against the orddistcbf rules. The rule that matches first
decides how to process the packet. Due to the ecimakinsional nature of the rules (including
source/destination addresses and ports), the psafare of a firewall degrades as the number
of rules increases. Commercially deployed firewali®n carry tens of thousands of rules,

creating performance bottlenecks in the networle(tret.al., 2009).

The firewall data flow model in figure 1.1 depidtse operations performed by firewall.
When a packet is received by a firewall, it firstdergoes link layer filtering. Then, it is
checked against a dynamic rule set. The packetuhdergoes packet legality checks, and IP
and port filtering. Finally, network/port addressarslation is performed. Sophisticated
firewalls also reassemble packets and perform egipin level analysis. After a routing
decision is made on the packet, out-bound filtemmay also be performed. Each of these
operations is optional, and the order in whichgheket traverses may also differ in different

firewalls.



Packet receipt by firewall Packet flow

Link layer filtering
Dynamic rule set (state) -
Packet legality checks Packet may be dropped Bypass
IP and port filtering Packet may be dropped | on match

)

NAT/PAT (header rewrite) [
Packet reassembly
Application level analysis Stream may be dropped
Routing decision

Dynamic rule set (state)
Packet sanity checks ] Optional outbound

filtering
IP and port filtering

Packet release

Fig.1.1: Firewall Operation and Data Flow

1.2.1 Packet filter

The most basic feature of a firewall is the padhtr. Older firewalls that were only packet

filters were essentially routing devices that pded access control functionality for host
addresses and communication sessions. These dealsesknown as stateless inspection
firewalls, do not keep track of the state of edolwfof traffic that passes though the firewall;
this means, for example, that they cannot assomatéple requests within a single session
to each other. Packet filtering is at the core afstnmodern firewalls, but there are few
firewalls sold today that only do stateless padietring. Unlike more advanced filters,

packet filters are not concerned about the contnipackets. Their access control
functionality is governed by a set of directivesereed to as a ruleset. Packet filtering
capabilities are built into most operating systeand devices capable of routing; the most
common example of a pure packet filtering devica i3etwork router that employs access

control lists.



In their most basic form, firewalls with packettdils operate at the network layer. This

provides network access control based on sevazeépiof information contained in a packet,

including:

The packet's source IP address - the address ohdke from which the packet

originated (such as 192.168.1.1)

The packet’s destination address - the addredsedfiast the packet is trying to reach

(e.g., 192.168.2.1)

The network or transport protocol being used tmrwnicate between source and

destination hosts, such as TCP, UDP, or ICMP

Possibly some characteristics of the transpoerlagmmunications sessions, such as
session source and destination ports (e.g., TaBr8Ae destination port belonging to
a web server, TCP 1320 for the source port belangora personal computer

accessing the server)

The interface being traversed by the packet, andiiection (inbound or outbound).

Filtering inbound traffic is known as ingress filtey. Outgoing traffic can also be filtered, a

process referred to as egress-filtering. Here,mzgéions can implement restrictions on their

internal traffic, such as blocking the use of exéérfile transfer protocol (FTP) servers or

preventing denial of service (DoS) attacks froormdaunched from within the organization

against outside entities. Organizations should qréymit outbound traffic that uses the

source IP addresses in use by the organizatiorproeess that helps block traffic with

spoofed addresses from leaking onto other netw@gsofed addresses can be caused by

malicious events such as malware infections or comsed hosts being used to launch

attacks, or by inadvertent misconfigurations.
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1.2.2 Stateful Inspection

Stateful inspection improves on the functions otked filters by tracking the state of
connections and blocking packets that deviate filoenexpected state. This is accomplished
by incorporating greater awareness of the trandpgdr. As with packet filtering, stateful
inspection intercepts packets at the network laymd inspects them to see if they are
permitted by an existing firewall rule, but unlikacket filtering, stateful inspection keeps
track of each connection in a state table. Whike dietails of state table entries vary by
firewall product, they typically include "source kddress, destination IP address, port
numbers, and connection state information. Thregomstates exist for TCP traffic-
connection establishment, usage, and terminatigmchwefer to both an endpoint requesting
that a connection be closed and a connection witng period of inactivity.) Stateful
inspection in a firewall examines certain valuegha TCP headers to monitor the state of
each connection. Each new packet is compared bifréveall to the firewall’s state table to
determine if the packet’s state contradicts itseexgd state. For example, an attacker could
generate a packet with a header indicating it i$ @aan established connection, in hopes it
will pass through a firewall. I the firewall usetateful inspection, it will first verify that the

packet is part of an established connection lisigte state table.

In the simplest case, a firewall will allow throughy packet that seems to be part of an open
connection (or even a connection-that is not yky established). However, many firewalls
are more cognizant of the state machines for potdcguch as TCP and UDP, and they will
block packets that do not adhere strictly to thprapriate state machine. For example, it is
common for firewalls to check attributes such aPT€&quence numbers and reject packets
that are out of sequence. When a firewall provid@sl services, it often includes NAT

information in its state table.



Table 1.1 provides an example of a state tabla.device on the internal network (shown
here as 192.168.1.100) attempts to connect to medeutside the firewall (192.0.2.71), the
connection attempt is first checked to see if ip&mitted by the firewall ruleset. If it is
permitted, an entry is added to the state tableitikécates a new session is being initiated, as
shown in the first entry under “Connection State’ Table 1.1. If 192.0.2.71 and
192.168.1.100 complete the three-way TCP handshhkeconnection state will change to
“established” and all subsequent traffic matching entry will be allowed to pass through

the firewall.

Table 1.1: State Table

Source Address Source Port Destination Address iri2¢isin Port| Connection Statg
192.168.1.100 1030 192.0.2.71 80 Initiated
192.168.1.102 1031 10.12.18.74 80 Established
192.168.1.101 1033 10.66.32.122 25 Established
192.168.1.106 1035 10 2ENNNR. 17 79 Established

Because some protocols, most notably UDP, are ctiongess and do not have a formal
process for initializing, establishing, and ternting a connection, their state cannot be
established at the transport layer as it is for TE® these protocols, most firewalls with
stateful inspection are only able to track the setand destination IP addresses and ports.
UDP packets must still. mateh an entry in the stalbée based on source and destination IP
address and port information to be permitied tcspaa DNS response from an external
source would be permitted to pass only if the favinad previously seen a corresponding
DNS query from an internal source. Since the filewgaunable to determine when a session
has ended, the entry is removed from the state tafdér a preconfigured timeout value is
reached. Application-level firewalls that are atwaecognize DNS over UDP will terminate
a session after a DNS response is received, andactagimilarly with the Network Time

Protocol (NTP).



1.2.3 Application Firewall

A newer trend in stateful inspection is the additad a stateful protocol analysis capability,
referred to by some vendors as deep packet inspe@itateful protocol analysis improves
upon standard stateful inspection by adding bastousion detection technology - an
inspection engine that analyzes protocols at theliGgtion layer to compare vendor-
developed profiles of benign protocol activity agdiobserved events to identify deviations.
This allows a firewall to allow or deny access lthee how an application is running over
the network. For instance, an application firewalh determine if an email message contains
a type of attachment that the organization doegpronit (such as an executable file), or if
instant messaging (IM) is being used over porttgpically used for HTTP). Another feature
is that it can block connections over which specctions are being performed (e.g., users
could be prevented from using the FTP “put” commawmitich allows users to write files to
the FTP server). This feature can also be usedldw @r deny web pages that contain
particular types of active content, such as JavéaiiveX, or that have SSL certificates
signed by a particular certificate authority (CAych as a compromised or revoked CA.
Application firewalls can enable the identificatiof unexpected sequences of commands,
such as issuing the same command repeatedly ongsaucommand that was not preceded
by another command on which it i1s dependent. Tlseseicious commands often originate
from buffer overflow attacks, DoS attacks, malwaaad other forms of attack carried out
within application protocols such as HTTP. Anoteemmon feature is input validation for
individual commands, such as minimum and maximumgtles for arguments. For example,
a username argument with a length of 1000 chasadsesuspicious - even more so if it
contains binary data. Application firewalls are ifatde for many common protocols

including HTTP, database (such as SQL), email (SMA®st Office Protocol [POP], and



Internet Message Access Protocol [IMAP]), voice rolR (VoIP), and Extensible Markup

Language (XML).

Firewalls with both stateful inspection and statgiwtocol analysis capabilities are not full-
fledged intrusion detection and prevention syst@id®S), which usually offer much more
extensive attack detection and prevention capaslitFor example, IDPSs also use
signature-based and/or anomaly-based analysistéctdmdditional problems within network

traffic

1.2.4 Application - Proxy Gateways

An application - proxy gateway is a feature of athed firewalls that combines lower-layer
access control with upper-layer functionality. Téésewalls contain a proxy agent that acts
as an intermediary between two hosts that wislotonsunicate with each other, and never
allows a direct connection between them. Each ssteleconnection attempt actually results
in the creation of two separate connections - ai@den the client and the proxy server, and
another between the proxy server and the true rdesgth. The proxy is meant to be
transparent to the two hosts - from their perspestithere is a direct connection. Because
external hosts only communicate with the proxy ageternal IP addresses are not visible to
the outside world. The proxy agent interfaces diyewith the firewall ruleset to determine

whether a given instance of network traffic shdugdallowed to transit the firewall.

Like application firewalls, the proxy gateway opgegaat the application layer and can inspect
the actual content of the traffic. These gatewdge perform the TCP handshake with the
source system and are able to protect againstitaqdos at each step of a communication.
In addition, gateways can make decisions to peomdeny traffic based on information in
the application protocol headers or payloads. Qheegateway determines that data should
be permitted, it is forwarded to the destinatiostho

10



Application-proxy gateways are quite different thapplication firewalls. First, an
application-proxy gateway can offer a higher lesesecurity for some applications because
it prevents direct connections between two hosts iamspects traffic content to identify
policy violations. Another potential advantagehattsome application-proxy gateways have
the ability to decrypt packets (e.g., SSL-protegbagtioads), examine them, and re-encrypt
them before sending them on to the destination. etk that the gateway cannot decrypt is
passed directly through to the application. Whemosimg the type of firewall to deploy, it is
important to decide whether the firewall actualgeds to.act as an application proxy so that

it can match the specific policies needed by tlyzoization.

Firewalls with application-proxy gateways can alsave several disadvantages when
compared to packet filtering and stateful inspecti&irst, because of the “full packet
awareness” of application-proxy gateways, the fakwpends much more time reading and
interpreting each packet. Because of this, sontbasfe gateways are poorly suited to high-
bandwidth or real-time applications - but applioatiproxy gateways rated for high
bandwidth are available. To reduce the load orfiteevall, a dedicated proxy server can be
used to secure less time-sensitive services suckmasl and most web traffic. Another
disadvantage is that application-proxy gatewaysl tienbe limited in terms of support for
new network applications and protocols - an indaig application-specific proxy agent is
required for each type of network traffic that need transit a firewall. Many application-
proxy gateway firewall vendors provide generic gpr@agents to support undefined network
protocols or applications. Those generic agentd temegate many of the strengths of the
application-proxy gateway architecture because #aply allow traffic to “tunnel” through

the firewall.
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1.2.5 Dedicated Proxy Servers

Dedicated proxy servers differ from applicationyprogateways in that while dedicated
proxy servers retain proxy control of traffic, thegually have much more limited firewalling
capabilities. Many dedicated proxy servers are iegjbn-specific, and some actually
perform analysis and validation of common applaatprotocols such as HTTP. Because
these servers have limited firewalling capabilitesch as simply blocking traffic based on its
source or destination, they are typically deploymshind traditional firewall platforms.
Typically, a main firewall could aceept inhoundffi@ determine which application is being
targeted, and hand off traffic to the appropriatexyg server (e.g., email proxy). This server
would perform filtering or logging operations oretlraffic, and then forward it to internal
systems. A proxy server could also accept outbduaftic directly from internal systems,
filter or log the traffic, and pass it to the firallvior outbound delivery. An example of this is
an HTTP proxy deployed behind the firewall - usemuld need to connect to this proxy en
route to connecting to external web servers. Déeicaroxy servers are generally used to
decrease firewall workload and conduct specialii#dring and logging that might be

difficult to perform on the firewall itself.

1.2.6 Virtual Private Network

Firewall devices at the edge of a network are swnest required to do more than block
unwanted traffic. A common requirement for theseviialls is to encrypt and decrypt specific
network traffic flows between the protected netweankd external networks. This nearly
always involves virtual private networks (VPN), whiuse additional protocols to encrypt
traffic and provide user authentication and intiggchecking. VPNs are most often used to
provide secure network communications across ueusetworks. For example, VPN

technology is widely used to extend the protecteivark of a multi-site organization across

the Internet, and sometimes to provide secure remsér access to internal organizational
12



networks via the Internet. Two common choices fecuse VPNs are IPsec6 and Secure

Sockets Layer (SSL)/Transport Layer Security (TLS).

The two most common VPN architectures are gatewsagateway and host-to gateway.
Gateway-to-gateway architectures connect multipledf sites over public lines through the
use of VPN gateways - for example, to connect braoffices to an organization’s
headquarters. A VPN gateway is usually part of la@ohetwork device such as a firewall or
router. When a VPN connectionyis.established beivwge-two gateways, users at branch
locations are unaware of the ca@nnection and doreg@iire any special settings on their
computers. The second type of architecture, hegateway, provides a secure connection to
the network for individual users, usually calledhmde users, who are located outside of the
organization (at home, in a hotel, etc.) Here iantlon the user machine negotiates the
secure connection with the organization’s VPN gatewFor gateway-to-gateway and host-
to-gateway VPNSs, the VPN functionality is often tpair the firewall itself. Placing it behind
the firewall would require VPN traffic to be passdnough the firewall while encrypted,

preventing the firewall from inspecting the traffic

All remote access (host-to-gateway) VPNs allow ftrewall administrator to decide which
users have access to which network resources.athiss contral is normally available on a
per-user and per-group basis; that is, the VPNcpdan specify which users and groups are
authorized to access which resources, should anmation need that level of granularity.
VPNs generally rely on authentication protocolshsas Remote Authentication Dial in User
Service (RADIUS). RADIUS uses several differentagpmf authentication credentials, with
the most common examples being username and paksivgital signatures, and hardware
tokens. Another authentication protocol often ubgdVPNs is the Lightweight Directory
Access Protocol (LDAP); it is particularly usefarfmaking access decisions for individual

users and groups.
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To run VPN functionality on a firewall requires atilohal resources that depend on the
amount of traffic flowing across the VPN and thedyof encryption being used. For some
environments, the added traffic associated with ¥Rhight require additional capacity
planning and resources. Planning is also neede@termine the type of VPN (gateway-to-
gateway and/or host-to-gateway) that should beuded in the firewall. Many firewalls

include hardware acceleration for encryption toimine the impact of VPN services.

1.2.7 Network Access Control

Another common requirement for firewalls at-the ®dyj a network is to perform client
checks for incoming connections from remote users alow or disallow access based on
those checks. This checking, commonly called nétvamcess control (NAC) or network
access protection (NAP), allows access based orugbes credentials and the results of
performing “health _checks” on the user's computdealth checks typically consist of

verifying that one or more of the following compiyth organizational policy:

I. Latest updates to antimalware and personal firesadtivare

ii. Configuration settings for. antimalware and persémavall software

iii. Elapsed time since the previous malware scan

iv. Patch level of the operating system.and selegiptications

v. Security configuration of the operating system sel@cted applications

These health checks require software on the usgstem that is controlled by the firewall. If
the user has acceptable credentials but the ddweies not pass the health check, the user and

device may get only limited access to the intensdvork for remediation purposes.
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1.2.8 Web Application Firewalls

The HTTP protocol used in web servers has beeroigaglby attackers in many ways, such
as to place malicious software on the computeroaieone browsing the web, or to fool a
person into revealing private information that tmeight not have otherwise. Many of these
exploits can be detected by specialized applicdirewalls called web application firewalls

that reside in front of the web server. Web aptilice firewalls are a relatively new

technology, as compared to other firewall technelegand the type of threats that they
mitigate are still changing frequently. Becausey/tage put in front of web servers to prevent

attacks on the server, they are often considereé teery different than traditional firewalls.

1.2.9 Firewall for Virtual Infrastructures

Many virtualization solutions allow more than onpecating system to run on a single
computer simultaneously, each appearing as if iteva real computer. This has become
popular recently because it allows organizationsntike more efficient use of computer
hardware. Most of these types of virtualizationteyss include virtualized networking, which

allows the multiple operating systems to commueiee if they were on a standard Ethernet,

even though there is no actual networking hardware.

Network activity that passes directly between dlized operating systems within a host
cannot be monitored by an external firewall. Howewome virtualization systems offer
built-in firewalls or allow third-party software réwalls to be added as plug-ins. using
firewalls to monitor virtualized networking is alagvely new area of firewall technology,

and it is likely to change significantly as virtization usage continues to increase.

1.3 Firewall and Network Architecture

Firewalls are used to separate networks with diffeisecurity requirements, such as the

Internet and an internal network that houses serwgth sensitive data. Organizations use
15



firewalls whenever their internal networks and egss interface with external networks and
systems, and where security requirements vary arttagiginternal networks. This sections
explains where firewall within organization shodid placed and where other networks and
systems should be located in relation to the fitlsw&ince one of the primary functions of a
firewall is to prevent unwanted traffic from entegia network (and, in some cases, from
exiting it) firewalls should be placed at the edfiéogical network boundaries. This normally
means that firewalls are positioned either as seneldere the network splits into multiple
paths, or inline along a single path. In routedvoeks, the. firewall usually resides just on the
network at the location immediately before tra#itters the router (the ingress point), and is
sometimes co-resident with the router. It is rareolace the firewall for a multi-path node
after the router because the firewall device wauged to watch each of the multiple exit
paths that typically exist in such situations. Mast majority of hardware firewall devices
contain router capabilities, and in switched nekspma firewall is often part of the switch

itself to enable it to protect as many of the sheit segments as possible.

A firewall takes traffic that has not been checkegtecks it against the firewall's policy, and
then acts accordingly (e.g., passes the traffacks it, and passes it with some modification).
Because all traffic on a network has a directianljcges are based on the direction that the
traffic is moving. Traffic that has not yet beerecked is coming from the “unprotected side”
of the firewall and is moving towards the “protettmde.” Some firewalls check traffic in

both directions - for example, if they are set wup grevent specific traffic from an

organization's local area network (LAN) from escaptio the Internet. In these cases, the

protected side of the firewall is the one facing tlutside network.
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1.3.1 Network Layouts with Firewall

Figure 1.2 shows a typical network layout with adweare firewall device acting as a router.
The unprotected side of the firewall connects t@ $ingle path labeled “WAN,” and the
protected side connects to three paths labeled “LANLAN2,” and “LAN3.” The firewall
acts as a router for traffic between the wide aetavork (WAN) path and the LAN paths. In
the figure, one of the LAN paths also has a roigeme organizations prefer to use multiple

layers of routers due to legacy routing policiethi the network.

=

agmesrxEs 1N NU O

-15 o 15 a0 45 B0 75 4490 105 1200 (1356 {160 165

180 i-165 {1
75

<135 (120 105 50 -7

B0

45

an

FIREWALE

15
3n E
T | ;i -
~5 o= ot
& - o~
)] e Jr
a0 ! F '
F
rd
/ 7 \

Fig.1.2: Simple Routed Network with Firewall Device

Many hardware firewall devices have a feature dalld/1Z (demilitarized zones); they are
usually interfaces on a routing firewall that afenitar to the interfaces found on the
firewall's protected side. The major differencethsat traffic moving between the DMZ and
other interfaces on the protected side of the faewtill goes through the firewall and can
have firewall protection policies applied. DMZs a@metimes useful for organizations that
have hosts that need to have all traffic destir@dtlie host bypass some of the firewall's
policies (for example, because the DMZ hosts afficgntly hardened), but traffic coming

from the hosts to other systems on the organiZatimetwork need to go through the firewall.
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It is common to put public-facing servers, suchwab and email servers, on the DMZ.
Traffic from the Internet goes into the firewalldars routed to systems on the firewall's
protected side or to systems on the DMZ. TraffisMaen systems on the DMZ and systems

on the protected network goes through the fireveatl can have firewall policies applied.

Most network architectures are hierarchical, megrtimat a single path from an outside
network splits into multiple paths on the insidéwegk - and it is generally most efficient to
place a firewall at the node where the,paths,sphis has-the-advantage of positioning the
firewall where there is no questionias to'whatdstside” and what is “inside.” However,
there may be reasons to have additional firewaillshe inside of the network, such as to
protect one set of computers from another. If anek's architecture is not hierarchical, the
same firewall policies should be used on all ingessto the network. In many organizations,
there is supposed to be one-ingress to the netwatlgther ingresses are set up on an ad-hoc
basis, often in ways that are not allowed by oveyalicy. In these situations, if a properly
configured firewall is not placed at each entrynpomalicious traffic that would normally be

blocked by the main ingress can enter the netwgprbtiber means.

1.3.2 Firewall Acting as Network Address Translator

Most firewalls can perform NAT, which is sometimesied port address translation (PAT)
or network address and port translation (NAPT).dltesthe popular misconception, NAT is
not part of the security functionality of a firewal'he security benefit of NAT-preventing a
host outside the firewall from initiating contacitiva host behind NAT-can just as easily be
achieved by a stateful firewall with less disruptito protocols that do not work as well
behind NAT. However, turning on a firewall's NATdwire is usually easier than properly
configuring the firewall policy to have the sametections, so many people think of NATs

as primarily a security feature.
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Typically, a NAT acts as a router that has a netwath private addresses on the inside and
a single public address on the outside. The wayA& Nerforms this many-to-one mapping

varies between implementations, but almost alwayslves the following:

i.  Hosts on the inside network initiating connectidmghe outside network causes the
NAT to map the source port of the connection toifeernt source port that is
controlled by the NAT. The NAT uses this sourcetparmber to map connections

from the outside back to the host onsthe insides

ii. Hosts on the outside of the network cannot init@datact with hosts on the inside
network. In some firewalls, the NAT can be confegito map a particular destination
port on the NAT to a particular host on the insid¢he NAT; for example, all HTTP
requests that go to the NAT could be directed stgle host on the protected side of

the firewall:This featureiis sometimes called piing.

Although NATSs are not in and of themselves secughtures of a firewall, they interact with
the firewall’'s security policy. For example, anylipg that requires that all HTTP servers
accessible to the outside be on the DMZ must ptettenNAT from pinholing TCP port 80.
Another example of where NATS interact with-segupblicy is the ability to identify the
source of traffic in a firewall’s logs. If a NAT 1ssed, it must report the private address in the
logs instead of the translated public address;rafise the logs will incorrectly identify many

hosts by the single public address.

1.3.3 Architecture with Multiple Layers of Firewalls

There is no limitation on where a firewall can baced in a network. While firewalls should
be at the edge of a logical network boundary, argaan “inside” and “outside” on either

side of the firewall, a network administrator maishvto have additional boundaries within
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the network and deploy additional firewalls to &#ith such boundaries. The use of multiple

layers of firewalls is quite common to provide defe-in-depth.

A typical situation that requires multiple layer$ metwork firewalls is the presence of
internal users with varying levels of trust. Fommple, an organization might want to protect
its accounting databases from being accessed bg ud® are not part of the accounting
department. This could be accomplished by placimg firewall at the edge of the network
(to prevent general access to the network; fromlibeznet)-and another at the edge of the
internal network that defines the boundary of.tbheoanting department. The inner firewall
would block access to the database server by angotséde the accounting network while
allowing limited access to other resources on tm®anting network. Another typical use for
firewalls inside a network with a firewall at itglge involves visitors who need access to the
Internet. Many organizations deploy specific wissl@ccess points within their networks for
visitor use. A firewall between the access poimid &he rest of the internal network can

prevent visitors from accessing the local netwoith \the same privileges as an employee.

One common problem with using multiple layers otwwek firewalls is the increased
difficulty it presents.in tracing firewall problemB one firewall stands between a user and a
server, and the user cannot connect to the serverasy to check that firewall’s logs to see
if the connection is being permitted. But if mul&pfirewalls are involved, the problem
becomes more difficult because an administratortriaeate all firewalls in the chain and
check their logs to find where the problem origasatThe presence of multiple layers of
application-proxy gateways is particularly dauntifmgpcause each gateway can change a

message, which makes debugging even more difficult.
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1.4 Firewall Policy

A firewall policy dictates how firewalls should hdle network traffic for specific IP
addresses and address ranges, protocols, appigatiod content types (e.g., active content)
based on the organization’s information securitlicpes. Before a firewall policy is created,
some form of risk analysis should be performedeetbp a list of the types of traffic needed
by the organization and categorize how they mustdoeired-including which types of traffic
can traverse a firewall under what circumstancéss Tisk analysis should be based on an
evaluation of threats; vulnerabilities; countermeas in place to mitigate vulnerabilities; and
the impact if systems or data are compromisedwiiitepolicy should be documented in the
system security plan and maintained and updateylémly as classes of new attacks or
vulnerabilities arise, or as the organization’sdgeesgarding network applications change.

The policy should also include specific guidancehow to address changes to the ruleset.

Generally, firewalls should block all inbound andtmund traffic that has not been expressly
permitted by the firewall policy-traffic that is haeeded by the organization. This practice
known as deny by default, decreases the risk atlatand can also reduce the volume of
traffic carried on the organization’s networks. Bese of the dynamic nature of hosts,
networks, protocols, and applications, deny by ulefés a more secure approach than
permitting all traffic that is not explicitly fordden. This section provides details on what

types of traffic should be blocked.

1.4.1 Policies Based on IP Addresses and Protocols

Firewall policies should only allow necessary IBtpcrols through. Examples of commonly
used IP protocols, with their IP protocol numbene ICMP (1), TCP (6), and UDP (17).
Other IP protocols, such as IPsec components Euleipg) Security Payload (ESP) (50) and

Authentication Header (AH) (51) and routing protisconay also need to pass through

21



firewalls. These necessary protocols should beicesi whenever possible to the specific
hosts and networks within the organization witheedto use them. By permitting only

necessary protocols, all unnecessary IP protoceldenied by default.

Some IP protocols are rarely passed between ameutstwork and an organization’s LAN,
and therefore can simply be blocked in both diceiat the firewall. For example, IGMP is
a protocol used to control multicast networks, ioudticast is rarely used, and when it is, it is
often not used across the Internet. Fherefere kilgcall-iIGMP traffic in both directions is

feasible if multicast is not used.

1.4.2 |IP Addresses and other Characteristics

Firewall policies should only permit appropriateust® and destination IP addresses to be

used. Specific recommendations for IP addressasdec

i.  Traffic with invalid source or destination addresshould always be blocked,
regardless of the firewall location. Examples datigely common invalid IPv4
addresses are 127.0.0.0 to 127.255.255.255 (alswrkras the local host
addresses) and 0.0.0.0 (interpreted by some opersystems as a local host or a
broadcast address). These have no legitimate uaanetwork. Also, traffic using

link-local addresses(169.254.0.0 to 169.254.255.8bould be blocked.

ii.  Traffic with an invalid source address for incomingffic or destination address
for outgoing traffic (an invalid “external’” addrgsshould be blocked at the
network perimeter. This traffic is often causedrbglware, spoofing, denial of
service attacks, or misconfigured equipment. Thestngommon type of invalid
external addresses is an IPv4 address within thgegmin RFC 1918, Address
Allocation for Private Internets, which are resehfer private networks. These

ranges are 10.0.0.0 to 10.255.255.255 (10.0.0.08/&lassless Inter-Domain
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Routing [CIDR] notation), 172.16.0.0 to 172.31.2%% (172.16.0.0/12), and

192.168.0.0 to 192.168.255.255 (192.168.0.0/16).

iii.  Traffic with a private destination address for imgng traffic or source address
for outgoing traffic (an “internal” address) shoub@ blocked at the network
perimeter. Perimeter devices can perform addresslation services to permit
internal hosts with private addresses to commuaiti@tough the perimeter, but

private addresses should.nat beypassed througietherk perimeter.

Firewalls at the network perimeter should blockiadoming traffic to networks and hosts
that should not be accessible from external netsiofkese firewalls should also block all
outgoing traffic from the organization’s networksdahosts that should not be permitted to
access external networks. Deciding which addressesld be blocked is often one of the
most time-consuming.aspects of developing firewRlpolicies. It is also one of the most
error-prone, because the IP address associatedawitimdesired entity often changes over

time.

1.4.3 TCP AND UDP

Application protocols can use TCP, UDP, or bottpateling on the design of the protocol.
An application server typically listens on one oore fixed TCP or UDP ports. Some

applications use a single port, but many applieatieise multiple ports. For example,
although SMTP uses TCP port 25 for sending mailsés TCP port 587 for mail submission.
Similarly, FTP uses at least two ports, one of Wwhian be unpredictable, and while most
web servers use only TCP port 80, it is commonaweehweb sites that also use additional
ports such as TCP port 8080. Some applicationdoge TCP and UDP; for example, DNS

lookups can occur on UDP port 53 or TCP port 53plsation clients typically use any of a

wide range of ports.
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As with other aspects of firewall rulesets, deny dsfault policies should be used for
incoming TCP and UDP traffic. Less stringent p@gare generally used for outgoing TCP
and UDP traffic because most organizations perhatrtusers to access a wide range of

external applications located on millions of extimosts.

In addition to allowing and blocking UDP and TCRffic, many firewalls are also able to
report or block malformed UDP and TCP traffic diegt towards the firewall or to hosts
protected by the firewall. This traffie is fregugntsed-to-sean for hosts, and may also be
used in certain types of attacks. The firewall‘baip block such activity - or at least report

when such activity is happening.

1.4.4 ICMP

Attackers can use various ICMP types and codeertomn reconnaissance or manipulate the
flow of network traffic. However, ICMP is neededr fmany useful things, such as getting
reasonable performance across the Internet. Saaveali policies block all ICMP traffic, but
this often leads to problems with diagnostics aadgsmance. Other common policies allow
all outgoing ICMP traffic, but limit incoming ICMB those types and codes needed for Path

Maximum Transmission Unit (PMTU) discovery (ICMPdeo3) and destination reachability.

To prevent malicious activity, firewalls at the wetk perimeter should deny all incoming
and outgoing ICMP traffic except for those typesl aodes specifically permitted by the
organization. For ICMP in IPv4, ICMP type 3 messagbould not be filtered because they
are used for important network diagnostics. Thegpoommand (ICMP code 8) is an
important network diagnostic, but incoming pings aften blocked by firewall policies to
prevent attackers from learning more about thermadetopology of the organization’s
network. For ICMP in IPv6, many types of messagesstmbe allowed in specific

circumstances to enable various IPv6 features.
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ICMP is often used by low-level networking protaetd increase the speed and reliability of
networking. Therefore, ICMP within an organizat®metwork generally should not be
blocked by firewalls that are not at the perimetérthe network, unless security needs
outweigh network operational needs. Similarly, i arganization has more than one
network, ICMP that comes from or goes to other oeka within the organization should not

be blocked.

1.4.5 Policy Based on Network Activity

Many firewalls allow the administrator to block&slished connections after a certain period
of inactivity. For example, if a user on the ouésf a firewall has logged into a file server
but has not made any requests during the past @bies, the policy might be to block any
further traffic on that connection. Time-based @ebk are useful in thwarting attacks caused
by a logged-in user walking away from a computar someone else sitting down and using
the established connections (and therefore theslbgy user’'s credentials). However, these
policies can also be bothersome for users who neakeections but do not use them
frequently. For instance, a user might connect fiteaserver to read a file and then spend a
long time editing the file. If the user does notesshe file back to the file server before the

firewall-mandated timeout, the timeout could catiechanges to the file to be lost.

A different type of firewall policy based on netweactivity is one that throttles or redirects
traffic if the rate of traffic matching the policyle is too high. For example, a firewall might
redirect the connections made to a particular esiddress to a slower route if the rate of
connections is above a certain threshold. Anotldicy might be to drop incoming ICMP

packets if the rate is too high. Crafting such @es is quite difficult because throttling and

redirecting can cause desired traffic to be lostawe difficult-to diagnose transient failures.
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1.5 Problem Statement

Internet connection sharpens the competitive edlgeost business to day since it gives them
and their customer’s timely access to informatibnthe cyber age, threats to computer
networks are beyond any dispute. Any corporationld/@rioritize safety of their networked
resources, availability of IT infrastructure, catentiality, integrity and availability of
information they store and or transmit (H. Garamtlaal., 2002). Threats come in various
forms; malicious attacks, viruses, Trojan horsepangs malware, masquerading,
eavesdropping, theft, deletion, carruption, etcsd@echers and developers are working round
the clock to combat security risks. Firewalls assemtial components in improving network
security. Anti-virus developers always recommeralibe of a separate firewall. Setting up a
firewall for private network sites in organizatioasd at home is no longer a too fancy thing.
On the other aspect, performance impact may caaga ironcerns. Commercially deployed
firewalls often carry tens of thousands of ruleseating performance bottlenecks in the
network. Is there a significant performance losslevimcorporating a secure environment
using a firewall for the Internet connection? Toatvevel of security should we expect
without sacrificing the network performance? Thasethe mind boggling questions that the

research work intends to find an answer to.

1.6 Objectives
This research work intends to emphasize on the ¢mph different security controls on
network performance. The goal of the research ieualuate the relationship between

network security and performance; the effectsraffalls on network performance.

The specific objectives are

I.  Examine whether there is a significant performanes while incorporating a secure

environment using a firewall for the Internet cocinen?
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. To determine what level of security should we expathout sacrificing the network

performance

iii. To examine the effects of firewall in the link wdtion

1.7 Research Questions

Based on the statement of problem, the objectifeth® study, the researcher pose the

following questions:

i. Is there a significant performanc¢e less while ipavating a secure environment using

a firewall for the Internet connection?

il. To what level of security should we expect withadcrificing the network

performance?

iii. What will be the effect of firewall in network linktilization?

1.8 Research Hypothesis

On the basis of the statement of problem, objestofethe study and research question, the

following hypothesis have been formulated.

i. H1: Is there a. significant performanceloss whilecorporating a secure

environment using-a firewall for the Internet coctinen

ii.  HO: There is no significant performance loss whiteorporating a secure

environment using a firewall for the Internet coctinen

ili.  H1: There is a level of security that affect a rmtwperformance

iv.  HO: There is no level of security that affect tlefprmance of a network

v. HO: Firewall has an effect on a network link utiiion
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Vi. H1: Firewall has no effect on network link utilizad.

1.9 Significance of the study

The growing demand for using firewall by the intermsers and companies to provide more
protection for them and the influence of applywiad! policy in the network performance
gave the impetus for this study. The study is tip m®n-technical people understand why
security is necessary and also to realize the impécfirewall security on network

performance.

1.10 Scope of the study

The study will be limited to computer simulatiofecause of the security sensitivity of the

research it will not be demonstrated on a prodacgiavironment.

1.11 Research Methodology

The main aim of this research is to evaluate th@opaance of a distributed system against
firewall security policy. We shall evaluate theatednship between performance and security
under three (3) different scenarios: Since theréstehere is the performance of a network
incorporating firewalls, we modeled networks withdawithout firewalls and different

firewall functionality and simulated such networkih an eye on their performances.

The simulation will be done for 300 work statiomglavill be simulated in a way that all the
300 work stations access a database, ftp, emailwaaid application under three different
scenarios. The following performance metrics wélused for performance evaluation under

the three scenarios.

I.  HTTP page response time is estimated for the wphcagion

il. Data Base (DB) query time and response time ®dttabase application
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Vi.

Email download response and upload response time

Ftp download response and upload response time

Node level statistics like server DB query resgotisie and load are also

estimated for the database application

Link level and utilization statistics are also psited across the simulation

process

OPNET IT guru will be used as the simulation.tddie.three 'scenarios are created using this

simulation tool and simulation is run for two hoarsd the results evaluated.

1.12 Thesis Organization

Overview of firewall technologies, firewall policyiirewall and network architecture,

problem statement, objectives, scope and limitabiotine study were presented in chapter 1.

In chapter 2, we provide a literature review in aneas of network security, security policies,

policy enforcement, and firewall policy managemesteams. Chapter 3 provides an in-depth

description of the research methodology. Chaptgivds the result of the simulation of the

three scenarios of the methodology. Finding, caicluand recommendations are presented

in chapter 5
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CHAPTER 2

LITERATURE REVIEW

2.1 Introduction

Security is a major issue for organizations, hibi legal issues associated with computer
and network security as well as its implementatidhreats such as malware and DoS
constantly test organizations security. Thus, it@sessary to take the concept of security as
an ideal, rather than an implementation. appliedddous components of a system. It is
necessary to take the entire system as an enttytrenapplication of security to the entire
network. This chapter explored literature in theaar of network security, security policies,

policy enforcement, and firewall policy managemestems.

2.2 Security Policy

According to (Aronson et al. 1997) a security pplis a formal statement of the rules by
which people who are given access to an organizati@chnology and information assets
must abide. According to the authors this is anoorgy process, with regular reviews and
auditing of security policies and mechanisms, ptmg feedback to improve the security
policy.

(Danchev, 2003) postulate that it is extremely ingoat to involve the users in the
implementation of a security policy. Understandafgecurity problems by users, and giving
them clear and easy to follow rules, can be a keyof in the successful implementation of
the policy. (Danchev, 2003) calls this the “SeguAtvareness program” and emphasizes that
the latest technical security measures, such awdiie and Intrusion Detection and

Prevention System (IDPS), can be rendered usejesarbless, or badly informed, end-users.
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2.2.1 Enforcing Security Policies

Security policies protect the confidentiality, inié&g and availability of the assets of an
organization. To enforce this, security servicesusth be deployed, such as authentication,
encryption, antivirus software and firewalls. To tthis the security policy documents are
used to create technical security procedures, aitklines, which can then be implemented
in the network (Macfarlane, 2009). Security Pobcean be split into several components,
which combine to achieve the security goals of dhganization. These components are
enforced by various security mechanisms or proesdufhe authentication policy could be
enforced using usernames and passwords, softwkeadpand VPNs. The accountability
policy may use IDPS and firewalls to enforce auditand incident response capabilities

(Aronson et al. 1997).

The access control part of the security policy slealth making sure that authorized
individuals can perform the tasks they are autleorizo and those others cannot. It is
typically referred to as the ‘access control policgamarati et al. 2000). Access control
makes sure that requests to access a specific cesarg only granted if the request agrees
with the security policy definition. In terms of neirks, the most commonly used access
control mechanisms are firewalls and filtering rautéCorbitt, 2002). Firewalls control
access to resources by filtering network trafficyatlowing aceess that is specified by the

security policy.

The network access control policies, defining whrelffic can cross network boundaries, are
implemented as policies on network devices whicketeccess control functionality, such as
traffic filtering capabilities. The system adminisbrais typically tasked with manually

creating these low level policies, or configuratioimsorder to determine whether to grant an

access request, access control mechanisms useskeemaf criteria. The primary criterion
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being the network address of the machine from wiinehtraffic originates. Other criteria,
which can decide whether access is granted or wotld include network service and
destination of the traffic (Corbitt, 2002). The mostmmon technique used to by firewalls to

filter traffic is known as Packet Filtering

2.2.2 Policy Enforcement Problems

According to (Mayer et al. 2006) “the protectiorthhese firewalls provide is only as good
as the policy they are configured to.implement”. pbacy shauld be clear, concise, and easy
for the administrator to follow. If ‘a pelicy is neiell designed, then it will not be enforced
properly and the security goals will not be met (idan et al. 2004). Conversely, polices are
only as good as the configurations which enforcentli§chneider, 2004, Cheswick et al.
1994). The enforcement of policies Is not alwayseasy task. Policy management can be
difficult as policies grow and become increasingbmplex (Blakley, 1996, Wood, 2004).
According to (Blakley, 1996) “Policies do not scakell and their complexity quickly
increases as systems grow and diverge, which nthkes unmanageable”. (Madigan et al.
2004) categorizes violations of security policiaad shows that violations from network
issues were by far the largest type reported. Titleoa also states that the network violations

were among the most time consuming to correct.

The configuration of a firewall is probably the mimsportant factor in terms of the security a
firewall provides (Rubin et al. 1997), but are oftnfigured incorrectly (Wood, 2004).
Firewall policies are made up of rule sets, anddheile sets are ever expanding due to new
rules continually being added and very few remowsaldevice access policies tend to be
large and always increasing in size (Cardwell e28D3, Wood, 2004). It follows that the
management of these policies at the network ddels can be extremely complex, error-

prone and expensive as the policies expand (Wab@g)2 The configurations are typically

32



hand crafted and bespoke for each individual systgmetwork administrators, which can be
error prone work (Cuppens et al 2004). This is r@oge problem as errors in the firewall

policies mean that the intended security policy mait be enforced.

Administrators are typically tasked with the creatiof the low level device policies, which
implement the security policy of the organizatiomterms of firewalls, these are the firewall
rule sets. The administrators will add, delete, ehdnge the rules to match changes to the
high level security requirements. Forexample, whew-web servers are added to the
organization’s network, new rulesi.would be_addedthte perimeter firewalls to allow
appropriate access to them from outside and insiue organization’s network. The
complexity of the rule sets increase as they im&da size, but also the complexity can

change depending on the rules used within them(@fkzcfe, 2009).

(Wool, 2004) created a classification system for plemity of rule sets, based on the number
of rules, the objects (traffic filtering parameteasy the interfaces rules could be applied to.

According to the author, the following rule set quexity measure is defined:

Rule Complexity = Number of Rules + Network Objeetslumber of

Interfaces (Number of Interfaces -1) /2

For most firewalls the ordering of the rules in & set are important, as in the common ‘first
match’ filtering mechanism, the position of the sulle the rule set dictate if they are matched
against traffic or not. The earlier in the rule get higher the priority the rule has when
matching against traffic (Wool, 2006). Thus filterinde sets, that use first match semantics,
are complicated to create and amend due to thishenrule ordering. As the size and
complexity of the rule set increases it becomesendifficult for the administrator to predict
the impact of a rule on the overall rule set. Thiakes rule sets extremely difficult to manage

(Wool, 2004).
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Effectiveness of security policies can be comprenchisiue to poor policy management,
especially when enforcing a security policy acrassange of devices around a network
(loannidis et al. 2000). According to the authees;urity policies can be spread over a range
of different security devices. Packets can taketiplal paths through a network, with
multiple filtering devices on each different patim Administrator needs to understand the
interaction of combinations of these devices farthetraffic path (Hamed et al. 2004). The
low level configurations, which implement the segumolicy, can span heterogeneous

networks, and may be spread over. many.network esvic

2.3 Network Security Threat

Network securityconsists of the provisions and policies adoptec mgtwork administrator
to prevent and monitor unauthorized access, miguséjfication, or denial of a computer
network and network-accessible resources. Netwedurdy involves the authorization of
access to data in a network, which is controlledHg/network administrator. Users choose
or are assigned an ID and password or other authéng information that allows them
access to information and programs within theiharty (Simmonds et al. 2004). The NIST
defined security threat as any circumstance ontewgh the potential to adversely impact
organizational operations (including mission, fumas$, image, or reputation), organizational
assets, or individuals through an information systda unauthorized access, destruction,
disclosure, modification of information, and/or @dnof service. In computer security a
threat is a possible danger that might exploit laemability to breach security and thus cause
possible harm (Wikipedia). Since firewalls, whicte aupposed to filter and block attacks,
some network threats will be looked at in this mgctAs there are so many kinds of threats,

only the most common ones will be presented.
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2.3.1 Worms, Viruses and Trojans

Viruses, worms and trojans are all considered noalgc software or malicious code. The
NIST (1995, p. 27) describes these three typesabitiaus software as the following:
I.  Avirus is a segment of code that get attachedf itsean existing executable
(an application) and is executed when the user rlwes contaminated
application. Usually, viruses carry out malicioesi@ns such as overwriting or
deleting data.
ii. A worm is a self-replicating, program that does need to be attached to a
host program. No user intervention is required tloe worm to run and
replicate itself before it tries to propagate tbesthost systems throughout a
network.
iii.  Atrojan horse is disguised malicious software thaks like a legitimate one.
Once executed; it will carry out malicious actiaugh as opening a backdoor

(opening a port) on the host allowing outside astethat machine.

2.3.2 Network Scanning

The purpose of network scanning is to gather in&dom about a network (Wagh, 2009)
such as network addresses and open network pdiis.tfireat is usually the first step an

intruder takes before actively attacking a netw@uchanan, 2011).

The most common scanning techniques are ping sweepscan and port sweep. Ping sweep
refers to the scanning of a wide range of netwaldr@sses on a given subnet work and aims
at knowing which machines are responsive, and tomsing, on a network. Port scan

technique refers to the scanning of TCP ports faange of hosts on a given subnet work in

order to find out what ports are open on the hasthimes. Port sweep is very similar to port
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scan, but focuses instead on specific ports raki@r scanning every one of them. One of the

most famous programs that permits network scansiibgmap (Lyon, 2011)

2.3.3 User Privilege Gain

This type of threat consists of gaining a foothoida network. Usually it involves obtaining
access to a low-level user account by guessinggif land passwords using techniques such
as brute force dictionary attacks. Once on theesysan intruder will try to move up through
the privilege hierarchy (Buchanan, 2011) using &wample software flaws to exploit
weaknesses, where in some cases a program-wouferoyrly identify the requester. The
ultimate goal of a user privilege gain attack i®bdain the highest level of access such as an
administrator or root account. If an intruder masagp gain access to such an account, he
becomes in control of the entire system. One ohtlet famous dictionary attack program is
Hydra (THC, 2011). It supports many different seed@ such as SSH, FTP or HTTP. In this
type of attack, the program attempts to gain actesstarget using user name and password

lists trying all possible combinations (Shirey, ZD0

2.3.4 Denial of Service Attack

A denial of service (DoS) attack consists of flaugia target with continual requests for

services, which eventually reduces its performaiBrechanan, 2011). It consists of various
types of carrying out DoS attack, but the threenmames that remains a serious threat
nowadays are smurf attack, flood attack and SYBckt{Georgieva, 2009). With a smurf

attack, also called ICMP flood, the attacker seadsICMP echo request to a broadcast
address with the source address of the echo rebeasj the IP address of the victim. The
attacker target a server within the victim’s netkvtirat will broadcast the ICMP echo request

throughout the entire network resulting in all tledwork’s machines returning a response.
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SYN attacks exploit a weakness in the TCP/IP haakiey mechanism, which is the state
retention TCP performs for some time after recg\anSYN request on an open port. If an
attacker floods the target with SYN messages, tidl Suffer will quickly get full not
allowing new legitimate connections to be estalelis(Eddy, 2007).

Flood attack is one of the first forms of DoS &ttaad its mechanism is simple, it consists of
sending more traffic to a server than it can hanthes type of attack can only succeed if it
uses Distributed Denial of Service (DDoS) attackDRoS attack uses multiple computers to
send out requests to the target." The attack israpeontrolled by a single computer
(Master) which communicates with a network of inéec machines which have a bot
installed on them to initiate the attack. Thesemoeits of infected machines are known as

botnets (Nazario, 2008).

2.4 Summary

In this chapter we reviewed literature on netwoscCuwsity, security policies, policy
enforcement, firewall policy management systems aetivork security threat. The

methodology is presented in the next chapter.
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CHAPTER 3

METHODOLOGY

3.1 Introduction

In this chapter the three scenarios are modelewyube OPNET IT Guru Academic Edition
9.1 as a simulation tool. The National Health laswe Authority’s (NHIA) headquarters
network connects to the Internet through a CISCR Frewall. The Various regional and
district mutual scheme users use various. onlindiGons including e-mail, web browsing,
and membership card authorization. In additiors assumed that users are doing illegal file
transfers for pirated music and videos. NHIA’s mastical application is membership card
authorization. It is required to have a responseetof less than 3 seconds. First we’'ll
evaluate the application performance with no fiktvpelicies. Thus, no illicit traffic is

blocked. A detail explanation of the three scemmare discussed in the following sections

3.2 OPNET IT Guru as a Simulation Tool

OPNET IT Guru Academic Edition 9.1 provides a \aittenvironment for modeling,
analyzing, and predicting the performance of ITrasfructures, including applications,
servers, and networking technologies. This viragbroach saves the time and expense of
building the real network in order to plan and testwork changes and additions. It can also

be used to diagnose problems, such-as traffic dwewtl network failures.

The following elements are used to create the nétwmmodels; Project, Scenario, Objects,

Applications Definition Config Node, Profile Defiion Config Node
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3.2.1 Project

A project in IT Guru is a network simulation. Thsswhere you specify the objects that will
form the simulation, the applications that will ran the network, and which objects will run

these applications

E® Project: project] Scenario: scenariol [Subnet:top] 2 - - - - - - - e o
File Edit View Scenarios Topology Traffic Protocols Simulstion Results Windows Help

| By | B Em | gy | e | e T =
‘ p] yclyell =

- —

N T T I N s - N B

— —
W |125 ‘150 ‘1

78

e i T et | | | | il
i - b i
Pacific Ocean . - . . ) | i
2l ; - i Allantic Ocean =% i 5 s V. i |
~ el L R B Y Y
e ) 7 - ! |
= > Sy : e “Hndian Qpean — &
o %

Fig.3.1: Project Editor Window

With the palette showing, the devices needed ferrétwork of interest can be picked or
drag and drop. These can be of two types; noddirkadNodes are devices that can send and
receive information, such as switch, workstatiomjnigr, and server. Links are a
communication medium that connects nodes to onthand.inks can represent electrical or

fiber optic cables.

3.2.2 Scenario

A scenario is used to alter a project so that whainalysis can be done. For example,

characteristics of objects or applications can bered to see how this changes network
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performance. This includes things such as changimpgipment or altering loads on the

network

== Project: projectl Scenario: scenario2 [Subnet: top] - m—

File Edit View [Scenarios | Topology Traffic Protocols Simulation Results Windows Help

— Mew Scenario... Ctrl+Shift+ M
"\.‘I %g i Duplicate Scenario... Ctrl+ Shift+ D

Manage Scenarios...

180 {-1EG -16 -30 15 a 15 30 45
75 Previous Scenaric Ctrl+Up

Mext Scenario Ctrl+Down
ED Switch To Scenario 3

3
45 Scenario Components

30

: KNU

=20

Fig. 3.2: Scenario

When creating a new network model, you must fireate a new project and scenario. A
project is a group of related scenarios that eagioges a different aspect of the network.

Projects can contain multiple scenarios.

3.2.3 Object

An object in IT Guru is anything that might appé&arm real network. This is anything that
you can drag and drop into a project. For exampigkstations, servers, switches, routers, a

T1 line are all objects. An object has attributest define how it operates in the simulation.
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Fig.3.3: Object Palette

3.2.4 Application Definition Confi

()
A special elemen to ragg anyegirdp define applications will
X Sl
generate traffic on i e ions node. It contains the
attributes for the applicatio e eb browsing, Emails, Ftp and

database (

I 2pply et Soboled Ohiccts

e ey o)

Fig.3.4: Application Attribute
41



3.2.5 Profile Definition Config
The last element commonly used is the Profiles ndties element is also dragged onto the
project network. The Profiles node is used to dased¢he applications with the objects that

will use them

LSUNRET 061 -

(Profiles) Attributes e
S IUtiIities
[ Tiouee Value |
& prame Profies |
@ |[model Profile Config
() [ Profle Corfiguration Samle Prafiles
[~ Aoply Changes to Selected Chiects Advanced

Bind Next cneel | [ oK

Fig.3.5: Profile Attribute

3.3 No Firewall Scenario

In this scenario no firewall is imposed on the enfietwork. An IP based cloud is used as the
required cloud and this cloud acts as the inteci®id and connects two or more subnets,
which represents the regional and district mutealemes. Two routers are used across the
simulation process among those where one of thteewact as the firewall routers. Four
different applications are created across this @wenthese are the database application, the
web application, email and ftp applications. Thquieed application traffic is created by
configuring the applications at the application foguration and profile configuration level.

A heavy database access application is used instmslation such that imposes more
database queries over the database server. Reqamédurations are done at the application

and the profile config level and the performance tibé cloud in terms of database
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applications, web application, email and ftp amdliens are evaluated. Figure 3.6 shows the

basic workspace of OPNET IT Guru Academic Editioh 9

1F Gurs Asartemic Edfipn o T

File Edit License Windows Help

OPNET

OPNET I'

A: ademic Edition

OPNET Technologies, Inc.

Fig. 3.6: OPNET Startup Screen
A new project is created by clicking on the file immeand the required scenarios are also

created at this level as shown in Figure 3.7

Enter Name \ E

Project Name: E et |

Scenario Name: |SC€I1EII10'I

Caiees o]0k

Fig. 3.7: New Project

The internet used across this simulation is don8®0 workstations and it is simulated in a
way that all the 150 workstations access the datbpplication and 200 workstations access
the web application and 100 workstations use enaaits ftp to download and upload file
onto the file server. Following are the performamuetrics used for the performance

evaluation of internet when there is no securitpss the internet.
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i.  HTTP page response time is estimated for the wphcagion
ii. DB query time and response time for the databagkcapion are estimated
iii.  Email download response time and upload responmse {i
iv.  Ftp download response time and upload response time
v. Node level statistics like server DB query respotisee and load are also
estimated for the database application
Vi. Link level and utilization statistics are alsoiestted across the simulation
process
vii.  Data throughput which is the amount of data transtein the network per
time unit is evaluated through statistics like TimReceived and Traffic Sent
(bits/sec) which indicates the value of throughputmore efficient network
should allow more traffic to pass that leads tgéathroughput.
viii.  Packet Delay
IX. Traffic drop

X.  Task processing time of the server is also evaluate

xi.  Jitter: Packets arrive at destination with variathétay. Jitter depends on the
congestion of the network. In.computer neiworkse term jitter means
variations in delay of packets received. Jitteansessential quality of service
(QoS) factor in evaluation of network performance

The same performance metrics is used for the twoas@s. A packet size of 32MB (low),
100MB(medium) and 200MB(high) are imposed across ribtwork and a link speed of
10Mbps, 1Gbps and 10Gbps are set between the ramtbrthe cloud and the above
performance metrics is evaluated in each packessind data rate to investigate applications

performance.
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3.4 Firewall scenarios

The first scenario is duplicated and the requirssivall scenario is created. In this particular
scenario a firewall router is created and a congiacket latency of 0.05 seconds is imposed

for packet filtering. Similar performance metrigg aised as in the first scenario

3.5 Firewall: With Packet Filtering Capabilities scenaios

This scenario is created by duplicating the sesmahario and the main aim of this scenario
is to block the unauthorized web; e-mail and ftpegs. After the three scenarios are created
the simulation is run for two hours and the coreesiing performance of the network is

evaluated.

3.6 Simulation Procedure

Since the goal of this research is to find the icbyd different security controls on network
performance and also to evaluate the relationsbiywden network security and performance
and the effect of firewall for three different seeos like no firewall, firewall and firewall
with packet filtering, OPNET IT Guru Academic Editi 9.1 is used as the simulation tool.

The various scenarios are detailed in the follovgagtions.

3.6.1 Simulation of No Firewalls Scenario

In this section, the procedure to simulate theirem@ll case is presented. Firewall is a router
that can impose some security policies over thevorét Firewalls can monitor and regulate
the traffic that passes across the network andneteand such a firewall is used in this
application. In this simulation a home office LARtwork is used as the destination and all
the communication is done through the cloud andrfavters. The following steps are used to

create the simulation
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A new project is created and project name and siteaee given as thesis and No_Firewall

as shown in the figure 3.8

Fig .3.8: No Firewall Scenario

Once the required project name_and scenario nameedy the following steps are used to

create the basic network

i.  Create Empty scenario is chosen as the optiomftialltopology option and click on
next
ii.  The world is chosen as the required network saadenaxt
iii. Inthe maps US is selected and click next. We arsstcained by the software so we
picked US to define the geographical size of thevaek
iv.  Click next for two times and the basic workspaceiie required object palette are

displayed as shown below
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Fig.3.9: Workspace for Network Definition

The following objects from the object palette aragdonto the work space

i.  The application configuration object is used toimkefthe applications. In this

simulation database, emails, ftp and Http appbeetiare used

ii.  The profile configuration object is used to defthe application profiles

iii. Ip32_cloud object is used to act as the interloetct

iv.  Two ethernet4_slip8 gtwy’s are used to act as roitend router B

V. 10BaseT LAN object is used to act as the homeceffivhich supports 300
workstations

vi.  Three ppp_server objects are used to act as tedilver, database server and web

server

The screenshot below shows the network layout after objects are placed on the

workspace.
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Project: Thesis Scenario: No_Firewall [Subnet: top] =R

File Edit View Scenarios Iopology Traffic Protocols Simulation Resufts Windows Help
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Fig.3.10: Network Layout

3.6.2 Application Configuration

Four applications are created in this scenarioeitegate the required traffic over the cloud.
OPNET IT guru provides a separate object known msication config and the required

applications can be created at this level. Theov¥alg procedure illustrate how to configure

the application

i.  Right click on the Application config object andodse the edit attributes
ii. Add four rows to the applications definitions tatuch that four applications are
created
iii. Rename a row as Database and choose the heavygdtatthse against the Database
application
iv.  Rename another row as web and choose heavy browgmigst HTTP application
and the corresponding screenshot is as shown below

v. The rest of the rows are rename as email and fipchnose high load against both

FTP and Email application

vi.  Click on ok and save the project
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B3 (Application Config) Attributes

(o 5 |

Tz ‘Ummes

[ Thbte Value |
@ name Application Corfig
|-modet Application Corfig
[FIACE Tier Information None
[=] Application Defirtions ()
Frows 2
Beeo
@] |- Name Dafabase
@ [S]Description (.)
i) }-Custom off
| Detabase High Load
F-Email off
FRp off
FHitp off
- Print off
|-Remate Login Off
FVideo Corferencing off
Lvoice off
Elrow 1
&) | Name Web Browsing
@ [S]Description (.)
i) }-Custom off
| Detabase off
F-Email off
FRp off
FHitp |
- Print off
I-Remate Login Off
FVideo Corferencing off
Lvoice off
(3 [ Voice Encoder Schemes Al Schems
=]
I~ Apply Changes to Selected Objects I~ Advanced
—T

Fig.3.11: Application Configuration

3.6.3 Profile Configuration

An application needs to generate traffic over titernet. OPNET IT Guru provides a profile

configuration object which can be used to genetla¢enecessary traffic. The steps below

details how to set the profile definition

i.  Right click on the profile configuration object aadit the attributes

il. Add four rows for profile configuration

iii.  Name a row as Database_User and choose datalisedesired application
iv.  Name arow as Email_User-and choose email as teedepplication

v. Name another row as Ftp_User and choose ftp adeieed application

vi.  Name another row as Web_User and choose web akesired application as shown

in the screenshots below
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Type: ILtiJes
[ Astribute [Value
@ rname Profie Config
@ |model Profile Config
) [E)Profile Configuration )
@ |frows 2
Hrow
@ - Profile Name [Database_Used
@ [Fl Applications Hone
@ - Operation Mode Serial (Ordered)
6] |- Start Time (secands) unfom (100110}
@ - Duration (ssconds) End of Simulation
@ [F]Repeatabiity Once at Start Time:
[Hrow 1 Enter Profile Name....None, Serial (Ordered) unform (100, 110) End of Simulation Once ot Start Time.

Fig.3.12: Database Profile Config
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Fig.3.13: Web Profile Config
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Fig.3.14 Ftp Profile
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Type: IL.\i)es
[ trbute [ Value
name. profile.
|-model Profile Config
[=]Profile Configuration .}
frows 4
[EHrow 0 databas_user,(..) Seral (Ordered).uniform (100, 110) End of Simuiation,Once at Start Time:
EHrow 1 web_user.(...,Serial (Ordered) unfomn (100.110)End of Simulation Once at Statt Time
Elrow 2
i) |- Profile Name: fip_user
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|-Cperation Mode Serial (Ordered)
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Fig.3.15 Email Profile Config

50



With both profile configured, the applications aeady to generate the necessary traffic.

3.6.4 Cloud/Internet Configuration

OPNET IT guru provides an IP32 cloud which actsnapte public internet based cloud. In
this project this cloud is used to support the lozte, ftp, email and web applications. The

steps show how to configure the cloud/internet.

I.  Right click on the cloud and choose edit attributes

ii. Editthe packet latency attribute and set the vakieonstant 0.05 seconds as shown

175 150 125

_ BB (Cloud/Internet) Attributes. =

[EEGP Pammeter

{2 EICeL Bsckgrun Uikzaton Ner

1@ ECPU Resource P Singlé Pro-=s=o
[HEIGRF Farameie )

13

Distribution: INams:

O

First Arcument

Second Argumert:

Specil Value

Hep |

| -

Fig.3.16: Cloud/Internet Configuration

When the packet latency is set to 0.05 secondglitates that, the maximum packet delay
across the cloud due to the web, fip, email andbdate applications is 50ms. Each and every

packet is processed across the cloud with thigdnimlelay.

3.6.5 Office Configuration
10BaseT_Switch_LAN is used to construct the offieéwork and the following steps shows

how to configure the office LAN

I.  Right click on the office object and edit the dttries

ii. Number of workstations are set to 300
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iii.  An application supported profiles section is expahdnd four rows are added

iv.  Database profile is added the number of usersedrt® 450

v.  Another profile is set to web profile and the n@nlof users are set to 200 as
depicted by the figure below

vi.  The email and ftp profile are also added and theber of users are each set to 100

E3 (Office) Attributes

Type: [LAN

[ [Atrbute
@ rrame
@ |-model
(%) [ Aoplication: ACE Tier Corfiguration
@ |-Application: Destination Preferences
(3 [#]Appiication: Source Preferences
1@ (S Application: Supported Profiles
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Slrow

|- Profile Name

L Number of Clierts
Erow 1

|- Profile Name

L Number of Clients

PO 86 @

]
i
&
=
a
o
5
3
S
2
o
H

1@ [F]CPU Background Liiization
|®) [FICPU Resource Parameters
(3) [#]IP Host Parameters

|#) [H]IP Progessing Information
(@) [F]LAN Background Uiiization
1@ |FLAN Server Name

@ |-Number of Workstations
| [FISIP Frony Server Parameters
@) [E]SIP UAC Parameters

| I TCP Paremeters

Value
Offics
10BaseT_LAN
Unspecified
Mone

None

Databass_User
150

Web_lser

Nor
None

Single Processor

Nene
Auto Assigned
250

Defautt

Fig.3.17: Office Configuration

The office network is connected to the Router BiggiOBaseT links

3.6.6 Server Configuration

The three servers’ web, file and database are gt to support web, file and database
applications respectively in the following steps.
I.  Right click on the database server and chooseatidibutes
ii.  Edit the application supported profiles and setabDase application as supported
iii. A similar procedure is followed for web server, whethe web application is
supported at this level as shown below
iv. A similar steps are followed for the file servewhere the email heavy and file

transfer heavy application are supported
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Fig.3.20 File Server Configuration
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The three servers are then connected to the RAuising a PPP_DS1 links.

3.6.7 Performance Metrics

To evaluate the performance of cloud against the@abdse and web applications few
parameters are required. OPNET IT Guru providesethevels of performance evaluation
like at the global level, node level and link leadll of them are used in this simulation. The

following steps configure the performance metrics

i.  Right click on the workspace and choose the egiibaose Individual statistics
ii.  Now a separate window is opened where the optiochtmse the global, node and

link level metrics is as given below

Choose Results ! (=)
£ Choose Res uts

[+HEll Global Statistics
[H8 Mode Statistics
CEHE Link Statistics

Fig.3.21: Three Level Performance Metrics

Following metrics are chosen for performance evauaa

i.  From the Global level statistics, expand the DBrgusption and choose response
time, traffic sent and received
ii.  From the global level statistics, expand the Hppan and choose the page response

time, traffic sent and received and the correspapéfigure is as given below
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iii. Also the download, upload response time, traffiotsand received options are
checked for the email and ftp options.

Iv.  Expand the voice options and check the packet delagtion

[ =
Choose Results.

[HE| Giobal Statistics =
E

(8| Response Time isec)

Il Traffic Recsived (ytes/sec)
HE Traffic Received (packets/sec)
Il Traffic Sent (bytes/sec)

LBl Traffic Sent (packets/sec)

+HMll EIGRP
FH Email
FHI Ethemet
Il A
=HE| HTTP

[l Obiect Response Time (seconds)
1SPa P s T o

(Bl Traffic Received (bytes/sec)
Il Traffic Recaived {packsts/ssc)
HBl Traffic Sent (bytes/sec)

LWl Traffic Sent {packets/sec)

Wl GRP

P

Fig.3.22: Global Statistics Performance Metrics

From the node level statisties the following metrize chosen
i.  Expand the server DB query and choose load, tastepsing time(sec)
ii. Expand server HTTP and choose load(request/secjashdprocessing time(sec) as
shown below
iii.  Similarly expand the server FTP and server Email eilmoose load(request/sec) and
task processing time(sec)

iv.  Expand the IP and chaice traffic drop -and packétyde
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ER Choose Results . [

HI| Task Processing Time (sec)
HBl Traffic Recsived (ytes/sec)
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Bl Server Email
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HEl Task Processing
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HE Traffic Sent (ytes/sec)

LBl Treffic Sent (packets/sec)
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I Server Performance
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il Server Remote Login

i SIP uAC

Fig.3.23: Node Level Performance Statistics

The following are chosen from the link level statis

i.  Expand point to point option and check both thézaiiion metrics

B3 Choose Results A el ]

| Global Statistics
8| Node Statistics
[=HE| Link Statistics

B lowHeve! point-to-point

[=HE| point4o-point

o THR I

B throughput bits/sec) <
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B throughout fpackets/sec) <-

Link Statistics
point-to-point

utilization <--

b,

oy
1 ‘m_r':
|

e | oK |

Fig.3.24: Link Level performance Statistics

The performance metrics for the first scenarioddee. The next section explains the next

scenario- Firewall.
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3.6.8 Firewall Scenario

We duplicate the scenario in the last section &ater the scenario for this section. In this
scenario we impose the firewall policies over thaud/internet. The firewall will allow the
required traffic across the network and a pachtdriing is done. The duplicate procedure is

shown below.

Scenario: No_Firewall [Subnet: top]

Scenarios | Topology Traffic  Protocols  Simu
MNew Scenario... Ctrl+Shift+M
Duplicate Scenaric.., Ctrl+5hift+D

Manage Scenarios...

Previous Scenario Ctrl+Up
Mext Scenario Ctrl+Down
Switch To Scenaric 3

Scenario Components ’

Fig.3.25: Duplicate Scenario

The steps below'is used to configure the firewall

i.  Right click on the Router B and edit the attributes
ii.  From the option model choose, ethernet2_slip8 fiksuch that the router now acts
as a firewall
iii.  Proxy server information option is expanded andrtve 1 option is edited and the
latency is set to a constant value of 0.05

iv.  Expand the row 4 and set thelatency to-a-constdaé of 0.05
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[Aaneute Vaue )
@ [F]IP Muticast Parameters Defaut b
() [E]IP Processing Information [ g%
@ [F]IP Routing Parameters ) b
@ [#]1545 Paramsters () L
(@ [F]LAN Supported Profies None
(®) [F]OSPF Parameters ()

(@ [ElProxy Server information ()
-rOWS 10
Hrowo N
@& |- Application Custom Application
B |- Proxy Server Deployed Yes
@ LLatenq( {secs) ‘constant (0.05)
~ [Hwow1 Database, Yes exponential (0.00005)
[Hrow 2 Email Yes.No Latency
[Frow 3 Fitp, fes uriform {0.00005 0.0001) =
Erowd ! |
@ |- Appiication Hitp |
@  |-Proy Server Deploysd Yes |
& L Latency (secs) nstant (0.05)
[Flrow 5 Print, Yes constant (0.0002)
[ - Dinrmate Lanin hle KA
I Apoly Changes to Selected Cbiects
| Find Next |

Fig.3.26: Firewall Configuration

The latency for database, file and wve to a constant value of 0.05 and this

_—

indicates that, the packet filtering i d thus a delay of 50ms is incurred

o
e

Fig.3.27: Firewall Scenario Setup

With this the simulation of firewall scenario isramand the same performance metrics are

used across this scenario as in the first scenario.
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3.6.9 Firewall Blocking Scenario
In this scenario we block the web traffic over titwork and this scenario is created by
duplicating the second scenario. Some changes ade mo this network in this scenario in

the following steps

I.  Right click on the Router B and edit the attributes
ii. Expand the Proxy server information and choosedive4 i.e. HTTP

iii. Setthe proxy server deployed option t0 nolas shiawime figure below

e -,
E3 (Router B) Attnbules — ' l h I @,—E@.-,—.l
Type: firewall
Attribute WValue et
(#) [F]IGRP Parametars (.)
(3) [T]IP Mutticast Paremeters Default
(%) [P Processing Information {.) 3
(%) [F]IP Routing Parameters {3
@) [H155 Parsmeters (.
%) [T]LAN Supported Profiles None
(3) [£]OSPF Parameters (8]
(%) [=] Prosy Server Information ()
|rows 10 I
[Hrow 0 Custom Application,Yes.constart (0.08) |
[Frow 1 Database. Yes exponential (0.00005)
[FHrow 2 Email, Yes,No Latenc
[Hrow 3 Fip Yesinifonn (0.00005 0.0001) l
Elrow 4
[ @ |—ﬁ~pp\|cat\on Hitp -
| & |- Proxy Server Deployed R ——— | — ||
lea) L Lstency (secs) constant {0.05) %
[Frow 5 Print, Yes constant {0.0082) i
[Frow & Remote Login, Mo N/A.
[Hrow 7 Video Conferencing, Yes.exponertial {0.00001)
FPlre 8 PR fie o}
[~ Apply Changes to Selected Objects I~ Advanced
Find Next | Cancel I oK ‘
& E —

Fig.3.28: Web Traffic Block

With this all the web traffic across the cloud Isdiked and thus the simulation of firewall

blocking scenario is done.

3.7 Running the Simulation

Once all the three scenarios are done the simaol&ioun for two hours. It can be done from

the scenarios menu by choosing the manage sceng@tios as shown below.
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Scenario: Firewall_Blocking [Subnet: top]

[gcenarios] Topology Traffic  Protocols  Simule
Mew Scenario... Ctrl+5Shift+ M
Duplicate Scenario... Ctrl+Shift+D

=TT =

Manage Scenarios...

Previous Scenario Ctrl+Up
Mext Scenario Ctrl+Down
Switch To Scenario b
Scenario Components »

Fig.3.29: Manage Scenarios

With this option selected, a new window.is apened #ie simulation is run for two hours

and the corresponding Figure is as shown below

T

Simulation uns to go: 0 — Hapsed Time: — | Estimated Remaining Time: —

‘ Os. 0:00

Running: Firewall_Blocking I
[ 7200 / 7200.sim seconds| H

Simulation Speed | Messages |Memory ugage| x | = |

I |Sirmulation Completed - Collating Results _:_1
| |Events: Tatal (9001}, Average Speed (64755 events/zec)

Tire: Elapsed (1 sec.), Simulatzd (2 ir. 0 min Dsec.)

| |Sirmulation Log: 2 entries

Beginning simulation at 23:15:17 SunMNaw 102013

i
Simulation Completed - Collating Results
Ewvents: Total (3001), Average Speed (81826 events/sen)
Time: Elapsed (1 sec). Simulated (2 hr. 0 min. 0 sec)
Simulation Log: 2 entries

1

——

Kl e

Samudsted Time: 2h O0m 00s: Everts: 900 = f
Speed: Average: 81826 events/s=c reat. 81026 eventsisec

7 Save Ere ]

Fig.3.30: Simulation Runs for 2 hours

Once the simulation is done the next step is tduata the results and a detailed evaluation
of results is given in the next chapter. All theeth scenarios are compared against the

performance metrics chosen.

3.8 Result of the Simulation Experiment

In this section, the result of the simulation af three scenarios are presented
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3.8.1 Result for Database Application

This section illustrates the result for the databesplication.

3.8.2 Database Query Response Time

The table below shows the database query responsetaking after the first 40 minutes of

the simulation time.

Table 3.1: database query response time with packsize of 32MB (Low)

Scenarios 10Gbps 1Gbps 32Mbps
40mins 1hr 40mins 1hr 40mins lhr
20mins 20mins 20mins
No Firewall 0.21 0.11 0.18 0.18 0.12 0.06
Firewall 0.57 0.41 99 0.43 0.70 0.52
Firewall Blocking 0.22 Qa2 0.25 0.18 0.21 0.21

Table 3.2: database query response time with packsize of 100MB (Medium)

Scenarios 10Gbps 1Gbps 32Mbps
40mins ihr 40mins 1hr 40mins lhr
20mins 20mins 20mins
No Firewall 0.03 0.02 0.03 0.01 0.02 1.15
Firewall 8.42 6.23 91.62 157.02 29.01 16.21
Firewall Blocking 1.30 1.31 1.18 1.23 1.12 1.15
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Table 3.3: database query response time with packsize of 200MB (High)

Scenarios 10Gbps 1Gbps 32Mbps
40mins 1hr 40mins 1hr 40mins 1hr
20mins 20mins 20mins
No Firewall 0.19 0.19 0.18 0.18 0.19 0.19
Firewall 132.32 197.60 171.09 245.21 100.28 139.6¢
Firewall Blocking 29.67 64.41 30.35 65.14 37.78 343.

3.8.3 Server Database Query Load

The values in the table below shows the serversl@mloss the network when no security

policy is enforced.

Table 3.4: server database load with packet size 82MB (Low)

Scenarios 10Gbps 1Gbps 32Mbps
40mins 1hr 40mins lhr 40mins lhr
20mins 20mins 20mins
No Firewall 2.54 2.62 2.10 2.14 2.39 241
Firewall 0.002 0.001 0.002 0.001 0.001 0.001
Firewall Blocking 2.35 2.36 2.35 2.37 2.29 2.36
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Table 3.5: server database load with packet size @D0MB (Medium)

Scenarios 10Gbps 1Gbps 32Mbps
40mins 1hr 40mins lhr 40mins 1hr
20mins 20mins 20mins
No Firewall 6.14 6.14 5.72 5.73 5.40 5.39
Firewall 0.003 0.001 0.002 0.001 0.001 0.001
Firewall Blocking 5.78 6.06 5.63 4133 6.18 6.32
Table 3.6: server database load with packet size @00MB (High)
Scenarios 10Gbps 1Gbps 32Mbps
40mins 1hr 40mins lhr 40mins 1hr
20mins 20mins 20mins
No Firewall 6.50 6.54 6.97 7.40 6.10 6.15
Firewall 0.001 0.001 0.001 0.001 0.001 0.001
Firewall Blocking 9.02 5.11 633 0.2 4.63 4.76

3.8.4 Result for E-mail Application

This sections list the result for the email apglmaafter running the simulation.

3.8.5 E-mail Download Response Time

The table below shows the e-mail download respdnse when no security is imposed on

the network.
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Table 3.7: E-mail downloads response time with pa&k size of 32MB (Low)

Scenarios 10Gbps 1Gbps 32Mbps
40mins 1hr 40mins 1hr 40mins 1hr
20mins 20mins 20mins
No Firewall 0.52 0.54 0.62 0.60 0.61 0.63
Firewall 12.13 6.77 9.01 491 9.66 5.05
Firewall Blocking 0.003 0.003 0.003 0.003 0.003 03.0

Table 3.8: E-mail downloads response time with pa&k size of 100MB (Medium)

Scenarios 10Gbps 1Gbps 32Mbps
40mins lhr 40mins 1hr 40mins 1hr
20mins 20mins 20mins
No Firewall 0.11 0.11 0.12 .12 0.11 0.11
Firewall 3.76 3.84 3.85 Sl / 3.68 3.74
Firewall Blocking 0.11 1.2 Tl O-14 0.23 0.17

Table 3.9: E-mail downloads response time with pa&i size of 200MB (High)

Scenarios 10Gbps 1Gbps 32Mbps
40mins | 1hr 40mins | lhr 40mins | 1hr20mins
20mins 20mins
No Firewall 0.12 0.12 0.12 0.12 0.12 0.12
Firewall 10.29 10.16 11.29 11.29 9.35 9.49
Firewall Blocking 0.12 0.12 0.12 0.12 0.12 0.12
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3.8.6 E-mail Upload Response Time

The table shows the upload response time wherrewdll is imposed on the network.

Table 3.10: E-mail Upload Response Time with packetize of 32MB (Low)

Scenarios 10Gbps 1Gbps 32Mbps
40mins 1hr 40mins lhr 40mins 1hr

20mins 20mins 20mins

No Firewall 0.78 0.93 0.54 070 0.97 0.97

Firewall 0.97 1.15 0.89 1.09 2.17 1.63

Firewall Blocking 0.003 0.003 0.003 0.003 0.003 03.0

Table 3.11: E-mail Upload Response Time with packeiize of 100MB (Medium)

Scenarios 10Gbps 1Gbps 32Mbps
40mins 1lhr 40mins 1hr 40mins 1hr
20mins 20mins 20mins
No Firewall 0.11 0.11 o Al Quil¥l 0.11 0.11
Firewall 5.84 ) %) Q22 5.27 5.14 5.15
Firewall Blocking 0.11 0.11 0.11 0:11 0.11 0.11
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Table 3.12: E-mail Upload Response Time with packedtize of 200MB (High)

Scenarios 10Gbps 1Gbps 32Mbps
40mins | 1hr 40mins | l1hr 40mins | 1hr20mins
20mins 20mins
No Firewall 0.12 0.12 0.12 0.12 0.13 0.12
Firewall 10.35 10.40 10.91 10.87 9.36 9.26
Firewall Blocking 0.12 0.12 0.12 0.12 0.11 0.13

3.8.7 Server Email Load

The table below shows the load on the e-mail semiezn no security is imposed on the

network.

Table 3.13: E-mail server load with packet size @2MB (Low)

Scenarios 10Gbps 1Gbps 32Mbps
40mins 1hr 40mins 1hr 40mins lhr
20mins 20mins 20mins
No Firewall 0.06 0.04 0.06 0.05 0.06 0.04
Firewall 0.02 0.03 0.02 0.02 0.02 0.02
Firewall Blocking 0 0 0 0 0 0
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Table 3.14: E-mail server load with packet size cfOOMB (Medium)

Scenarios 10Gbps 1Gbps 32Mbps
40mins 1hr 40mins 1hr 40mins 1hr
20mins 20mins 20mins
No Firewall 0.18 0.19 0.17 0.17 0.18 0.18
Firewall 0.003 0.001 0.004 0.002 0.003 0.002
Firewall Blocking 0 0 0 0 0 0
Table 3.15: E-mail server load with packet size d200MB (High)
Scenarios 10Gbps 1Gbps 32Mbps
40mins lhr 40mins 1hr 40mins 1hr
20mins 20mins 20mins
No Firewall 0.32 32 0.29 0.28 0.29 0.27
Firewall 0.005 0.003 0.005 0.003 0.005 0.002
Firewall Blocking 0 0 0 0 0 0
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3.8.8 Result Web Application

The results for the web application are listechis section.

3.8.9 Hittp Page Response Time

The table below shows the page response time.

Table 3.16: page response time with packet size 3MB (Low)

Scenarios 10Gbps 1Gbps 32Mbps
40mins 1he 40mins 1hr 40mins 1hr
20mins 20mins 20mins
No Firewall 0.81 0.82 0.80 0.82 0.84 0.83
Firewall 491 3.3 4.75 3.04 6.36 4.50
Firewall Blocking 0.005 0.005 0.005 0.005 0.005 08.0
Table 3.17: page response time with packet size BOMB (Medium)
Scenarios 10Gbps 1Gbps 32Mbps
40mins 1hr 40mins 1hr 40mins lhr
20mins 20mins 20mins
No Firewall 0.08 0.08 0.08 0:08 0.08 0.08
Firewall 4.25 4.32 4.20 4.24 4.24 4.36
Firewall Blocking 0.08 0.08 0.08 0.08 0.08 0.08
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Table 3.18: page response time with packet size 200MB (High)

Scenarios 10Gbps 1Gbps 32Mbps
40mins 1hr 40mins 1hr 40mins 1hr
20mins 20mins 20mins
No Firewall 0.05 0.03 0.05 0.03 0.05 0.04
Firewall 9.24 9.28 9.40 9.70 8.33 8.34
Firewall Blocking 0.02 0.02 0.02 0.02 0.02 0.02

3.8.10 Http Server Load

The table below shows the server http load in regper second when no firewall is imposed

on the network

Table 3.19: server http load with packet size of 3@B (Low)

Scenarios 10Gbps 1Gbps 32Mbps
40mins 1hr 40mins 1hr 40mins lhr
20mins 20mins 20mins
No Firewall 1.06 1.01 103 0.92 1.06 0.91
Firewall 0.62 0.71 0.61 0.75 0.56 0.72
Firewall Blocking 0 0 0 0 0 0
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Table 3.20: server http load with packet size of TIMB (Medium)

Scenarios 10Gbps 1Gbps 32Mbps
40mins 1hr 40mins 1hr 40mins 1hr
20mins 20mins 20mins
No Firewall 59.01 59.82 58.35 59.04 58.84 58.87
Firewall 0.02 0.009 0.02 0.007 0.009 0.006
Firewall Blocking 0 0 0 0 0 0
Table 3.21: server http load time with packet sizef 200MB (High)
Scenarios 10Gbps 1Gbps 32Mbps
40mins lhr 40mins 1hr 40mins 1hr
20mins 20mins 20mins
No Firewall 9.27 9.24 9.03 g.33 9.20 9.22
Firewall 0.02 0.008 0.02 0.01 0.01 0.007
Firewall Blocking 0 0 0 0 0 0
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3.8.11 Result for Ftp Application

This section list the result for the ftp applicatio

3.8.12 Ftp Download Response Time

The results in the table below shows the ftp doadloesponse time when no firewall

imposed on the network

Table 3.22: Ftp downloads Response Time with packsize of 32MB (Low)

Scenarios 10Gbps 1Gbps 32Mbps
40mins 1hr 40mins 1hr 40mins 1hr
20mins 20mins 20mins
No Firewall 0.52 0.61 0.60 0.60 0.77 0.82
Firewall 0.61 0.81 358 1.85 19.93 11.74
Firewall Blocking 0.004 0.004 0.004 0.004 0.004 04.0

Table 3.23: Ftp downloads Response Time with packeize of 100MB (Medium)

Scenarios 10Gbps 1Gbps 32Mbps
40mins 1hr 40mins 1hr 40mins 1hr
20mins 20mins 20mins
No Firewall 0.11 0.12 0.12 0.12 0.12 0.12
Firewall 3.38 3.47 3.33 3.38 3.69 3.77
Firewall Blocking 0.12 0.13 0.12 0.12 0.12 0.12
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Table 3.24: Ftp downloads Response Time with packeize of 200MB (High)

Scenarios 10Gbps 1Gbps 32Mbps
40mins 1hr 40mins 1hr 40mins 1hr
20mins 20mins 20mins
No Firewall 0.24 0.24 0.26 0.26 0.25 0.25
Firewall 26.72 28.08 28.71 28.23 23.50 23.46
Firewall Blocking 0.27 0.25 0.26 0.25 0.26 0.26

3.8.13 Ftp Upload Response Time

The following table results shows the ftp uploaspanse time when no firewall is imposed

on the network.

Table 3.25: Ftp uploads Response Time with packeize of 32MB (Low)

Scenarios 10Gbps 1Gbps 32Mbps
40mins 1hr 40mins lhr 40mins lhr
20mins 20mins 20mins
No Firewall 0.03 0.03 0.03 0.02 0.03 0.02
Firewall 23.44 11.47 11.97 13.06 1.74 1.26
Firewall Blocking 0.004 0.004 0.004 0.004 0.004 04.0
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Table 3.26: Ftp uploads Response Time with packeize of 100MB (Medium)

Scenarios 10Gbps 1Gbps 32Mbps
40mins 1hr 40mins 1hr 40mins 1hr
20mins 20mins 20mins
No Firewall 0.12 0.12 0.12 0.12 0.11 0.12
Firewall 5.46 5.45 6.22 6.34 7.17 7.26
Firewall Blocking 0.12 0.12 0.12 0.12 0.13 0.13
Table 3.27: Ftp uploads Response Time with packeize of 200MB (High)
Scenarios 10Gbps 1Gbps 32Mbps
40mins lhr 40mins 1hr 40mins 1hr
20mins 20mins 20mins
No Firewall 0.22 0.22 0.23 @25 0.22 0.22
Firewall 23.77 24.10 27.41 el .25 27.15 27.56
Firewall Blocking 0.23 0.24 23 0-28 0.23 0.23
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3.8.14 Server Ftp Load

The figures in the table below show the load onfthheerver in all the three scenarios.

Table 3.28: Server Ftp load with packet size of 328! (Low)

Scenarios 10Gbps 1Gbps 32Mbps
40mins 1hr 40mins 1hr 40mins lhr
20mins 20mins 20mins
No Firewall 0.03 0.03 0.03 0.02 0.03 0.02
Firewall 0.009 0.01 0.01 0.01 0.01 0.01
Firewall Blocking 0 0 0 0 0 0
Table 3.29: Server Ftp load with packet size of 100B (Medium)
Scenarios 10Gbps 1Gbps 32Mbps
40mins 1hr 40mins lhr 40mins lhr
20mins 20mins 20mins
No Firewall 0.08 0.08 0.08 0.09 0.09 0.09
Firewall 0.001 0.001 0.002 0.001 0.001 0.001
Firewall Blocking 0 0 0 0 0 0
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Table 3.30: Server Ftp load packet size of 200MB (gih)

Scenarios 10Gbps 1Gbps 32Mbps
40mins 1hr 40mins 1hr 40mins 1hr
20mins 20mins 20mins
No Firewall 0.14 0.14 0.14 0.14 0.16 0.17
Firewall 0.001 0.001 0.001 0.001 0.005 0.002
Firewall Blocking 0 0 0 0 0 0
3.8.15 Cloud Performance
The table below shows the link utilization acrdss three scenarios
Table 3.31: cloud utilization with packet size of 3MB (Low)
Scenarios 10Gbps 1Gbps 32Mbps
40mins 1hr 40mins 1hr 40mins lhr
20mins 20mins 20mins
No Firewall 1.34 0.27 0.28 0.25 0.28 0.26
Firewall 0.18 0.16 0.18 0.17 0.18 0.17
Firewall Blocking 0.07 0.07 0.07 0.07 0.07 0.07
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Table 3.32: cloud utilization with packet size of Q0MB (Medium)

Scenarios 10Gbps 1Gbps 32Mbps
40mins 1hr 40mins 1hr 40mins 1hr
20mins 20mins 20mins
No Firewall 94.68 96.22 95.24 96.12 95.85 95.41
Firewall 0.86 0.89 0.86 0.89 0.87 0.89
Firewall Blocking 1.78 1.89 2.18 2.05 1.92 1.91

Table 3.33: cloud utilization with packet size of QOMB (High)

Scenarios 10Gbps 1Gbps 32Mbps
40mins lhr 40mins 1hr 40mins 1hr
20mins 20mins 20mins
No Firewall 95.57 97.96 96.08 875 95.39 97.42
Firewall 0.37 0385 0.38 .3 0.38 0.37
Firewall Blocking 421 4.35 4.10 4.17 4.56 4.55

3.9 Conclusion

In this chapter we presented the methodology fatuating the network performance against
firewall security policy. Three different scenariase simulated using OPNET IT Guru
Academic Edition 9.1 as a simulation tool and teémork is simulated for two hours. The
results of the simulation were also presentedhénrtext chapter, we shall discuss the result

of the experiment.
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CHAPTER 4

RESULTS AND EVALUATION

4.1 Introduction

In this chapter, the result of the simulation af three scenarios are presented and analyzed.
The result discussed the evaluation result aftening it for two (2) hours. The three

scenarios simulated in this research work are

i.  No Firewall scenario where there is no_firewallltg@g imposed on the network, so
all the four applications that generated the rexmlitraffic across the distributed
system are allowed to pass through the router.

ii. Firewall scenario where a firewall is imposed ttiefi some packet of the four
applications.

iii. The third scenario like the firewall with blockingapability where the three

applications are blocked and only allowed the dagakapplication to pass through.

The performance of the database, emalil, ftp andapglication are evaluated in this chapter
based on the performance metrics chosen at athtiee levels like global level, node level
and link level. All the obtained graphs are comgagigainst the performance metrics and a

detailed analysis is given.

4.2 Result for Database Application

The database application is one of the applicatittved generated traffic used in this
simulation and the performance of the databasdaioin is estimated against the database
guery response time. A packet size of 32MB (lovdQNIB(medium) and 200MB(high) are
imposed across the network and a link speed of J@8MbGbps and 10Gbps are set between
the router and the cloud and the database qusppmse time is evaluated in each packet
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sizes and data rate to investigate applicationgopeance. This section discusses the
performance evaluation of the database applicatimier the three scenarios. Database Query
Response Time is the elapsed time between the fad tquiry, query or demand on a
computer system (e.g. Database server) and tharbegiof a response; for example, the
length of the time between an indication of the ehdn inquiry and the display of the first
character (result) of the response at a user tetmiine lower the query response time of a

database operation, the higher the performandeeaddtabase application

4.2.1 Database Query ResponsKrNo u/sce[ario

This scenario allows all the applications to pdssugh the router without any filtering or

the database query response time.

Fig.4.1: Database Query Response Time - No Firewd&lkcenario
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From the graph above, the response time is congtemighout the simulation time with a
value between 0.180 seconds and 0.191 secondspésted, since there is no restriction to

the flow of traffic across the network, it will haxa smaller response time.

4.1.1. Database Query Response Time - Firewall Scenario

In this scenario, a packet latency of 0.05 is inggosn the network to filter the packets.
Latency is the time required by a system to comepdesingle transaction from start to finish.
In this scenario, a latency of 0.05 introduceslaydef 50ms into the network. The tables 3.1-

3.3 show the database query response time.

From the tables it can be analyzed that, the dagafaery response time increases with each
increase in data packet. When the simulation wasilsied for the first 40 minutes with a
data rate of 10Gbps, the response time was 0.®hdec8.42 seconds, and 132.32 seconds
respectively for data packet sizes of 32, 100 ad@MB. This implies that increasing the
packet size increases the database query resporeseHowever, the response time change
just a little with different data rates. The figurelow shows the database response time when

firewall is imposed on the network.

I I I [ I I I
Oh Oh 20m Oh 40m 1h 1k 20m Th 40m 2

Fig.4.2: Database Query Response Time - Firewall &tario
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From the figure above, the database query respganseds as high as 1.306 seconds. This is
due to the packet filtering imposed on the disteblusystem. When the distributed system
has firewall protection, everything that goes irdawut of it is monitored. The firewall
monitors all this information traffic to allow ‘gdodata’ in, but block ‘bad data’ from
entering computer network. Firewalls use packégriilg methods to control traffic flowing
in and out of the network. Firewall software uses-getermined security rules to create
filters — if an incoming packet of information (sinehunk of data) is flagged by the filters, it
is not allowed through. Packets that make it thhothe. filters are sent to the requesting
system and all others are discarded. All thesevides delay the response of the systems

hence a high value in the database query respmnse t

4.2.2 Database Query Response Time - Firewall Blocking Soario

In the third scenario, the functionality of theeiwall is further increased incorporating
filtering http, email and ftp traffics entering tbgstem. The tables 3.1-3.3 show the response

time when other applications are filtered by time\iiall.

The graph below shows the database query respamee when other applications are
blocked. It has a response time of 5.196 secontls & due to the fact that all other
applications are blocked and only the databaseicapioin goes through. As the packets
reaches the firewall interface, the firewall logisits filter table before making the decision
to allow only the database packet to pass throwgicd the higher value since some packet

filtering also occurs before decision are taken.
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Fig.4.3: Database Query Response Btking Scenario

4.2.3 Server Database Query Lo

The load on the databa i j‘;{k

the longer user request from 3 &3 A egrades the performance of

this section. The server database

-
f the ser

ver database query load,

e network when no security

policy is enforced.
From the tables, it can be seen that the load ®sehver is more when the data packet size is
high. A packet of 200MB that traverse on the nekwloas a load of 6.50 seconds and 6.54
seconds respectively when simulation runs for 40uteis and 1hour 20 minutes. The figure

below shows the load on the server.
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Menday, January 20, 2014

Fig.4.4. Server Database Query Load - (nario

The higher load on the database s allot of request that goes through the

router into the server. A database eflned load limits, it can handle only

m ‘

a limited number of concurre rent client P ado idress (and TCP port) and it can
_ _. —

serve only a certain ma m-nur When a web server is near to

-l

or over its limit, itbec es ponsive ar y in user request.

f
E -ﬂglf- onnecti he database server in a
e

number of connections increases so much that skmvies are reached.

4.2.5 Server Database Query Load - Firewall Scenario

The tables 3.4-3.6 show the load on the server ir@mall is imposed on the network.
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As expected, the load on the server is very lownndezurity is enforced across the network.
Since most of the unwanted traffics have been lddcknly the legitimate packets goes into

the server, so it quickly response to the useresijuence the low value.

average (in Server DB Query.Load (requests/sec])
00225
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Fig.4.5: Server Database Query Load - Firewall Scemio

The figure above shows the load when firewall ipased. From the graph, it has a higher
value of 0.0208 seconds during the iniatial stagkdrops to 0.0032 seconds and finally with
0.0013 seconds. This shows that when firewall ipased, because of the filtering of the
unwamted packets, only some small legitimate paajets to the server, hence the low load.
When firewall is imposed, it limits the number cfquest that goes to the server for

processing hence the lesser load on the server.

4.2.6 Server Database Query Load - Firewall Blocking

In the third scenario, all the other applications llocked and only the database application
is allowed access through the router. The tablds3®% show the load when others

applications are blocked.
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The load on the server is high and almost equas/éiue when no firewall is imposed. In

this scenario, all the applications are blocked anly the database application gets to the

server, hence the higher load.
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Fig.4.7: Server Database Query Load

From the graph, it can be seen t g almost equal in the case of firewall

blocking and no firewall scenario. ' value when firewall is imposed on the

p— ‘
networked. The overall ana ysis is tha .l”' ' network degrades system
-r:
performance since users x"‘" [ blern ": ) cket filtering on the router.

,A

E-mail appllca'ua ed in_this_section iage
response time when- the th .!: cenarios are coed -'-l,,,-" with packet size of 32MB,
100MB and 200MB are n: ps and 32Mbps are used and

evaluated against the performance metrics.

nloads and uploads

4.3.1 E-mail Download Response Time — No Firewall Scenari

The tables 3.7-3.9 show the e-mail download respdinge when no security is imposed on

the network.
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From the tables, it can be observed that the dadhiesponse time has a low value of 0.12
seconds and 0.11 seconds when a packet of 100MBGUMB are considered. Since there is

now limitation to the flow of packets through tlwauter, the download time is very low.

a8 erage (in Emai Dawnload Respanse Time [s2c)]

05

0.4

03

fuk3

01

oo

Oh Oh JUE_ 1h ZIJ iy Th 40m 2h

Fig.4.8: E-mail download response time - No FirewbEcenario

The above figure shows the email download response Since there is no blockage to the

packets it leads to a faster download time.

4.3.2 E-mail Download Response Time - Firewall Scenario

The result of the downlead response time when ggderimposed on the network is shown
in tables 3.7-3.9. The result shows an increasownloads response time when data packet
sizes increases. It can be seen that, the dowmésgmbnse time is 5.84 seconds for 100MB
and 10.35 seconds for 200MB. The more the packettbe longer it takes to download from
the email server. Also from the tables, it can bensthat the download response time is
almost equal across the different data rates inthoBee figure below shows the download

response time
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Fig.4.9: E-mail download response time &nario

The graph above shows a high va n gplosne time. In order to filter traffic,

efined rule yset , Hdists that contain packet qualities

— —
matched to an act F&ﬂ“'.‘ﬁ'-' ; f ck a packet from crossing or to

firewalls use pre

———

lles within the header. Many

rules distinguish packets i ion. Rule lists are written

sequentially. The fi i - igh rulesl ) ' ule that matches the

time processing the incoming request against itgy@nd deciding wheather to allow a
packet through or drop it. This therefore incretisetime it takes to download hence users

experience some delay in downloading their files.
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4.3.3 E-mail Download Response Time — Firewall Blocking &nario

In the third scenario, the email application isdied at the router and only the database
application is allowed access through the routehlds 3.7-3.9 show the result when email is
blocked. When the email is blocked, it has a vat®.12 seconds for 200MB data size.
When the packet reaches the router interface, etk it against its policy rule before
detecting that the email application is not allowwedpass through hence the value of 0.12

seconds.

4.1.2. E-mail Upload Response K NFLJIISn]rio

The upload response time is evaluated in this @eciihe tables 3.10-3.12 show the upload

response time when no firewall is impo

Fig.4.10: Email Upload Response Time — No FirewaBcenario
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The figure above shows the upload response tinfeadta peak value of 1.3621 seconds and
minimum value of 0.7313 seconds when the simulatias run for 2 hours. The low value is

due to no restriction to the flow of traffic.

4.3.4 E-mail Upload Response Time — Firewall Scenario

The tables 3.10-3.12 show the values when fireisaihplemented on the network. A packet

latency of 0.05 is imposed to induce delay intogjxetem.

A firewall is a piece of hardware or software tisatapable of filtering network traffic. This
is generally performed strictly based upon theiorémd/or destination of the data packets. A
packet is a container used to break up large messago smaller more manageable
segments. Each packet contains a header and daeahelader contains its origin address,
destination address and other information aboutpédeket itself. Firewalls go through a
simple three step process to determine whetheclepahould be accepted or rejected. The
firewall first analyzes the packet header. It theses this information to determine if the
packet matches any open connections within the §tedr. Finally, if it does not match any
state, a predetermined rule set is used to detertheaction that should be taken. Due to the
filtering of packet at the router, users experieacelay when uploading file into the server,

hence the higher value in the upload response time.
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Fig.4.11: E-mail upload response fi

check its security policy before deciding which lpetdo pass through.
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Fig.4.12: E-mail upload response time icking Scenario

Fig.4.13: E-mail upload response time

The figure above shows the results when all theetlscenarios are considered. It can be seen
that the upload response time is high when firewgalmposed on the network. Due to the
extra processing time taken by the router to poedispackets that wants access, the router

takes time to examine its policy table before aitmpaccess hence the high response time. In
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the no firewall scenario, the response time is fmce there is no processing done to the
packet at the router. With no firewall, the systparformance is enhanced. But the system

degrades as more security is imposed on the network

4.3.6 Server E-mail Load

The load on the email server is evaluated in thisisn under the three scenarios

4.3.6.1Server E- mail load — No firewall Scenario

The tables 3.37-3.39 show the IKON @Swe:l no security is imposed on the

network.

When the data packet is 200MB, the s 2 §eBonds to process user request. This
result is high as compare to other narios. Wieesecurity is imposed on the network, a
lot of traffics ge pock d on the server since the server must

spend some time

Fig.4.14: Server E-mail Load — No Firewall Scenario
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In this scenario, since there is no limit to treaflof traffic, a lot of requests get to the server

and these accounts for high load when comparedthdtother scenario.

4.3.7 Server E-mail load — Firewall Scenario

When firewall is implemented to filter some of thewanted traffic across the network, the

load on the server is shown in tables 3.13-3.15.

It can be observed that the load is very low wheswiall is implemented. As the firewall

blocks some packet from passinMoNo Mger,fhe server has little processing

to be done since only legitimate packet gets to dbwever for processing hence the low

response time of 0.005 seconds when 200MB of dataing downloaded.

Fig.4.15: Server E-mail Load — Firewall Scenario

Since the packets are deny access or block byotlterr only legitimate packets goes to the
server for processing. The server has an ampletorpeocess each request quickly hence the

low load on the server.
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4.3.8 Server E-mail load — Firewall Blocking Scenario

In the third scenario, the email application isdided by the router and only the database
application is allowed access through the routabld 3.13-3.15 show the load when the

email application is blocked

From the tables, it is evident that the load i®fosds since the application is prevented by

the router.

The figure below shows the load KhN/etv-\tjeSae Icenarios are considered.

Fig.4.16: Server E-mail Load ~

It can be observed that the load on the serveigls Wwhen no firewall is implemented. A lot
of user request gets to the server, so the saakes time to grant each request hence the high
load on the server. When firewall is imposed, theedlon the server is reduced drastically as
can be seen from the figure. Due to the overheathefrouter processing packets and

deciding on which one to allow access or deny, amhall legitimate packets gets to the
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server for processing hence the low load. In thelthcenario, the email application is

blocked so there is no processing on the server.

4.4 Result for Web Application

The web application is one of the applications texterated traffic used in this simulation
and the performance of the web application is edoh against the page response time. A
packet size of 32MB (low), 100MB(medium) and 200Migf) are imposed across the
network and a link speed of 10Mbps, 1Gbps and 18Giop set between the router and the
cloud and the page response time is-evaluateceim @a#eket sizes and data rate to investigate

applications performance.

4.4.1 Http Page Response Time - No Firewall Scenario

Tables 3.16-3.18 show the page response time whesecurity has been imposed on the

network.

From the tables, the page response time has a atwe wf 0.08 seconds and 0.03 seconds
when packet size of 100MB and 200 MB are consideraed lower response time shows that

there is no restriction to the flow of traffic assthe network.
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Fig.4.17 Http Page Response Time

The figure above shows the page

network.

=<

imposed over the firewall, the overall page respdimae is increased.
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Fig.4.18: Http Page Response Time

Firewalls sorting traffic is a relative t, they examine the packet headers.

Then, they c resally, they search through the

vill either match a state or rule and

next packet to be examine € pear. If a packet is allowed to

pass, it is pushed

packet latency of 0.05 set across gpwaind thus the delay is incurred in the

system.

4.4.3 Http Page Response Time - Blocking Firewall Scenari

The page response time when the other applicatianblocked is shown in tables 3.16-3.18.
As expected, the page response time is very lownwhe other applications are blocked. It

has a low value of 0.02 seconds.
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Fig.4.19: Http Page Response Time

Fig.4.20: Http Page Response Time

From the above figure, it is observed that the pa@gponse time is more when firewall is

imposed on the network. Due to the overhead oivaikfiltering on the router, it introduces
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extra processing which leads to an increase in pagponse time, i.e. degrade system
performance. In the case where there was no fitethal page response time is reduced. The

third scenario blocks the web application from leéwvork hence the low response time.

4.4.4 Server Http Load

The load on the web server is evaluated in this@eander the three scenarios considered in

the simulation exercise.

4.45 Server Http Load - No FirI@l Nalio | S |

The tables 3.19-3.21 show the server http loadequest per second when no firewall is

imposed on the network.

From the result, the load on the server is higl ho firewall is implemented on the

request gets to th t.igng..;mm. correspo ﬁ' Ad *"‘---- server needs to process

i -

J--..

a lot of the applications. __

-" — -,
..-I"""-"i
/%

Fig.4.21: Http Server Load - No Firewall Scenario
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The figure above shows the load when no securitysses. As a result of the free flow of

traffic, the server takes a lot time or busy preosg user request.

4.4.6 Server Http Load - Firewall Scenario

The results when firewall is imposed are showrhatables 3.19-3.21.

As a result of filtering some packet from gettinghe web server by the firewall, it has a low

value when compared to the no firewall scenarice fitewall blocks some unwanted traffic

from traversing the network, so NIN@%t tI the server, hence the load on

the server decreases.

Fig.4.22 :Http Server load - Firewall

From the graph above, the load on the server &ifig. It has a value of 0.3613 seconds at
the start of the simulation. It then drops to 0@&&conds for the first 20 minutes of the
simulation time and again rise to 0.7389 secondsrvthe simulation runs for 2 hours. This

is as a result of the filtering process that isntglplace on the router. As the packets reach the
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server, some are deny access and others are albweds as they reach the server hence the

fluating server load.

4.4.7 Server Http Load - Firewall Blocking Scenario

In the third scenario, the web application is bextkrom accessing the server hence it has no
value. Meaning there is no load on the server viherweb is blocked. The result of the three
scenarios are shown in the figure below

B Ho_Fiewal
M Fiewal
1% Firewall_Blocking
sgtaae (in Hitp U8 (recuestisec)
1 i -

]
¥ N | |

th h 20m \ J 1h 40m a2

Fig.4.23: Http Server Load

From the figure, it is evident that the load on tieb server is more when no firewall is
imposed on the networked as compared to when wdires implemented. In the third
scenario the web application is blocked hence #iees 0 on the server load. In no firewall
scenario, all packets that traverse the networlabiogved through hence the server spends a
lot of time processing the user request. This actamlifor the high value in the web server
load. In the case where the firewall is imposed, firewall filters all the packets and only
legitimate packets that conforms to the securitjcgf the organization is allowed through.

It can be concluded that when firewall is imposed tbhe network it degrades network
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performance since there is packet filtering takphgce on the router. This overhead of the

firewall impedes on the system performance.

4.5 Result for Ftp Application
This section discusses about the ftp applicatiohickv is one of the applications that
generated traffic used in the simulation experiméiip application is evaluated against

download response time and upload response time. |[d&d on the ftp server is also

evaluated to investigate the perf1<rN t)tvjagd'ré three different scenarios.

4.5.1 Ftp Download Response Time — No firewall Scenario

The results in the tables 3.22-3.24 show doad response time when no firewall is

imposed on the network

The result shows a low download ‘,' ] gecurity is imposed on the network.

0ss the '“""-“"" , it leads to a faster
-

Since there are

-:.""

response time. =

Tuesday, January 21, 20

Fig.4.24: Ftp Download Response Time — No Firewalcenario
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From the figure above, it can be observed thafthdownload response time is not constant
but varies along the simulations. It has a initialue of 0.5869 seconds and the drops to

0.2422 seconds and up to 0.6953 seconds.

4.5.2 Ftp Download Response Time - Firewall Scenario

The result of the download response time when aikelw implemented is shown in the tables

3.22-3.24.

When firewall is implemented, thIéwNj %hal a high value of 28.23 seconds

when a packet size of 200MB is considered. Thedriglalue is as result of the overhead

encounter by the firewall when processi retjaad also the packet latency of 0.05

imposed to induce some delay int

Fig.4.25: Ftp Download Response Time — Firewall Scario

A firewall is a piece of hardware or software tisatapable of filtering network traffic. This
is generally performed strictly based upon theiorand/or destination of the data packets. A

packet is a container used to break up large messago smaller more manageable
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segments. Each packet contains a header and detahélader contains its origin address,
destination address and other information aboutpéeket itself. Firewalls go through a
simple three step process to determine whetheclkepahould be accepted or rejected. The
firewall first analyzes the packet header. It theses this information to determine if the
packet matches any open connections within the §ter. Finally, if it does not match any
state, a predetermined rule set is used to deterthm action that should be taken. All these

decisions by the router implementing the firewake a considerable time on the processors

hence the higher value. K N l | S |

4.5.3 Ftp Download Response Time — Firewall Blocking Scamio

In the third scenario, the ftp applicati kKirom passing through the router. The

Wo esponse time increases with an

results are shown in tables 3.22-3.2

po
g
‘= the different data rates.

-4

Fig.4.26: Ftp Download Response Time — Firewall Baking Scenario
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From the figure above, it can be observed tharésponse time is constant through out the
simulation exercise. It has a value of 0.004 ses@uioss since the ftp application has been

blocked access. When all the three scenarios arsidered, the resultant graph is shown

below,

ime is high when security
is imposed on t . S 1d_scenkariar bserved that the ftp
download response crea gadeei data packet. In the case where no

security is implemented on the netw |- som@i@ions are blocked, the download

response time sees reduction. The reduction idakaaload response time is as a result of no

restriction across the network.
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4.5.4 Ftp Upload Response Time

The upload response time is discussed in thiseecti

4.5.5 Ftp Upload Response Time — No Firewall Scenario

In the first scenario, no firewall is imposed or thetwork. Tables 3.25-3.27 show the ftp
upload response time.

The results from the tables 3.25-3.27, show a lalmer of 0.02 seconds when 32MB of data
was uploaded into the ftp server nN tjnSo erved that the upload response
time increases with each increase in data pac values are almost constant through

the simulation when different data rates v

The figure below shows the graphi wall is implemented.

Fig.4.28: ftp upload response time — No firewaérsario
The low value as seen from the graph is as a restitte no restriction to the flow of traffic

across the router.
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4.5.6 Ftp Upload Response Time — Firewall Scenario

In the second case, a firewall is imposed on theor& and a packet latency of 0.05 set so as
to experience some delay in the distributed sysfeables 3.25-3.27 show the result when

security has been imposed on the network.

The figure above shows a high value when secwsiiynposed on the network. The upload

response time is high meaning users experience getag when uploading their files onto

the ftp server. This high value K thel sy: e since users have to wait a
considerable amount of time before their r ed'by the server.

The high value in the upload response time whewitl is imposed is as a result of the extra
processing being done by the router to filter aut Blegitimate packets from accessing the

router. Due to this overhead of the router, usetssgme delay in the system.
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4.5.7 Ftp Upload Response Time — Firewall Blocking Scenar

In the third scenario, the ftp application is bledkat the router. Tables 3.25-3.27 show the

results when other applications are blocked.

The upload response time is 0.23 seconds whengttgirupload 200MB of data onto the

server.

three scenarios into consideration produces thedigelow
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Fig.4.31: ftp upload response time

It is evident from the above figure ications are blocked from accessing

rewall is |mpo ed sees a decrease in

-

-
4.5.8 Server Ftp Load w
f
Tables 3.28-3.30 show the load 0 e: -
aples o.Zo-o. SNGC eoa D Servel rees

network. It has a high value of 0.14 mdbcond scenario where there is security
implemented on the system, the load reduces td.G86onds. But in the third case, since the
ftp application is blocked, it has a value of Othe second scenario, a value of 0.001 seconds
is the load on the server, meaning only small arhotipackets gets to server for processing
hence the server spend only 0.001seconds processigrequest. The analysis is that

imposing firewall on the network increases respdimee of user request. This unresponsive
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nature of the system degrades the system perfoemsince users request are not granted

quickly.

4.6 Cloud Performance

This section discusses the cloud utilization. Iteigaluated against the point to point
utilization. Network utilization is the ratio of ment network traffic to the maximum traffic
that the port can handle. It indicates the bandwidte in the network. While high network
utilization indicates the network i synlo [ ndicates the network is idle.
When network utilization exceeKMsm‘SnTcondition, it will cause low

transmission speed, intermittence, and reg

The tables 3.31-3.33 show the i h below shows the link utilization

across the three scenarios

Fig.4.32: Cloud Point to Point utilization

It can be observed from the above graph and tab&she overall point to point utilization
of cloud is more when there is no firewall acrdss hetwork as the cloud needs to process
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the database, email, ftp, and Http packets contisiyo As the firewalls imposes some
security policies and also delays the packets dygatket filtering, the cloud utilization is
decreased. When the third scenario where the viebarfd email traffics are blocked the
overall utilization of the cloud is further reducasl shown in the above graph. As the traffics
are blocked, the cloud has ample space to protessldatabase packets and the overall
utilization is reduced. Thus from the overall asayit can be estimated that the overall

utilization of the cloud can be optimized wheniegl is imposed on the network.
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CHAPTER 5

FINDING, CONCLUSION, AND RECOMMENDATION

5.1 Findings
The simulation experiment was used to measureotleing:
I. database query response time

il. http page response time

iii.  email/ftp upload and downlead response time

2 Point-to-point link utilizations.
Simulation results given in fig.4.1, fig.4.2 and.4.3, shows the database response to user
requests under the three different scenarios. Regpiime is low in the first scenario and the
third scenario. Introduction of a firewall increaseesponse times, however, when other
applications traffics are filtered; the databasepomse time improves over no firewall

scenario. The low response time corresponds tgrehnetwork performance.

Fig.4.20 shows the http response time with, withedirewall and firewall blocking for the
network. The performance of the two scenariosnicefirewall and firewall blocking are very
close and have a low response time. There IS heye pesponse time showing some

performance degradation when afirewall is in use.

Similarly, fig.4.13 and fig.4.27 shows the result the ftp and e-mail applications. Again the
download/uploads response time is very close andfto the ftp and e-mail applications
when no firewall is imposed and some applicatiolesked. Also it was evident from the
results that the chosen performance metrics ineseagth an increase in data size but almost
the same with different data rates. This incredéisesetwork performance since users see a

quick response to their request. The chosen pediocer metrics have a higher value when
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firewall is imposed on the network. This means thditen security is imposed on the

network, the network performance degrades.

The general conclusion is that network security aetivork performance are inversely
related, which implies that imposing more secuoitythe network, correlates to decrease in

the network performance.

5.2 Conclusion

The need for firewalls has led to their ubiquity.aNg every organization connected to the
Internet has installed some sort of firewall. Theuleof this is that most organizations have
some level of protection against threats from théside. This study has found out that
network security and network performance are irelgreelated. As seen from the result of
the simulation, network performance is adversefeaéd when firewall is implemented.
There is performance  degradation when security ciesli of the organization are
implemented. Nevertheless firewalls do not onlyuseca network but also contribute to
network performance by stopping attacks, improvirework availability, and reducing

unnecessary processing of illegitimate requests.

5.3 Recommendation

Based on the result of the study we recommend dhgdnizations turning to implement
security on their network should be prepared toeggpce a little decrease in network

performance.
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