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a b s t r a c t 

Vehicular Ad Hoc Networks (VANETs) have been developing based on the state-of-art in wireless network com- 

munication technologies to improve traffic on roads. However, there are some threats to security and privacy 

due to the open wireless environment in VANETs and the high speed of vehicles. The authentication of messages 

related to traffic which are exchanged with the vehicles and the Road-Side Unit (RSU) is considered one of the 

most VANETs necessary security requirements. In this context, several schemes have been designed to secure the 

traffic-related messages in VANETs. However, these schemes suffer from high computational costs in signatures’ 

verification. To minimize the computational cost of signature generation and verification, we propose an effi- 

cient Certificateless Public Key Signature (CL-PKS) scheme using bilinear pairing to provide conditional privacy- 

preserving authentication for Vehicle-To-Infrastructure (V2I) communication in VANETs. The CL-PKS scheme 

supports batch signature verification and aggregate signature verification functions to speed up verification pro- 

cess. In addition to this, we include blockchain to our CL-PKS scheme to implement revocation transparency of 

pseudo-identities efficiently before verifying the signatures. Furthermore, this scheme provides security proof and 

protection against different types of attacks. The proposed scheme incurs lower computational cost as compared 

to that incurred by existing schemes. 
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. Introduction 

An Intelligent Transportation System (ITS) performs an important

ole in traffic management on the road. The ITS provides pervasive

nd revolutionary services that will help better manage traffic caused

y thousands of vehicles in metropolitan cities in the near future [1] .

he fast-growing advancement in the state-of-the-art wireless commu-

ication technologies [2–4,33] allows manufacturers of vehicles and in-

ustries related to telecommunication to install wireless devices on ve-

icles. These permit vehicles to communicate traffic-related messages

ith each other and with infrastructure on the roadside (i.e. RSU) [5] .

he network which supports this type of communication is known as

ANET. An ordinary VANET environment consists of three fundamen-

al network nodes, i.e. Trusted Authority (TA), RSU, and an On-Board

nit (OBU) mounted on the vehicle. The communication in VANETs

s carried out through two ways such as Vehicle-To-Vehicle (V2V) and

2I. Fig. 1 depicts the overall scenario of VANETs. In V2V, a vehicle

xchanges traffic-related messages with other vehicles through a Ded-

cated Short Range Communications (DSRC) protocol (IEEE 802.11p)

ithin the coverage of the RSU [36,37] . In V2I, the vehicles and RSU or

A exchange traffic management information and infotainment services

n order to improve the driving, journey, and safety of passengers. 
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However, with these advantages, the VANETs bring some issues and

hallenges related to the security and privacy of traffic-related messages

6–10,12] . The communications in VANETs are performed through an

pen wireless medium; the adversaries could use this to launch vari-

us kinds of attacks. For instance, the attacker can alter emergency type

ritical traffic-related messages that could spread across the VANETs

o cause serious damages. Secure communications in VANETs manage

raffic better and control traffic accidents, signal violations, traffic jam,

arking difficulty, etc. Therefore, the traffic-related messages transmit-

ed in VANETs must satisfy security requirements [17] such as authen-

ication and integrity, conditional privacy preservation, un-linkability,

tc. In these, authentication is the primary and essential one for effective

ANETs security. 

To secure the traffic-related messages in VANETs, some authentica-

ion schemes have been proposed using Public Key Infrastructure (PKI),

dentity-based Cryptography (IDC) and CL Cryptography (CLC) focusing

n different security requirements have been proposed. In the schemes

ased on PKI, a Certificate Authority (CA) keeps a huge number of cer-

ificates for managing vehicles public keys. As a result, the RSU requires

ufficient computational power and storage capacity for the verification

f these certificates on traffic-related messages. To alleviate this load

aused from certificates’ management from the schemes based on PKI,
019 
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Fig. 1. A typical VANET scenario. 
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n IDC-based schemes are proposed. In IDC, the public key is derived

rom the identity information (i.e. email address, telephone number)

f a user. However, in IDC, a Private Key Generator (PKG) can forge

ser’s signature by using his private key, which is called key escrow

roblem. To remove this problem, Al-Riyami and Paterson proposed

he concept of CLC in 2003 [18] . The researchers have also proposed

he CL-Signature schemes [14,26–31] based on the CLC. 

.1. Motivations and contributions 

The vehicle high-speed (i.e. greater than 36 km/h) and a maximum

umber of vehicles in VANETs challenge vehicular communication. The

elay caused from the vehicles communications while moving with high

peed must be extremely short to fulfil the severe timing requirement

13] . The aforementioned CL-Signature schemes [14,27–31] have been

onstructed using bilinear pairings over an elliptic curve. However, the

ost time-consuming cryptographic operation in signature verification

n traffic-related message is the bilinear pairing operation over the ellip-

ic curve. Its computational cost is larger than the other cryptographic

perations’ computational cost. Therefore, the bilinear pairing opera-

ion creates computational overhead while verifying the signature on

raffic-related message. 

The above problem motivates us to propose an efficient CL-PKS

cheme using bilinear pairing to ensure conditional privacy-preserving

uthentication for V2I communication which is the most imperative

eed of the recent time for VANETs. 

• First, we design an efficient CL-PKS scheme to minimize the number

of pairing operations in signature verification to one pairing opera-

tion. We use general one-way hash functions instead of a special one-

way hash function (map-to-point) to improve the performance. We

also employ batch signature verification function to improve the per-

formance further by verifying multiple signatures on traffic-related

messages by the RSU at the same time. In addition to this, we use the

aggregate signature verification function to enhance the bandwidth

of the traffic-related communication between RSU and the Applica-

tion Server. 

• Second, we include blockchain [41] to introduce the revocation

transparency efficiently in VANETs. This allows every network

node in VANETs to check efficiently the revoked vehicles pseudo-
identities with the Proof of Presence (PoP) and Proof of Absence

(PoA) before verifying signatures on messages. 

• Third, we conduct an exhaustive security analysis to illustrate that

our proposed CL-PKS scheme fulfils requirements of security and pri-

vacy in V2I communication. 

• Finally, the performance efficiency in terms of computation and

communication costs is analysed to illustrate that our proposed CL-

PKS scheme is efficient in comparison with the existing relevant CL-

Signature schemes for vehicular communication. 

.2. Paper organization 

The rest of the paper is organized as follows. In Section 2 , the related

ork has been discussed. Section 3 describes an overview of blockchain

echnology briefly. The preliminaries for the proposed CL-PKS scheme

ave been discussed in Section 4 . The construction of the proposed CL-

KS scheme is given with detail in Section 5 . In Section 6 , detailed se-

urity analysis has been given. The performance of proposed CL-PKS

cheme is analysed comprehensively in Section 7 . The application of

roposed CL-PKS scheme in VANETs is provided in Section 8 . Finally,

ection 9 concludes the work of this paper. 

. Related work 

In literature, many security and privacy schemes based on signa-

ure have been designed in order to guarantee authentication, integrity,

rivacy, non-repudiation, etc. of all traffic-related messages communi-

ated in VANETs. In this domain, some authentication schemes based

n PKI have been developed for VANETs. The signatures in these PKI

chemes raise loads on the verifier vehicle in verifying signatures on

raffic-related messages generated from different vehicles in VANETs.

he OBU of verifier vehicle lack the capability to authenticate all signa-

ures by verification in due time (i.e. 100–300 ms) due to the low com-

utation power as a result computation cost is increased. Furthermore,

he size of each transmitted packet is increased due to signature and

ublic key certificate as a result communication cost is also increased. 

To overcome the aforementioned problems, several schemes based

DC schemes have been designed to guarantee the authenticity and in-

egrity of all messages transmitted in VANETs. The IDC has been intro-

uced by Shamir [19] for the first time in 1984. IDC have solved various

imitations in previous PKI-based schemes by removing certificates and

orrespondingly reduced the computation and communication costs. 

However, in IDC, the PKG can use the users’ private keys and forge

ignatures. To remove this problem, Al-Riyami and Paterson developed

 mechanism of CLC in 2003 [18] . The researchers have also devel-

ped CL-Signature schemes based on the CLC. There are many appli-

ation based CL-Signature schemes available in the literature [23–26] .

owever, it is not suitable for someone to use these schemes directly

or authentication purpose in VANETs because every application has

ts own security requirements. Several CL-Signature schemes [14,27–

1] have been proposed to offer authentication and integrity of mes-

ages transmitted in VANETs. Many of these schemes have been con-

tructed from bilinear pairing and utilize signature aggregation func-

ion. In signature aggregation, all valid signatures on traffic-related mes-

age are aggregated by the RSU and further verified by the Application

erver. However, it is also needed to verify multiple signatures at the

ame time instead of sequentially or aggregating them in VANETs, this

ype of verification is known as batch signature verification function.

n 2014, Malip et al. [27] designed a novel CL-Signature scheme to au-

henticate and preserve the privacy of messages broadcasted in VANETS.

owever, under this scheme, the signature on traffic-related message is

enerated with three scalar multiplication and two map-to-point hash

unction operations while the signature on the message is verified with

our bilinear pairing and three map-to-point hash function operations.

n 2015, Malhi et al. [28] presented a new efficient CL aggregate signa-

ure scheme for the authentication of traffic-related message. However,
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Fig. 2. Blockchain structure. 
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𝑒 ( 𝑃 , 𝑄 ) ∀P, Q ∈G . 
his scheme requires four scalar multiplication operations in message

igning and three bilinear pairing and three scalar multiplication oper-

tions in signature verifying. Horng et al. [29] designed a conditional

rivacy preserving CL-Signature scheme for V2I communication. This

cheme supports both batch and aggregate signature verification func-

ions. However, the cost for the signature verification consists of three

ilinear pairing, one scalar multiplication, and one map-to-point hash

unction operations which can affect vehicular communication. How-

ver, Li et al. [30] performed cryptanalysis and discussed the vulner-

bility to malicious but passive KGC attack on Horng et al.’s scheme

29] and proposed a secured scheme. However, their scheme needs two

calar multiplication and one map-to-point hash function operations to

ign the traffic-related message and needs three bilinear pairing, one

calar multiplication, and two map-to-point hash function operations to

erify the signature on message. In 2017, Tsai [14] designed a new CL

hort signature scheme based on bilinear pairing. This scheme has low

omputation costs in signing and verifying the message and is consid-

red efficient among the existing schemes due to only one pairing oper-

tion. In 2018, Gayathri et al. [26] developed a bilinear pairing free effi-

ient CL-Signature scheme for authentication of traffic-related messages

n VANETs. This scheme improves the performance of VANETs with re-

pective batch signature verification. Kumar et al. [31] designed a prov-

ble CL-Signature scheme based on bilinear pairing for VANETS. This

cheme does not provide batch signature verification of traffic-related

essages. However, the signing cost for the signature generation con-

ists of four scalar multiplication and one map-to point hash function

perations while the verifying cost for the signature consists of four bi-

inear pairing, three scalar multiplication, and one map-to-point hash

unction operations which can affect the performance of V2V and V2I

ommunication in VANETs. Recently, Zhang et al. [22] addressed the is-

ues related to data authenticity, third parties dishonesties, and system

fficiency in cloud assisted Industrial Internet of Thing (IIoT). They de-

igned a robust CL-Signature scheme which ensures data crowdsensing

ecurity in cloud assisted IIoT. This scheme provides provable security

gainst both Type-I and Type-II attacks. The performance of this scheme

s good because it requires only one scalar multiplication operation in

igning process and one bilinear pairing operation and one scalar mul-

iplication operation in verifying process. 

Therefore, there is a demand for the design of those schemes which

uthenticate traffic-related messages with batch signature verification

unction efficiently in VANETs and provides provable security under the

andom oracle model. 

. An overview on blockchain technology 

The blockchain technology was first introduced by Satoshi Nakamoto

s the primary technology behind bitcoin protocol [41] . Bitcoin is called

 first digital currency or crypto-currency or peer-to-peer e-cash system.

he blockchain is a decentralized database that keeps a continuously

ncreasing list of blocks containing all transactions. A transaction in a

lockchain shows an action triggered by a participant. The blocks are

hained to each other and are validated by the nodes take part in the

eer-to-peer network [42] . The blockchain is a type of data structure

hich is hard in modifying because it contains the list of ordered data

locks linked by the cryptographic hash function (such as SHA-256) as

hown in Fig. 2 . Each block refers to a preceding block resulting in

he blockchain. Once a block is made and inserted to the chain, then

he transactions in that block cannot be modified and revised because

he previous blocks are public and distributed as shown in Fig. 2 . The

lockchain as a distributed computational infrastructure allows a dis-

uptive solution for the problem of double spending without the need

f TA or CA in the middle to provide security and privacy when storing,

onitoring, tracking, sharing and managing data [43] . The distributed

edger is encrypted by using Merkle tree or hash tree. The Merkle tree is

 structure by which the leaf nodes are categorized with hashes of the

ata blocks and non-leaf nodes are categorized with their child nodes’
ryptographic hashes [15] . It verifies the content of huge data struc-

ure securely and efficiently. It has also a consensus methodology which

s based on the Proof of Work (PoW) algorithm. In this paper, we do

ot discuss in depth the implementation of Merkle tree in blockchain.

e concisely describe here the following two data structures based on

erkel tree [16] . 

1. Chronological Merkle Tree (CMT) and PoP : It is considered the fun-

damental data structure for the design of blockchain in [21,44] . In

CMT, the transactions from different nodes in peer-to-peer network

are hashed in an order sequence. The root or top hash is then consid-

ered and incorporated into blockchain. Therefore the CMT generates

and verifies the PoP for an issue, (i.e. un-revocation) efficiently. The

detail about CMT is beyond the scope of this work. For detail see

[16,41] . 

2. Lexicographical Merkle Tree (LMT) and PoA : The LMT rearranges all

the information related to an issue, i.e. (revocation) into a single

node of binary search tree efficiently. Therefore, LMT generates and

verifies the PoA of such issue efficiently [45] . 

Presently, the researchers are trying to utilize blockchain technol-

gy in various fields, such as electronic voting, healthcare, Internet of

hings, cloud computing [21] , VANETs [16] and so on. In [21] , Zhang

t al. proposed a blockchain-based outsource service fair payment model

alled BPay in cloud computing without the involvement of a third

arty. Under this model, reliability and robust fairness are achieved.

he advantage of BPay is that it is well-matched with the existing

lockchains such as Bitcoin and Ethereum and is efficient with respect

o computation cost. Lu et al. [16] designed a Blockchain-based Anony-

ous Reputation System (BARS) for VANETs. This system provides a

rivacy-preserving trust model in VANETs. The BARS uses blockchains

onnecting all the nodes in VANETs to efficiently ensure the trans-

arency of certificates issued from CA. This also controls the transmis-

ion of false messages by reputation evaluation algorithm and enables

ehicles to disclose the malicious behaviors of others. 

. Preliminaries for the proposed CL-PKS scheme 

We briefly describe the bilinear pairing and the basic definitions of

omputationally hard problems, network model, framework, security

otions and the use of blockchain for the proposed CL-PKS scheme. 

.1. Bilinear pairing and computational hard problems 

Let G 1 and G 2 be a cyclic additive and cyclic multiplicative groups

espectively having same prime order q , where as G 1 is generated by a

oint P . Let 𝑒 ∶ 𝐺 1 × 𝐺 1 → 𝐺 2 be a bilinear pairing which satisfies the

ollowing properties [32,33] . 

• Bilinearity : ∀ 𝑎, 𝑏 ∈ ℤ 

∗ 
𝑞 
, 𝑒 ( 𝑎𝑃 , 𝑏𝑃 ) = 𝑒 ( 𝑃 , 𝑃 ) 𝑎𝑏 = 𝑒 ( 𝑃 , 𝑎𝑏𝑃 ) = 𝑒 ( 𝑎𝑏𝑃 , 𝑃 ) .

• Non-degeneracy : There exists two points P, Q ∈G 1 , such that ̂𝑒 ( 𝑃 , 𝑄 ) ≠
1 where 1 is the identity element in G 2 . 

• Computability : There must be an efficient algorithm which computes
1 
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The following are some basic definitions of computationally hard

roblems which provide security foundation for our proposed CL-PKS

cheme. 

efinition 1. Discrete Logarithm (DL) problem: Given two points P and

 such that P, Q ∈G 1 , where P is a generator of G 1 having large prime

rder q . The task is to compute an integer a such that 𝑄 = 𝑎𝑃 ∈ 𝐺 1 ,

here 𝑎 ∈ ℤ 

∗ 
𝑞 

is an unknown integer. 

efinition 2. Computational Diffie–Hellman (CDH) problem: Given P,

P, bP ∈G 1 , where P is a generator of G 1 having large prime order q and

, 𝑏 ∈ ℤ 

∗ 
𝑞 
, it is mathematically infeasible to compute abP ∈G 1 . 

efinition 3. Collusion Attack Algorithm with k Traitors ( k- CAA) [39] :

or an integer k , and 𝑥 ∈ ℤ 

∗ 
𝑞 
, P ∈G 1 , given ( 𝑃 , 𝑄 = 𝑠𝑃 , ℎ 1 , ℎ 2 , … ., ℎ 𝑘 ∈

 

∗ 
𝑞 
) and (( 1 

ℎ 1 + 𝑠 
) 𝑃 , ( 1 

ℎ 2 + 𝑠 
) 𝑃 , … ., ( 1 

ℎ 𝑘 + 𝑠 
) 𝑃 ) , it is infeasible to compute

 

1 
ℎ + 𝑥 ) 𝑃 , where ℎ ∉ ( ℎ 1 , ℎ 2 , … ., ℎ 𝑘 ) . 

efinition 4. Inverse Computational Diffie–Hellman ( Inv -CDH) Prob-

em: Given P, aP ∈G 1 for 𝑎 ∈ ℤ 

∗ 
𝑞 

and P is a generator of G 1 having large

rime order q , it is mathematically infeasible to compute ( 1 
𝑎 
) 𝑃 ∈ 𝐺 1 . 

Inv- CDH problem is a hard problem because it is Probabilistic Poly-

omial Time (PPT) equivalent to CDH problem as mentioned above. 

.2. Network model 

According to the [13] , a VANET is organized into two layers. The

ower layer consists of OBUs and RSUs, while the upper layer comprises

As and Application Servers (traffic control centers). The construction

f our proposed CL-PKS scheme is based on five network nodes such as

wo TAs: a Tracing Authority (TRA) and Key Generation Centre (KGC),

pplication Server, RSU, and OBU in vehicle as shown in the Fig. 8 . The

etail is described as follows. 

1. OBUs: Vehicles are equipped with OBUs which are used to collect,

compute and communicate traffic-related information through DSRC

protocol (IEEE 802.11p) [36,37] . The OBU is a tamper-proof device

(TPD) which never disclose his stored information. A clock is fixed in

each OBU which can be securely resynchronized while moving in any

RSU coverage. A Global Positioning System (GPS) and interface is

also installed in each vehicle for location service and for interacting

with drivers, respectively. The OBU computation power and storage

capacity is less than RSU. Each vehicle signs traffic-related messages

and transmits to the neighboring RSU. 

2. RSUs: These are the base stations deployed along the roadside and

act as intermediate nodes among OBUs, TRA, KGC, and Application

Server. An RSU computation power and storage capacity is large

than OBU and less than TA and KGC. Upon receiving the signed

traffic-related messages, each RSU is responsible to verify the signa-

tures on the messages. The RSUs then exchange these verified mes-

sages with the Application Server through a secure channel. 

3. Authentication server: It is responsible to support applications

which are used for safety purposes and traffic managements. It com-

municates with the RSUs to provide application support through

a wired transport layer security protocol. It provides the authentic

traffic-related information to each RSU after analysis. Each RSU then

broadcasts such information within its own coverage in VANETs. 

4. TAs (TRA and KGC): These TAs have the authority to manage

and maintain VANETs. The TRA is responsible to register RSUs and

OBUs. It generates pseudo-identities to provide identity anonymity

among vehicles communications. It keeps secrets and takes the re-

sponsibility to resolve any dispute. It can trace and reveal the real

identities of misbehaving entities (RSUs or vehicles) from signed

messages and revokes them by revoking their registrations. While

the KGC is responsible to create and assign partial private keys for

OBUs. TRA and KGC have huge computation power and storage ca-

pacity than the RSU. In our proposed V2I communication model, it
is assumed that the TRA and KGC are trusted network nodes due to

strong security and do not conspired and compromised. 

.3. Framework 

The generic construction of our proposed CL-PKS scheme comprises

ix algorithms: Setup, PIDGen, PPKGen, SPKGen, CLSigGen , and CLSigVer-

fy . 

1. Setup : By taking a security parameter k , this algorithm responds with

system public parameters params and master secret keys x and s for

TRA and KGC, respectively. The TRA and KGC keep master secret

keys safe. 

2. PIDGen : The TRA executes this algorithm that takes params , a real

identity RID , and a partial pseudo-identity PID i ,1 from a vehicle V i as

input and outputs a pseudo-identity as PID i to KGC and vehicle V i . 

3. PPKGen : The KGC runs this algorithm that takes params and the

pseudo-identity PID i as input and responds with a partial private

key PSK i as output. 

4. SPKGen : The vehicle V i with the pseudo-identity PID i runs this algo-

rithm by taking params , secret value 𝛽 i , partial private key PSK i and

responds with a private key SK i and a concerned public key PK i . 

5. CLSigGen : The vehicle V i with the pseudo-identity PID i runs this

algorithm by taking params , message M i ∈ {0, 1} ∗ and private key

SK i as input and responds with a CL-Signature 𝜎i as output. 

6. CLSigVerify : A verifier executes this algorithm by taking params ,

message M i with the PID i , CL-Signature 𝜎i and public key PK i and

outputs true if 𝜎i is valid; otherwise outputs false. For simplicity,

we do not consider both batch signature verification and aggregate

signature verification functions here. 

.4. Security notions 

In CLC, two adversaries types such as Type-I and Type-II with dif-

erent capabilities are considered [18] . Type-I adversary considers an

utside user as a malicious user who cannot access the master secret

ey of KGC, but can only replace adaptively the public key of any user

y its chosen value. A Type-II adversary considers an honest but cu-

ious KGC who can access the master secret key of KGC but cannot

eplace the public key of any user by its chosen value. Furthermore,

ur proposed CL-PKS satisfies Existentially Un-Forgeability against an

daptively Chosen Message Attack (EUF-CMA) [34] . Therefore, for the

roposed CL-PKS scheme, we assume two security notions, EUF-CMA-I

or a Type-I adversary and EUF-CMA-II for a Type-II adversary. The two

ames that satisfy the two security notions are discussed as follows [35] .

Game I : This is an un-forgeability game which is played between

ype-I adversary  

𝐼 
𝑎𝑑𝑣 

and challenger . In this game,  maintains a list

o record the history of query-answer during interaction with  

𝐼 
𝑎𝑑𝑣 

. 

Phase 1 - Initial : A challenger  executes the Setup that takes a security

arameter k and sends the system public parameters to  

𝐼 
𝑎𝑑𝑣 

and keeps

he master secret key with him/herself. 

Phase 2 - Attack : In this,  

𝐼 
𝑎𝑑𝑣 

performs the following polynomially

ounded number of oracle-queries operations in an adaptively. It means

hat each query may depend on the result of the previous query. 

• Generate partial-private key :  

𝐼 
𝑎𝑑𝑣 

submits a query ( PID i , partial pri-

vate key generate ) to . On receiving this,  runs PPKGen algorithm

to send the partial private key PPK i to  

𝐼 
𝑎𝑑𝑣 

. Note PID i is not the

challenged pseudo-identity. 

• Generate private key :  

𝐼 
𝑎𝑑𝑣 

submits a query ( PID i , private key gener-

ate ) to . On receiving this,  runs PPKGen and SPKGen algorithms

and sends the private key as SK i to  

𝐼 
𝑎𝑑𝑣 

. 

• Set public key :  

𝐼 
𝑎𝑑𝑣 

submits a query ( PID i , public key request ) to .

On receiving this query,  sets public key PK i and sends it to  

𝐼 
𝑎𝑑𝑣 

. 

• Replace public key :  

𝐼 
𝑎𝑑𝑣 

with an pseudo-identity PID i replace a pub-

lic key PK by its chosen new secret value. 
i 
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• CL-sign :  

𝐼 
𝑎𝑑𝑣 

submits a query ( PID i , M i , signature ) to  .  finds pri-

vate key SK i from the list containing query-answer, runs CLSigGen

algorithm and sends a signature 𝜎i to  

𝐼 
𝑎𝑑𝑣 

. If the public key PK i is

replaced by  

𝐼 
𝑎𝑑𝑣 
, then  cannot compute SK i and thus the answer

from the oracle may be wrong. Since,  does not know the sender

secret value. In this situation, it is assumed that  

𝐼 
𝑎𝑑𝑣 

submits an ad-

ditional secret value (which is related to the public key PK i which

he is replacing) to the CL-sign oracle. 

Phase 3 - Forgery : Finally,  

𝐼 
𝑎𝑑𝑣 

gives a CL-Signature 𝜎∗ 
𝑖 

on a message

 

∗ 
𝑖 

corresponding to a challenged pseudo-identity 𝑃 𝐼𝐷 

∗ 
𝑖 

and a public

ey 𝑃 𝐾 

∗ 
𝑖 
. 

 

𝐼 
𝑎𝑑𝑣 

wins the Game I if the following conditions hold. 

• 𝜎∗ 
𝑖 

is a valid CL-Signature on the message M i for the pseudo-identity

𝑃 𝐼𝐷 

∗ 
𝑖 

and the corresponding public key 𝑃 𝐾 

∗ 
𝑖 
. 

•  

𝐼 
𝑎𝑑𝑣 

has never been queried the pseudo-identity 𝑃 𝐼𝐷 

∗ 
𝑖 

to the gener-

ate private key oracle. 

•  

𝐼 
𝑎𝑑𝑣 

has never been queried the pseudo-identity 𝑃 𝐼𝐷 

∗ 
𝑖 

to both gen-

erate partial-private key and replace public key oracles. 

•  

𝐼 
𝑎𝑑𝑣 

has never been queried the pseudo-identity 𝑃 𝐼𝐷 

∗ 
𝑖 

with respect

to message 𝑀 

∗ 
𝑖 

and public key 𝑃 𝐾 

∗ 
𝑖 

to the CL-sign oracle. 

efinition 5. EUF-CMA-I: A CL-PKS scheme is existentially un-

orgeable against adaptive chosen message attack, if for any PPT Type-

 adversary  

𝐼 
𝑎𝑑𝑣 
, the success probability 𝑆𝑢𝑐 𝑐 𝑘 

𝐴 𝑎𝑑𝑣 
is negligible, where

𝑢𝑐 𝑐 𝑘 
𝐴 𝑎𝑑𝑣 

is the  

𝐼 
𝑎𝑑𝑣 

success probability to win the Game I. 

Game II: This is an un-forgeability game which is played between

ype-II adversary  

𝐼𝐼 
𝑎𝑑𝑣 

and challenger . In this game,  maintains a

ist to record the history of query-answer during interaction with  

𝐼𝐼 
𝑎𝑑𝑣 

.

Phase 1 - Initial : A challenger  executes the Setup that takes a security

arameter k and responds  

𝐼𝐼 
𝑎𝑑𝑣 

with the system public parameters and

aster secret key. 

Phase 2 - Attack : In this,  

𝐼𝐼 
𝑎𝑑𝑣 

performs polynomially bounded num-

er of oracle-queries operations such as generate private key, set public

ey , and CL-sign which are similar to Game I. 

Phase 3 - Forgery : Finally,  

𝐼𝐼 
𝑎𝑑𝑣 

gives a CL-Signature 𝜎∗ 
𝑖 

on a message

 

∗ 
𝑖 

for a challenged pseudo-identity 𝑃 𝐼𝐷 

∗ 
𝑖 

and a corresponding public

ey 𝑃 𝐾 

∗ 
𝑖 
. 

 

𝐼𝐼 
𝑎𝑑𝑣 

wins the Game II if the following conditions hold. 

• 𝜎∗ 
𝑖 

is a valid CL-Signature on the message M i with the pseudo-identity

𝑃 𝐼𝐷 

∗ 
𝑖 

and the corresponding public key 𝑃 𝐾 

∗ 
𝑖 
. 

•  

𝐼𝐼 
𝑎𝑑𝑣 

has never been queried the pseudo-identity 𝑃 𝐼𝐷 

∗ 
𝑖 

to the gener-

ate private key oracle. 

•  

𝐼𝐼 
𝑎𝑑𝑣 

has never been queried the message 𝑀 

∗ 
𝑖 

for the pseudo-identity

𝑃 𝐼𝐷 

∗ 
𝑖 

with respect to public key 𝑃 𝐾 

∗ 
𝑖 

to the CL-sign oracle. 

efinition 6. EUF-CMA-II: A CL-PKS scheme is existentially un-

orgeable against adaptive chosen message attack, if for any PPT Type-

I adversary  

𝐼𝐼 
𝑎𝑑𝑣 
, the success probability 𝑆𝑢𝑐 𝑐 𝑘 

𝐴 𝑎𝑑𝑣 
is negligible, where

𝑢𝑐 𝑐 𝑘 
𝐴 𝑎𝑑𝑣 

is the  

𝐼𝐼 
𝑎𝑑𝑣 

success probability to win the Game II. 

.5. Blockchain in proposed CL-PKS scheme 

In our proposed scheme, there are two blockchains to which the

etwork nodes such as TRA, KGC, RSU, and vehicles are connected as

hown in Fig. 3 . 

1. Blockchain for Pseudo-Identities (PID-BC) : TRA generates PID-BC

which works as the public database for all those pseudo-identities

which have generated but have not been revoked by TRA. It provides

PoP of the pseudo-identity of sender vehicle for the verifier before

verifying signature on message with O (log N ) efficiency, where N de-

notes the number of leaves in the Merkle tree. 

2. Blockchain for Revoked Pseudo-Identities (RPID-BC) : TRA generates

RPID-BC which works as the public database for all those pseudo-

identities which have been revoked by TRA upon the request of the
verifier. It offers PoA of the pseudo-identity of sender vehicle for

the verifier before verifying signature on message with O (log N ) effi-

ciency, where N denotes the number of leaves in the Merkle tree. 

The pseudo-identities in PID-BC are stored chronologically in CMTs.

herefore, PID-BC is analogous to the conventional blockchain in bit-

oin. The RPID-BC comprises both CMT and LMT. The vehicles with

evoked pseudo-identities are stored chronologically in the LMT and

hose root is changed when a new vehicle with revoked pseudo-identity

s added in it. The transaction about pseudo-identity revocation and the

oncerned LMT root is stored chronologically by CMT. The CMT trans-

ction root and the LMT pseudo-identity root are saved in the block

eader [16] . The discussion on consensus mechanism based on the PoW

ffered by vehicles is beyond the scope of this work. 

In this paper, we conceptually discuss the blockchain inclusion in

ANETs and thereby this does not answer all the questions about

lockchain. 

. Proposed CL-PKS scheme 

We design a CL-PKS scheme based on blockchain to improve per-

ormance with respect to computational cost of V2I communication in

ANETs. Under the proposed CL-PKS scheme, we improve the perfor-

ance efficiency of the scheme [30] to verify multiple signatures by

tilizing the batch signature verification function. In this scheme, two

lockchains (i.e. PID-BC and RPID-BC) are used which connect network

odes (such as TRA, KGC, RSU, and vehicles) through the Internet as

hown in Fig. 3 . The notations used in this paper are given in Table 1 . 

.1. Construction 

The following is the detailed construction of the proposed CL-PKS

cheme. 

1. Setup 

This algorithm is run by TRA and KGC which takes a security pa-

rameter 1 k for k ∈N and generates the parameters first as ( G 1 , G 2 ,

e ), where ( 𝐺 1 , + ) and ( G 2 , ·) are two cyclic groups having large prime

order q and e : G 1 ×G 1 →G 2 is a bilinear pairing, as described in

Section 4 . 

1. Let TRA and KGC choose a random generator P of G 1 and let

𝑔 = 𝑒 ( 𝑃 , 𝑃 ) . 
2. TRA chooses a random number 𝑥 ∈ ℤ 

∗ 
𝑞 

as its master secret key and

sets 𝑇 𝑝𝑢𝑏 = 𝑥𝑃 as its master public key. 

3. KGC selects 𝑠 ∈ ℤ 

∗ 
𝑞 

randomly as its master secret key and sets

𝑃 𝑝𝑢𝑏 = ( 𝑃 𝑝𝑢𝑏 1 , 𝑃 𝑝𝑢𝑏 2 ) = ( 𝑠𝑃 , ( 1 
𝑠 
) 𝑃 ) as its master public key. 

4. TRA and KGC choose three distinct cryptographic general hash

functions H 0 , H 1 , and H 2 as H 0 : {0, 1} ∗ → ℤ 

∗ 
𝑞 
, 𝐻 1 ∶ {0 , 1} ∗ → ℤ 

∗ 
𝑞 
,

and 𝐻 2 ∶ {0 , 1} ∗ → ℤ 

∗ 
𝑞 
. 

5. TRA and KGC publish system parameters publicly as params = ( p,

q, P , 𝐺 1 , 𝐺 2 , ̂𝑒 , 𝑔, 𝑇 𝑝𝑢𝑏 , 𝑃 𝑝𝑢𝑏 , 𝐻 1 , 𝐻 2 ) . The TRA and KGC keep master

secret keys x and s safe, respectively. Notice H 0 hash function is

used only by TRA for pseudo-identity generation, therefore, it is not

published. 

2. PIDGen 

Upon the request of a vehicle V i , TRA generates a pseudo-identity

PID i for the vehicle V i . This algorithm works as follows. 

1. Vehicle V i first selects a number 𝛼𝑖 ∈ ℤ 

∗ 
𝑞 

randomly, computes

𝑃 𝐼𝐷 𝑖, 1 = 𝛼𝑖 𝑃 and sends ( RID, PID i ,1 ) to TRA via a secure channel,

where as RID is the real identity of the vehicle V i . 

2. After checking the uniqueness of RID of vehicle V i , TRA computes

𝑃 𝐼 𝐷 𝑖, 2 = 𝑅𝐼 𝐷 ⊕𝐻 0 ( 𝑥𝑃 𝐼 𝐷 𝑖, 1 , 𝑇 𝑖 ) , where as x is the TRA’s secret key

and T i is the time-stamp that shows the period validity. 

3. TRA sets 𝑃 𝐼𝐷 𝑖 = ( 𝑃 𝐼𝐷 𝑖, 1 , 𝑃 𝐼𝐷 𝑖, 2 , 𝑇 𝑖 ) as the pseudo-identity for the

vehicle V i and sends it to KGC and vehicle V i via the secure channel.

TRA then signs PID i using its master secret key x and inserts it in the

PID-BC. 
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Fig. 3. Proposed scheme. 

 

 

 

 

 

 

 

 

 

 

 

3. PPKGen 

Once received the pseudo-identity PID i from TRA, KGC works as fol-

lows. 

1. KGC first looks up the PID-BC and RPID-BC using T pub to ensure

that PID i is present in PID-BC and absent in RPID-BC. Which means

that PID i has been assigned to vehicle V i and has not been revoked by

TRA. CMT and LMT in PID-BC and RPID-BC present the PoP and PoA

of PID i for the KGC with O (log N ) efficiency. The KGC then generates

a partial private key PSK i for the vehicle V i as follows. 
Table 1 

Definitions of different notations. 

Notation Description 

TRA A tracing authorit

KGC A key generation 

RSU A road-side unit 

OBU An On-Board Unit

V i An i th vehicle 

G 1 An additive cyclic 

P A generator point 

G 2 A multiplicative cy

q An order of G 1 an

𝑒 ∶ 𝐺 1 × 𝐺 1 → 𝐺 2 A bilinear pairing 

x TRA’s master secre

T pub TRA’s master publ

s KGC’s master secr

P pub KGC’s master publ

RID i Vehicle V i real ide

PID i ,1 A part of pseudo-

PID i ,2 A part of pseudo-

𝑃 𝐼𝐷 𝑖 = ( 𝑃 𝐼𝐷 𝑖, 1 , 𝑃 𝐼𝐷 𝑖, 2 ) Vehicle V i pseudo

t i , T i A valid time perio

PSK i Vehicle V i partial 

𝛽 i A secret key chose

SK i Vehicle V i private 

PK i Vehicle V i public k

M i ∈ {0, 1} ∗ A message genera

H 0 (·), H 1 (·), and H 2 (·) Three one-way ge

⊕ An exclusive-OR o

𝜎i A signature on M i
2. KGC chooses 𝛾𝑖 ∈ ℤ 

∗ 
𝑞 

randomly, computes 𝐴 𝑖 = 𝛾𝑖 𝑃 , ℎ 𝑖 = 𝐻 1 ( 𝑃 𝐼𝐷 𝑖 ,

A i , P pub ) and 𝜃𝑖 = ( 𝑠 + ℎ 𝑖 𝛾𝑖 ) mod 𝑞, where as s is the KGC’s master

secret key. 

3. KGC sets 𝑃 𝑆𝐾 𝑖 = ( 𝜃𝑖 , 𝐴 𝑖 ) as the partial private key and sends it to

vehicle V i via the secure channel. 

4. SPKGen 

Upon receiving the partial private key PSK i from KGC and pseudo-

identity PID i from TRA, the vehicle V i works as follows. 

1. Vehicle V i first authenticates the partial private key PSK i by veri-

fying the equation 𝜃𝑖 𝑃 = 𝑃 𝑝𝑢𝑏 1 + ℎ 𝑖 𝐴 𝑖 as. 
y 

center 

 

group 

of G 1 
clic group 

d G 2 

t key 

ic key 

et key 

ic key 

ntity 

identity generated by V i 
identity generated by TRA 

-identity generated by TRA 

ds 

private key 

n by vehicle V i 
key 

ey 

ted by vehicle V i 
neral hash functions take {0 , 1} ∗ → ℤ ∗ 
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peration 
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Proof of correctness : 

𝜃𝑖 𝑃 = ( 𝑠 + ℎ 𝑖 𝛾𝑖 ) 𝑃 

= 𝑠𝑃 + ℎ 𝑖 𝛾𝑖 𝑃 

= 𝑃 𝑝𝑢𝑏 1 + ℎ 𝑖 𝐴 𝑖 

The vehicle V i does not accept the partial private key PSK i if the

above equation does not hold; otherwise computes as follows. 

2. Vehicle V i then selects a secret value 𝛽𝑖 ∈ ℤ 

∗ 
𝑞 

randomly and sets

the 𝑆𝐾 𝑖 = ( 𝛽𝑖 , 𝜃𝑖 ) as its private key. 

3. Vehicle V i computes 𝑈 𝑖 = 𝛽𝑖 𝑃 𝑝𝑢𝑏 1 , 𝑅 𝑖 = 𝜃𝑖 𝑃 𝑝𝑢𝑏 1 and sets 𝑃 𝐾 𝑖 =
( 𝑅 𝑖 , 𝑈 𝑖 ) as its public key and broadcasts it in VANETs. 

We recommend a preloading method [11] for CL-PKS scheme to

achieve different and unique pseudo-identity each time and there-

fore preserve the privacy of the vehicle. A group of pseudo-identities

having short expiration times with different changing intervals and

partial private keys are loaded into the vehicle via TAs after running

PIDGen and SPKGen algorithms. When all the pseudo-identities with

the vehicle are running out and the vehicle communication to TAs

after proper authentication with suitable bandwidth is established in

VANETs. Then the vehicle pseudo-identities are replenished through

a secure medium between the concerned vehicle and TAs. 

5. CLSigGen 

On inputs params , message M i ∈ {0, 1} ∗ , pseudo-identity PID i , Pri-

vate key SK i , and public key PK i to this algorithm. 

1. Vehicle V i computes 𝑗 𝑖 = 𝐻 2 ( 𝑀 𝑖 , 𝑃 𝐼𝐷 𝑖 , 𝐴 𝑖 , 𝑃 𝐾 𝑖 , 𝑃 𝑝𝑢𝑏 , 𝑡 𝑖 ) and gen-

erates the following CL-Signature as. 

𝜎𝑖 = 

( 

1 
𝑗 𝑖 𝜃𝑖 + 𝛽𝑖 

) 

𝑃 𝑝𝑢𝑏 2 (1)

𝜎i is a CL-Signature on the message M i for the pseudo-identity PID i 

within a fixed interval of time t i . 

2. Vehicle V i broadcasts the entire message-signature tuple ( M i , PID i ,

Pk i , 𝜎i , t i ) to a nearby verifier, i.e. RSU. 

The steps above after Setup algorithm are repeated every 100–300 ms

due to the DSRC protocol [36,37] . 

6. CLSigVerify 

Upon receiving the traffic-related message-signature tuple ( M i , PID i ,

PK i , 𝜎i , t i ) signed by vehicle V i , a concerned verifier has the respon-

sibility to verify the signature 𝜎i on message M i to guarantee that the

sender vehicle V i is not trying to pretend to be any other authorized

vehicle or broadcasts bogus messages. 

1. RSU first validates the message M i by the checking the timestamps

T i in the pseudo-identity PID i and t i in the message-signature tuple,

whether these are in a valid time intervals. If hold then RSU can

continue checking further. 

2. RSU then looks up PID-BC and the RPID-BC for the pseudo-identity

PID i using T pub to ensure that the received PID i is present in PID-BC

and absent in RPID-BC. Which means that PID i has been assigned

to vehicle V i and has not been revoked by TRA. CMT and LMT in

PID-BC and RPID-BC present the PoP and PoA of the PID i for RSU

with O (log N ) efficiency. If this holds then verifier can continue the

verification further. 

In this scheme, the RSU verifies the authenticity and integrity of

traffic-related message M i generated by vehicle V i by two functions

single signature verification and batch signature verification , which are

described as follows. 

(a) Single signature verification 

Through this type of verification, signatures on messages are ver-

ified one after the other sequentially. 

Once the RSU receives a message-signature tuple ( M i , PID i , PK i ,

𝜎i , t i ) sent by the vehicle V i and after checking the timestamps

(i.e. T i in the pseudo-identity PID i and t i in the message-signature

tuple) and pseudo-identity PID i (i.e. in PID-BC and RPID-BC),

the RSU utilizes params, M i , PID i , PK i , and 𝜎i , computes ℎ 𝑖 =
𝐻 1 ( 𝑃 𝐼𝐷 𝑖 , 𝐴 𝑖 , 𝑃 𝑝𝑢𝑏 ) and 𝑗 𝑖 = 𝐻 2 ( 𝑀 𝑖 , 𝑃 𝐼𝐷 𝑖 , 𝐴 𝑖 , 𝑃 𝐾 𝑖 , 𝑃 𝑝𝑢𝑏 , 𝑡 𝑖 ) and
checks whether the following equation is verified or not. 

𝑒 ( 𝜎𝑖 , 𝑗 𝑖 𝑅 𝑖 + 𝑈 𝑖 ) = 𝑔 (2)

If holds, then RSU accepts the CL-Signature 𝜎i on message M i 

otherwise rejects it. 

Proof of correctness : 

Taking L.H.S of Eq. (2) 

𝑒 ( 𝜎𝑖 , 𝑗 𝑖 𝑅 𝑖 + 𝑈 𝑖 ) = 𝑒 

( ( 

1 
𝑗 𝑖 𝜃𝑖 + 𝛽𝑖 

) 

𝑃 𝑝𝑢𝑏 2 , 𝑗 𝑖 𝑅 𝑖 + 𝑈 𝑖 

) 

= 𝑒 

( ( 

1 
𝑗 𝑖 ( 𝑠 + ℎ 𝑖 𝛾𝑖 ) + 𝛽𝑖 

) 

𝑃 𝑝𝑢𝑏 2 , 𝑗 𝑖 𝜃𝑖 𝑃 𝑝𝑢𝑏 1 + 𝛽𝑖 𝑃 𝑝𝑢𝑏 1 

) 

= 𝑒 

( ( 

1 
( 𝑗 𝑖 𝑠 + 𝑗 𝑖 ℎ 𝑖 𝛾𝑖 + 𝛽𝑖 ) 𝑠 

) 

𝑃 , 𝑗 𝑖 ( 𝑠 + ℎ 𝑖 𝛾𝑖 ) 𝑠𝑃 + 𝛽𝑖 𝑠𝑃 

) 

= 𝑒 

( ( 

1 
( 𝑗 𝑖 𝑠 + 𝑗 𝑖 ℎ 𝑖 𝛾𝑖 + 𝛽𝑖 ) 𝑠 

) 

𝑃 , ( 𝑗 𝑖 𝑠 + 𝑗 𝑖 ℎ 𝑖 𝛾𝑖 + 𝛽𝑖 ) 𝑠𝑃 
) 

= 𝑒 ( 𝑃 , 𝑃 ) 
1 

( 𝑗 𝑖 𝑠 + 𝑗 𝑖 ℎ 𝑖 𝛾𝑖 + 𝛽𝑖 ) 𝑠 
( 𝑗 𝑖 𝑠 + 𝑗 𝑖 ℎ 𝑖 𝛾𝑖 + 𝛽𝑖 ) 𝑠 

= 𝑒 ( 𝑃 , 𝑃 ) 

= 𝑔 = 𝑅.𝐻.𝑆 

Thus, the correctness of single signature verification proved. The

right hand side g of Eq. (2) is already computed in the Setup al-

gorithm. In single verifying n signature on n message, the RSU

would need n pairing operation, where 𝑛 = 1 , 2 , 3 , … . . 

(b) Batch signature verification 

Through batch signature verification function, multiple signa-

tures on multiple traffic-related messages generated from differ-

ent vehicles are verified by a single verifier simultaneously which

save the number of pairing operations and makes efficient the

overall performance of V2I communication in VANETs. 

Once the RSU receives multiple distinct message-signature tuples

( PID 1 , M 1 , PK 1 , 𝜎1 , t 1 ), ( PID 2 , M 2 , PK 2 , 𝜎2 , t 2 ), ....,( PID n , M n , PK n ,

𝜎n , t n ) for 𝑖 = 1 , 2 , 3 , … ., 𝑛 from different vehicles ( 𝑉 1 , 𝑉 2 , … .𝑉 𝑛 )
and after checking the timestamps (i.e. T i in the pseudo-identity

PID i and t i in the message-signature tuple) and pseudo-identity

PID i (i.e. in PID-BC and RPID-BC), the RSU utilizes params, M i ,

PID i , PK i , and 𝜎i , computes ℎ 𝑖 = 𝐻 1 ( 𝑃 𝐼𝐷 𝑖 , A i , P pub ) and 𝑗 𝑖 =
𝐻 2 ( 𝑀 𝑖 , 𝑃 𝐼𝐷 𝑖 , 𝐴 𝑖 , 𝑃 𝐾 𝑖 , 𝑃 𝑝𝑢𝑏 , 𝑡 𝑖 ) and checks whether the following

equation is verified or not. 

𝑒 

( 

𝑛 ∑
𝑖 =1 

( 𝜎𝑖 , 𝑗 𝑖 𝑅 𝑖 + 𝑈 𝑖 ) 

) 

= 𝑔 (3) 

If holds, then verifier accepts the CL-Signature 𝜎i on message M i 

otherwise rejects it. 

Proof of correctness : 

Taking L.H.S of Eq. (3) 

𝑒 

( 

𝑛 ∑
𝑖 =1 

( 𝜎𝑖 , 𝑗 𝑖 𝑅 𝑖 + 𝑈 𝑖 ) 

) 

= 𝑒 

( 

𝑛 ∑
𝑖 =1 

( ( 

1 
𝑗 𝑖 𝜃𝑖 + 𝛽𝑖 

) 

𝑃 𝑝𝑢𝑏 2 , 𝑗 𝑖 𝑅 𝑖 + 𝑈 𝑖 

) 

) 

= 𝑒 

( 

𝑛 ∑
𝑖 =1 

( ( 

1 
( 𝑗 𝑖 ( 𝑠 + ℎ 𝑖 𝛾𝑖 ) + 𝛽𝑖 

) 

𝑃 𝑝𝑢𝑏 2 , 𝑗 𝑖 𝜃𝑖 𝑃 𝑝𝑢𝑏 1 + 𝛽𝑖 𝑃 𝑝𝑢𝑏 1 

) 

) 

= 𝑒 

( 

𝑛 ∑
𝑖 =1 

( ( 

1 
( 𝑗 𝑖 𝑠 + 𝑗 𝑖 ℎ 𝑖 𝛾𝑖 + 𝛽𝑖 ) 𝑠 

) 

𝑃 , 𝑗 𝑖 ( 𝑠 + ℎ 𝑖 𝛾𝑖 ) 𝑠𝑃 + 𝛽𝑖 𝑠𝑃 

) 

) 

= 𝑒 

( 

𝑛 ∑
𝑖 =1 

( ( 

1 
( 𝑗 𝑖 𝑠 + 𝑗 𝑖 ℎ 𝑖 𝛾𝑖 + 𝛽𝑖 ) 𝑠 

) 

𝑃 , ( 𝑗 𝑖 𝑠 + 𝑗 𝑖 ℎ 𝑖 𝛾𝑖 + 𝛽𝑖 ) 𝑠𝑃 
) 

) 

= 𝑒 ( 𝑃 , 𝑃 ) 
∑𝑛 
𝑖 =1 

(
1 

( 𝑗 𝑖 𝑠 + 𝑗 𝑖 ℎ 𝑖 𝛾𝑖 + 𝛽𝑖 ) 𝑠 
( 𝑗 𝑖 𝑠 + 𝑗 𝑖 ℎ 𝑖 𝛾𝑖 + 𝛽𝑖 ) 𝑠 

)

= 𝑒 ( 𝑃 , 𝑃 ) 
= 𝑔 = 𝑅.𝐻.𝑆 
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Thus, the batch signature correctness is verified. The right hand-

side g of Eq. (3) is already computed in the Setup algorithm.

Therefore, through batch signature verification function, the RSU

requires only one pairing operation to verify n signature on n

message at the same time. 

.2. CL-PKS aggregation 

To get benefit from the verifier computation power and improve the

L-Signature verification further, we use an aggregate signature verifi-

ation function which has been introduced by Boneh et al. [38] . Given n

L-Signature on n message generated from n sender, the verifier collects

ll these and arranges them together into a single one. The resultant ag-

regate signature makes the verifier certain that n vehicle has signed the

 corresponding traffic-related message. This characteristic significantly

ecreases the computational cost in CL-Signatures verification and the

torage cost in transmission of CL-Signatures. 

The proposed CL-Signature aggregation scheme based on the afore-

entioned proposed CL-PKS scheme. The algorithms (i.e. Setup, PIDGen,

PKGen, SPKGen, CLSigGen are used for the proposed CL-Signature ag-

regation scheme. In addition to this, we consider the following two

lgorithms such as ACLSigGen and ACLSigVerify . 

1. ACLSigGen 

Each RSU performs as aggregate signature generator who aggre-

gates a bundle of CL-Signatures into single one, once received the

verified messages-signatures tuples ( M 1 , PID 1 , PK 1 , 𝜎1 , t 1 ), ( M 2 ,

PID 2 , PK 2 , 𝜎2 , t 2 ),....,( M n , PID n , PK n , 𝜎n , t n ) generated from n ve-

hicle ( 𝑉 1 , 𝑉 2 , … ., 𝑉 𝑛 ). To aggregate a bundle of the CL-Signatures

( 𝜎1 , 𝜎2 , … ., 𝜎𝑛 ) on messages ( 𝑀 1 , 𝑀 2 , … . , M n ) for the pseudo-

identities ( 𝑃 𝐼𝐷 1 , 𝑃 𝐼𝐷 2 , … ., PID n ) and the corresponding public

keys ( 𝑃 𝐾 1 , 𝑃 𝐾 2 , … ., 𝑃 𝐾 𝑛 ), RSU computes 𝜎𝑎𝑔𝑔 = 

∑𝑛 

𝑖 =1 𝜎𝑖 , outputs a

CL aggregate signature as 𝜎𝑎𝑔𝑔 = ( 𝜎1 , 𝜎2 , . … , 𝜎𝑛 ) and sends it to Ap-

plication Server. 

2. ACLSigVerify 

Upon receiving the CL aggregate signature 𝜎𝑎𝑔𝑔 = ( 𝜎1 , 𝜎2 , … ., 𝜎𝑛 ) on

messages ( 𝑀 1 , 𝑀 2 , … ., 𝑀 𝑛 ) for pseudo-identities ( 𝑃 𝐼𝐷 1 , 𝑃 𝐼𝐷 2 , … .,

PID n ) and the corresponding public keys ( 𝑃 𝐾 1 , 𝑃 𝐾 2 , … ., 𝑃 𝐾 𝑛 ) sent

from n vehicle ( 𝑉 1 , 𝑉 2 , … ., 𝑉 𝑛 ). 

• The Application Server first checks the validity of T i and t 1 , for 𝑖 =
1 , 2 , … ., 𝑛, if these hold, Application Server then utilizes params,

M i , PID i , PK i , and 𝜎𝑎𝑔𝑔 = ( 𝜎1 , 𝜎2 , … ., 𝜎𝑛 ) . 
• The Application Server then computes 𝑗 𝑖 = 𝐻 2 ( 𝑀 𝑖 , PID i , A i , PK i ,

P pub , t i ), for 𝑖 = 1 , 2 , … ., 𝑛 to check whether the following equa-

tion is verified or not. 

𝑒 

( 

𝑛 ∑
𝑖 =1 

( 𝜎𝑎𝑔𝑔 , 𝑗 𝑖 𝑅 𝑖 + 𝑈 𝑖 ) 

) 

= 𝑔 (4)

The Application Server accepts the CL aggregate signature if the

above equation holds; otherwise rejects it. 

. Security analysis 

In this section, our proposed CL-PKS scheme’s security is proved in

he random oracle model and analysed its security requirements. 

.1. Security proof 

Based on the following theorems, we prove that the proposed CL-PKS

cheme is un-forgeable against Type-I adversary and Type-II adversary

n the random oracle model. The hard problems in CL-PKS are similar

o the hard problems in Du and Wen’s scheme [40] . 

heorem 1. In the random oracle model, our CL-PKS scheme is EUF-CMA

ecure against Type-I adversary and Type-II adversary with the assumptions

hat 𝑘 − CAA problem in G and Inv-CDH problem in G are intractable. 
1 1 
The proof of this theorem according to the Definitions 5 and 6 follows

he following Lemmas 1 and 2 . 

emma 1. If an adversary  

𝐼 
𝑎𝑑𝑣 

with non-negligible advantage 𝜀 against

he EUF-CMA-I security of proposed CL-PKS scheme running in time t and

erforming 𝑞 𝐻 1 and 𝑞 𝐻 2 queries to H 1 and H 2 random oracles and q psk , q sk ,

 pk , and q sig queries to the generate partial-private key, generate private key,

et public key, and CL-sign oracles, then a challenger  1 is constructed to

olve the 𝑘 − CAA problem with the following advantage. 

 

′ ≥ 

(
𝜀 − 

1 
2 𝑘 

)( 

𝑞 𝐻 1 
− 1 

𝑞 𝐻 1 

) 𝑞 𝑝𝑠𝑘 + 𝑞 𝑠𝑘 + 𝑞 𝑠𝑖𝑔 +1 

ithin time 𝑡 ′ < 𝑡 + (2 𝑞 𝑝𝑘 + 𝑞 𝑠𝑖𝑔 ) 𝑡 𝑠𝑚 + 𝑞 𝑠𝑖𝑔 𝑡 𝑖𝑛𝑣 , where t sm 

is the time needed for

he computation of a scalar multiplication in G 1 and t inv is the time needed

or the computation of inversion in G 1 . 

roof of Theorem. We consider an adversary  

𝐼 
𝑎𝑑𝑣 

of Type-I which

reaks our proposed CL-PKS scheme. We consider a challenger  1 
o exploit  

𝐼 
𝑎𝑑𝑣 

for solving the 𝑘 − CAA problem in G 1 .  

𝐼 
𝑎𝑑𝑣 

and

 1 perform the adversary and challenger role respectively.  1 ac-

epts a challenge which contains random instance of 𝑘 − CAA problem,

.e. given P , 𝑃 𝑝𝑢𝑏 = ( 𝑃 𝑝𝑢𝑏 1 , 𝑃 𝑝𝑢𝑏 2 ) = ( 𝑠𝑃 , 𝑠 −1 𝑃 ) ∈ 𝐺 1 , ℎ 1 , ℎ 2 , … ., ℎ 𝑞 𝑝𝑠𝑘 
, and

 

1 
𝑠 + ℎ 1 

) 𝑃 𝑝𝑢𝑏 1 , ( 
1 

𝑠 + ℎ 2 
) 𝑃 𝑝𝑢𝑏 1 , … ., ( 1 

𝑠 + ℎ 𝑞 𝑝𝑠𝑘 
) 𝑃 𝑝𝑢𝑏 1 , the task of  1 is to compute

 ℎ ∗ , ( 1 
𝑗 ∗ ( 𝑠 + ℎ ∗ 

𝑖 
𝛾∗ 
𝑖 
)+ 𝛽∗ 

𝑖 

) 𝑃 𝑝𝑢𝑏 1 ) , where ℎ ∗ ∉ ( ℎ 1 , ℎ 2 , … ., ℎ 𝑞 𝑝𝑠𝑘 
) . We consider two

andom oracles (i.e. H 1 and H 2 ) which are queried by the  

𝐼 
𝑎𝑑𝑣 

. We also

ssume that a hash query for the pseudo-identity PID i to H 1 oracle is

erformed before the keys extraction or signing queries for that pseudo-

dentity PID i .  1 keeps two hash lists 𝐿 𝐻 1 and 𝐿 𝐻 2 and a public key list

 

pk which are initially empty.  1 interacts with  

𝐼 
𝑎𝑑𝑣 
, responds to all

he queries of  

𝐼 
𝑎𝑑𝑣 
, and records these in the lists 𝐿 𝐻 1 and 𝐿 𝐻 2 and L pk 

hroughout Game I which are as follows. 

• Setup : This algorithm is run by  1 which takes a security parameter

1 k for k ∈N and responds with system public parameters 𝑝𝑎𝑟𝑎𝑚𝑠 =
( 𝐺 1 , 𝐺 2 , 𝑃 , 𝑔, 𝑃 𝑝𝑢𝑏 , 𝐻 1 , 𝐻 2 ) and master secret key 𝑠 ∈ ℤ 

∗ 
𝑞 
, where 𝑔 =

𝑒 ( 𝑃 , 𝑃 ) and 𝑃 𝑝𝑢𝑏 = ( 𝑃 𝑝𝑢𝑏 1 , 𝑃 𝑝𝑢𝑏 2 ) = ( 𝑠𝑃 , 𝑠 −1 𝑃 ) . Note the secret key s

is unknown to  1 .  1 selects a pseudo-identity 𝑃 𝐼𝐷 

∗ 
𝑖 

randomly as

a challenged pseudo-identity for  

𝐼 
𝑎𝑑𝑣 

in this game and sends the

params to  

𝐼 
𝑎𝑑𝑣 

. 

• H 1 Oracle: When  

𝐼 
𝑎𝑑𝑣 

with a pseudo-identity PID i performs this

query to H 1 oracle,  1 checks whether the list 𝐿 𝐻 1 comprises ( PID i ,

A i , h i ) for the PID i . If it does,  1 responds  

𝐼 
𝑎𝑑𝑣 

with a previously

defined H 1 hash value; if it does not,  1 performs as follows. 

– If 𝑃 𝐼𝐷 𝑖 = 𝑃 𝐼𝐷 

∗ 
𝑖 

then  1 responds  

𝐼 
𝑎𝑑𝑣 

with a random ℎ ′ ∉
( ℎ 1 , ℎ 2 , … . , ℎ 𝑞 𝑝𝑠𝑘 ) hash value to  

𝐼 
𝑎𝑑𝑣 

. 

– If not,  1 chooses a value as ℎ 𝑖 ∈ ( ℎ 1 , ℎ 2 , … ., ℎ 𝑞 𝑝𝑠𝑘 
) randomly and

returns this to  

𝐼 
𝑎𝑑𝑣 

.  1 then inserts ( PID i , A i , h i ) into the list 𝐿 𝐻 1 .

• Generate partial-private key : If  

𝐼 
𝑎𝑑𝑣 

with a pseudo-identity PID i exe-

cutes this query,  1 performs as follows. 

– If 𝑃 𝐼𝐷 𝑖 ≠ 𝑃 𝐼𝐷 

∗ 
𝑖 
,  1 selects two random numbers 𝑢 𝑖 ∈ ℤ 

∗ 
𝑞 

and

ℎ 𝑖 ∈ ℤ 

∗ 
𝑞 
, computes 𝐴 𝑖 = ℎ −1 

𝑖 
( 𝑢 𝑖 𝑃 − 𝑃 𝑝𝑢𝑏 1 ) and sets 𝜃𝑖 = 𝑢 𝑖 and

𝐻 1 ( 𝑃 𝐼𝐷 𝑖 , 𝐴 𝑖 , 𝑃 𝑝𝑢𝑏 ) = ℎ 𝑖 .  1 then sets the partial private key as

𝑃 𝑆𝐾 𝑖 = ( 𝜃𝑖 , 𝐴 𝑖 ) , sends it to  

𝐼 
𝑎𝑑𝑣 
, and inserts ( PID i , A i , h i ) into

the list 𝐿 𝐻 1 . 

– If 𝑃 𝐼𝐷 𝑖 = 𝑃 𝐼𝐷 

∗ 
𝑖 
,  1 then halts and outputs “failure ”. 

• Set public key : Suppose  

𝐼 
𝑎𝑑𝑣 

performs this query on a pseudo-identity

PID i ,  1 verifies whether the list L pk comprises the tuple ( PID i , h i ,

PK i , 𝜃i , 𝛽 i ) for PID i . If it does,  1 responds  

𝐼 
𝑎𝑑𝑣 

with the previously

defined public key PK i ; if it does not,  1 retrieves the corresponding

elements ( PID i , A i , h i , ) from the list 𝐿 𝐻 1 , chooses a number 𝛽𝑖 ∈
ℤ 

∗ 
𝑞 

randomly, computes 𝑈 𝑖 = 𝛽𝑖 𝑃 𝑝𝑢𝑏 1 and 𝑅 𝑖 = 𝜃𝑖 𝑃 𝑝𝑢𝑏 1 , and then sets

public key as 𝑃 𝐾 𝑖 = ( 𝑅 𝑖 , 𝑈 𝑖 ).  1 sends it to  

𝐼 
𝑎𝑑𝑣 

and adds ( PID i , h i ,

PK , 𝜃 , 𝛽 ) to the list L pk . 
i i i 
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• Generate private key : If this query is performed on a pseudo-identity

PID i ,  1 checks whether 𝑃 𝐼𝐷 𝑖 = 𝑃 𝐼𝐷 

∗ 
𝑖 
. If 𝑃 𝐼𝐷 𝑖 = 𝑃 𝐼𝐷 

∗ 
𝑖 
,  1 termi-

nates and outputs “failure ”, if not, then  1 executes as follows. 

– If the list L pk comprises the concerned tuple ( PID i , h i , PK i , 𝜃i ,

𝛽 i ) for the PID i ,  1 then sets the private key as 𝑆𝐾 𝑖 = ( 𝛽𝑖 , 𝜃𝑖 ) and

responds  

𝐼 
𝑎𝑑𝑣 

with SK i . 

– If the list L pk does not comprise,  1 first executes generate partial-

private key and the set public key oracles queries for the PID i , after

this,  1 performs the aforementioned process and responds  

𝐼 
𝑎𝑑𝑣 

with 𝑆𝐾 𝑖 = ( 𝛽𝑖 , 𝜃𝑖 ) . 
• Replace public key : Suppose  

𝐼 
𝑎𝑑𝑣 

performs this query with an input

( 𝑃 𝐼𝐷 𝑖 , 𝑃 𝐾 

′
𝑖 
),  1 checks whether the list L pk contains the tuple ( PID i ,

h i , PK i , 𝜃i , 𝛽 i ). 

– If it does,  1 sets 𝑃 𝐾 𝑖 = 𝑃 𝐾 

′
𝑖 

and responds it to  

𝐼 
𝑎𝑑𝑣 

and also

update the list L pk with ( 𝑃 𝐼𝐷 𝑖 , ℎ 𝑖 , 𝑃 𝐾 𝑖 , 𝜃𝑖 , 𝛽
′
𝑖 
). Here it is assumed

that  1 can get an additional secret value 𝛽′
𝑖 

relating to the public

key 𝑃 𝐾 

′
𝑖 

which is replacing from  

𝐼 
𝑎𝑑𝑣 

. 

– If it does not,  1 then performs set public key oracle query to

generate ( PID i , h i , PK i , 𝛽 i ).  1 then sets 𝑃 𝐾 𝑖 = 𝑃 𝐾 

′
𝑖 

and inserts

( 𝑃 𝐼𝐷 𝑖 , ℎ 𝑖 , 𝑃 𝐾 𝑖 , 𝜃𝑖 , 𝛽
′
𝑖 
) into the list L pk . 

• H 2 Oracle: When  

𝐼 
𝑎𝑑𝑣 

executes this query for a pseudo-identity PID i 

on message M i with an input tuple ( M i , PID i , PK i , j i ),  1 first checks

whether the list 𝐿 𝐻 2 comprises the tuple ( M i , PID i , PK i , j i ) for PID i .

If it does,  1 responds  

1 
𝑎𝑑𝑣 

with the previously defined H 2 hash

value; otherwise  1 picks a number 𝑗 𝑖 ∈ ℤ 

∗ 
𝑞 

randomly and sets 𝑗 𝑖 =
𝐻 2 ( 𝑀 𝑖 , 𝑃 𝐼𝐷 𝑖 , 𝑃 𝐾 𝑖 , P pub ).  1 sends j i to  

𝐼 
𝑎𝑑𝑣 

and saves ( M i , PID i , PK i ,

j i ) in the list 𝐿 𝐻 2 . 

• CL-sign : When  

𝐼 
𝑎𝑑𝑣 

performs this query with an input ( M i , PID i ),

 1 chooses two numbers ( 𝜃𝑖 , 𝑗 𝑖 ) ∈ ℤ 

∗ 
𝑞 

randomly from the lists L pk and

𝐿 𝐻 2 respectively and computes 𝑅 𝑖 = 𝜃𝑖 𝑃 𝑝𝑢𝑏 1 − ( 1 
𝑗 𝑖 
) 𝑈 𝑖 . If the tuple con-

taining j i already present in the list 𝐿 𝐻 2 then  1 halts and terminates.

 1 then chooses another two random numbers ( 𝜃𝑖 , 𝑗 𝑖 ) ∈ ℤ 

∗ 
𝑞 

and tries

again.  1 generates the signature as 𝜎𝑖 = ( 1 
𝑗 𝑖 𝜃𝑖 

) 𝑃 𝑝𝑢𝑏 2 on message M i 

for the pseudo-identity PID i and adds ( M i , PID i , 𝜃i , PK i , j i ) into the

list 𝐿 𝐻 2 . Finally,  1 responds  

𝐼 
𝑎𝑑𝑣 

with the signature 𝜎i . If responses

to CL-sign oracle queries are valid then certainly the output 𝜎i is also

a valid signature on message M i for the PID i . The following verifica-

tion of the generated signature satisfies Eq. (2) . 

̂ ( 𝜎𝑖 , 𝑗 𝑖 𝑅 𝑖 + 𝑈 𝑖 ) = 𝑒 

( ( 

1 
𝑗 𝑖 𝜃𝑖 

) 

𝑃 𝑝𝑢𝑏 2 , 𝑗 𝑖 

( 

𝜃𝑖 𝑃 𝑝𝑢𝑏 1 − 

( 

1 
𝑗 𝑖 

) 

𝑈 𝑖 

) 

+ 𝑈 𝑖 

) 

= 𝑒 

( ( 

1 
𝑗 𝑖 ( 𝑠 + ℎ 𝑖 𝛾𝑖 ) 

) 

𝑃 𝑝𝑢𝑏 2 , 𝑗 𝑖 

( 

( 𝑠 + ℎ 𝑖 𝛾𝑖 ) 𝑃 𝑝𝑢𝑏 1 − 

( 

1 
𝑗 𝑖 

) 

𝑈 𝑖 

) 

+ 𝑈 𝑖 

) 

= 𝑒 

( ( 

1 
𝑗 𝑖 𝑠 + 𝑗 𝑖 ℎ 𝑖 𝛾𝑖 

) 

𝑃 𝑝𝑢𝑏 2 , ( 𝑗 𝑖 𝑠 + 𝑗 𝑖 ℎ 𝑖 𝛾𝑖 ) 𝑃 𝑝𝑢𝑏 1 
) 

= 𝑒 

( ( 

1 
( 𝑗 𝑖 𝑠 + 𝑗 𝑖 ℎ 𝑖 𝛾𝑖 ) 𝑠 

) 

𝑃 , ( 𝑗 𝑖 𝑠 + 𝑗 𝑖 ℎ 𝑖 𝛾𝑖 ) 𝑠𝑃 
) 

= 𝑒 ( 𝑃 , 𝑃 ) 
1 

( 𝑗 𝑖 𝑠 + 𝑗 𝑖 ℎ 𝑖 𝛾𝑖 ) 𝑠 
( 𝑗 𝑖 𝑠 + 𝑗 𝑖 ℎ 𝑖 𝛾𝑖 ) 𝑠 

= 𝑒 ( 𝑃 , 𝑃 ) 
= 𝑔 

Eventually,  

𝐼 
𝑎𝑑𝑣 

stops and computes a signature 𝜎∗ 
𝑖 

on a message

 

∗ 
𝑖 

(notice no signature query was executed on message 𝑀 

∗ 
𝑖 

before) for

he pseudo-identity 𝑃 𝐼𝐷 

∗ 
𝑖 

to satisfy the equation 𝑒 ( 𝜎∗ 
𝑖 
, 𝑗 ∗ 
𝑖 
𝑅 

∗ 
𝑖 
+ 𝑈 ∗ 

𝑖 
) = 𝑔. If

 𝐼𝐷 𝑖 ≠ 𝑃 𝐼𝐷 

∗ 
𝑖 
,  1 halts and outputs “failure ”; otherwise,  1 retrieves the

uples ( 𝑃 𝐼𝐷 

∗ 
𝑖 
, ℎ ∗ , 𝑃 𝐾 

∗ 
𝑖 
, 𝛽∗ 
𝑖 
) and ( 𝑀 

∗ 
𝑖 
, 𝑃 𝐼𝐷 

∗ 
𝑖 
, ℎ ∗ , 𝑃 𝐾 

∗ 
𝑖 
, 𝑗 ∗ ) from the lists L pk

nd 𝐿 𝐻 2 , respectively and computes as follows. 

̂ ( 𝜎∗ 
𝑖 
, 𝑗 ∗ 𝑅 

∗ 
𝑖 
+ 𝑈 ∗ 

𝑖 
) = 𝑒 

(
𝜎∗ 
𝑖 
, 𝑗 ∗ 𝜃∗ 

𝑖 
𝑃 𝑝𝑢𝑏 1 + 𝛽∗ 

𝑖 
𝑃 𝑝𝑢𝑏 1 

)
= 𝑒 

(
𝜎∗ 
𝑖 
, ( 𝑗 ∗ 𝜃∗ 

𝑖 
+ 𝛽∗ 

𝑖 
) 𝑃 𝑝𝑢𝑏 1 

)
= 𝑒 

(
( 𝑗 ∗ 𝜃∗ 

𝑖 
+ 𝛽∗ 

𝑖 
) 𝜎∗ 
𝑖 
, 𝑃 𝑝𝑢𝑏 1 

)
= 𝑒 

(
( 𝑗 ∗ ( 𝑠 + ℎ ∗ 

𝑖 
𝛾∗ 
𝑖 
) + 𝛽∗ 

𝑖 
) 𝜎∗ 
𝑖 
, 𝑃 𝑝𝑢𝑏 1 

)
= 𝑒 ( 𝑃 , 𝑃 ) 

= 𝑔 
hus  1 can generate ( 1 
𝑗 ∗ ( 𝑠 + ℎ ∗ 

𝑖 
𝛾∗ 
𝑖 
)+ 𝛽∗ 

𝑖 

) 𝑃 𝑝𝑢𝑏 1 = 𝜎∗ 
𝑖 

successfully and provides

 solution as ( ℎ ∗ , ( 1 
𝑗 ∗ ( 𝑠 + ℎ ∗ 

𝑖 
𝛾∗ 
𝑖 
)+ 𝛽∗ 

𝑖 

) 𝑃 𝑝𝑢𝑏 1 ) , where ℎ ∗ ∉ ( ℎ 1 , ℎ 2 , … ., ℎ 𝑞 𝑝𝑠𝑘 
) .

herefore,  1 can break k -CAA problem in G 1 . 

To illustrate the probability that  1 breaks k- CAA problem in G 1 from

40] . The answers to H 1 and H 2 oracles queries for  

𝐼 
𝑎𝑑𝑣 

are valid. The

nswers to H 1 and H 2 oracles queries are impossible to differentiate

rom the real life. Each answer is consistently random and separately

istributed in ℤ 

∗ 
𝑞 
. The events E 1 , E 2 and E 3 do not happen if replies

o generate partial-private key, generate private key and CL-sign oracles

ueries are all valid. In addition to this, when  

𝐼 
𝑎𝑑𝑣 

tries to extract a

alid signature and event E 4 does not occur, then in this case,  1 can

rovide solution to k- CAA problem. Therefore,  1 can solve the k -CAA

roblem effectively, if all the events E 1 , E 2 , E 3 , and E 4 do not happen.

he following illustration provides the probability for the above events.

• E 1 : For generate partial-private key oracle query,  1 halts and outputs

“failure ”, if 𝑃 𝐼𝐷 𝑖 = 𝑃 𝐼𝐷 

∗ 
𝑖 
. 

• E 2 : For generate private key oracle query,  1 halts and outputs “fail-

ure ”, if 𝑃 𝐼𝐷 𝑖 = 𝑃 𝐼𝐷 

∗ 
𝑖 
. 

• E 3 : For CL-sign query,  1 halts and outputs “failure ”, if 𝑃 𝐼𝐷 𝑖 = 𝑃 𝐼𝐷 

∗ 
𝑖 
.

• E 4 :  

𝐼 
𝑎𝑑𝑣 

generates a valid signature 𝜎i on 𝑀 

∗ 
𝑖 

for 𝑃 𝐼𝐷 

∗ 
𝑖 
, if 𝑃 𝐼𝐷 

∗ 
𝑖 
≠

𝑃 𝐼𝐷 𝑖 ,  1 halts and outputs “failure ”. 

From the simulation, we have 

 𝑟 [ 𝐸 1 ∧ 𝐸 2 ∧ 𝐸 3 ∧ 𝐸 4 ] = 

( 

𝑞 𝐻 1 
− 1 

𝑞 𝐻 1 

) 𝑞 𝑝𝑠𝑘 + 𝑞 𝑠𝑘 + 𝑞 𝑠𝑖𝑔 +1 

 

𝐼 
𝑎𝑑𝑣 

can generate a valid signature without executing H 2 queries is the

nly event which can happen. It is stated that the probability for  

𝐼 
𝑎𝑑𝑣 

o generate a valid signature without executing H 2 queries is at most 1 
2 𝑘 .

rom the aforementioned discussion, we concluded that  1 can break the

 -CAA problem in random oracle model with the following advantage. 

 

′ ≥ 

(
𝜀 − 

1 
2 𝑘 

)( 

𝑞 𝐻 1 
− 1 

𝑞 𝐻 1 

) 𝑞 𝑝𝑠𝑘 + 𝑞 𝑠𝑘 + 𝑞 𝑠𝑖𝑔 +1 

ithin the time 𝑡 ′ < 𝑡 + (2 𝑞 𝑝𝑘 + 𝑞 𝑠𝑖𝑔 ) 𝑡 𝑠𝑚 + 𝑞 𝑠𝑖𝑔 𝑡 𝑖𝑛𝑣 . Therefore, in random

racle model, the proposed CL-PKS scheme is secure against Type-I ad-

ersary  

𝐼 
𝑎𝑑𝑣 

under the assumption that k- problem in G 1 cannot be

ractable. □

emma 2. If an adversary  

𝐼𝐼 
𝑎𝑑𝑣 

with non-negligible advantage 𝜀 against

he EUF-CMA-II security of proposed CL-PKS scheme running in time t and

erforming 𝑞 𝐻 1 and 𝑞 𝐻 2 queries to H 1 and H 1 random oracles and q sk , q pk ,

nd q sig queries to the generate private key, set public key, and CL-sign ora-

les, then a challenger  2 is constructed to solve the Inv-CDH problem with

he following advantage. 

 

′ ≥ 

(
𝜀 − 

1 
2 𝑘 

)( 

𝑞 𝐻 1 
− 1 

𝑞 𝐻 1 

) 𝑞 𝑠𝑘 + 𝑞 𝑠𝑖𝑔 +1 

ithin time 𝑡 ′ < 𝑡 + (2 𝑞 𝑝𝑘 + 𝑞 𝑠𝑖𝑔 ) 𝑡 𝑠𝑚 + 𝑞 𝑠𝑖𝑔 𝑡 𝑖𝑛𝑣 , where t sm 

is the time needed for

he computation of a scalar multiplication in G 1 and t inv is the time needed

or the computation of inversion in G 1 . 

roof of Theorem. We consider an adversary  

𝐼𝐼 
𝑎𝑑𝑣 

of Type-II which

reaks our proposed CL-PKS scheme. We consider a challenger  2 to

xploit  

𝐼𝐼 
𝑎𝑑𝑣 

for solving the Inv- CDH problem in G 1 .  

𝐼𝐼 
𝑎𝑑𝑣 

and  2 perform

he adversary and challenger role respectively.  2 accepts a challenge

hich contains random instance of Inv- CDH problem, i.e. given P ∈G 1 ,

 

∗ ∈ ℤ 

∗ 
𝑞 

and ( 𝑗 ∗ + 𝛽) 𝑃 𝑝𝑢𝑏 1 , where 𝛽 is unknown to  2 , the task of  2 is

o compute ( 1 
𝑗 ∗ 𝜃𝑖 + 𝛽

) 𝑃 𝑝𝑢𝑏 1 ∈ 𝐺 1 . We consider two random oracles (i.e. H 1 

nd H 2 ) which are queried by the  

𝐼𝐼 
𝑎𝑑𝑣 

. We also assume that a hash

uery for the pseudo-identity PID i to H 1 oracle is performed before the

eys extraction or signing queries for that pseudo-identity PID i .  2 keeps

wo hash lists 𝐿 𝐻 1 and 𝐿 𝐻 2 and a public key list L pk which are initially

mpty.  2 interacts with  

𝐼𝐼 
𝑎𝑑𝑣 
, responds to all the queries of  

𝐼𝐼 
𝑎𝑑𝑣 
, and
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ecords these in the lists 𝐿 𝐻 1 and 𝐿 𝐻 2 and L pk throughout Game II which

re as follows. 

• Setup : This algorithm is run by  2 which inputs a security parameter

1 k for k ∈N and responds with system public parameters 𝑝𝑎𝑟𝑎𝑚𝑠 =
( 𝐺 1 , 𝐺 2 , 𝑃 , 𝑔, 𝑃 𝑝𝑢𝑏 , 𝐻 1 , 𝐻 2 ) and master secret key 𝑠 ∈ ℤ 

∗ 
𝑞 
, where 𝑔 =

𝑒 ( 𝑃 , 𝑃 ) and 𝑃 𝑝𝑢𝑏 1 = 𝑠𝑃 , and sets 𝑋 = 𝛽𝑃 𝑝𝑢𝑏 1 , where 𝛽 ∈ ℤ 

∗ 
𝑞 
. Note the

secret key s is unknown to  2 .  2 selects a pseudo-identity 𝑃 𝐼𝐷 

∗ 
𝑖 

randomly as a challenged pseudo-identity for  

𝐼𝐼 
𝑎𝑑𝑣 

in this game and

sends the params and s to  

𝐼𝐼 
𝑎𝑑𝑣 

. 

• H 1 Oracle: When  

𝐼𝐼 
𝑎𝑑𝑣 

with a pseudo-identity PID i performs this

query to H 1 oracle,  2 checks whether the list 𝐿 𝐻 1 comprises ( PID i ,

A i , h i ) for the PID i . If it does,  2 responds  

𝐼𝐼 
𝑎𝑑𝑣 

with a previously

defined H 1 hash value; if it does not,  2 select a number ℎ 𝑖 ∈ 𝑍 

∗ 
𝑞 

randomly and responds  

𝐼𝐼 
𝑎𝑑𝑣 

with h i .  2 then inserts ( PID i , A i , h i )

into the list 𝐿 𝐻 1 . 

• Set public key : Suppose  

𝐼𝐼 
𝑎𝑑𝑣 

performs this query on a pseudo-identity

PID i ,  2 verifies whether the list L pk comprises the tuple ( PID i , h i ,

PK i , 𝜃i , 𝛽 i ) for PID i . If it does,  2 responds  

𝐼𝐼 
𝑎𝑑𝑣 

with the previously

defined public key PK i ; if it does not,  2 first retrieves the corre-

sponding elements ( PID i , A i , h i ) from the list 𝐿 𝐻 1 , chooses a number

𝛽𝑖 ∈ ℤ 

∗ 
𝑞 

randomly, computes 𝑋 𝑖 = 𝛽𝑖 𝑃 𝑝𝑢𝑏 1 and 𝑅 𝑖 = 𝜃𝑖 𝑃 𝑝𝑢𝑏 1 , and then

sets public as 𝑃 𝐾 𝑖 = ( 𝑅 𝑖 , 𝑋 𝑖 ).  2 sends it to  

𝐼𝐼 
𝑎𝑑𝑣 

and adds ( PID i , h i ,

PK i , 𝜃i , 𝛽 i ) to the list L pk . 

• Generate private key : If this query is performed on a pseudo-identity

PID i ,  2 checks whether 𝑃 𝐼𝐷 𝑖 = 𝑃 𝐼𝐷 

∗ 
𝑖 
. If 𝑃 𝐼𝐷 𝑖 = 𝑃 𝐼𝐷 

∗ 
𝑖 
,  2 termi-

nates and outputs “failure ”, if not, then  2 executes as follows. 

– If the list L pk comprises the concerned tuple ( PID i , h i , PK i , 𝜃i , 𝛽 i )

for PID i ,  2 then sets the private key as 𝑆𝐾 𝑖 = ( 𝛽𝑖 , 𝜃𝑖 ) and responds

 

𝐼𝐼 
𝑎𝑑𝑣 

with SK i . 

– If the list L pk does not comprise,  2 first executes generate partial-

private key and set public key oracles queries for the PID i , after

this,  2 performs the aforementioned process and responds  

𝐼𝐼 
𝑎𝑑𝑣 

with SK i . 

• H 2 Oracle: When  

𝐼𝐼 
𝑎𝑑𝑣 

executes this query for a pseudo-identity PID i 

on message M i with an input tuple ( M i , PID i , PK i , j i ),  2 first checks

whether the list 𝐿 𝐻 2 comprises the tuple ( M i , PID i , PK i , j i ) for PID i .

If it does,  2 responds  

𝐼𝐼 
𝑎𝑑𝑣 

with the previously defined H 2 hash

value; otherwise  2 picks a number 𝑗 𝑖 ∈ 𝑍 

∗ 
𝑞 

randomly and sets 𝑗 𝑖 =
𝐻 2 ( 𝑀 𝑖 , 𝑃 𝐼𝐷 𝑖 , 𝑃 𝐾 𝑖 , P pub ).  2 sends j i to  

𝐼𝐼 
𝑎𝑑𝑣 

and saves ( M i , PID i , PK i ,

j i ) in the list 𝐿 𝐻 2 . 

• CL-sign : When  

𝐼𝐼 
𝑎𝑑𝑣 

performs this query with an input ( M i , PID i ),

 2 chooses two numbers ( 𝜃𝑖 , 𝑗 𝑖 ) ∈ ℤ 

∗ 
𝑞 

randomly from the lists L pk and

𝐿 𝐻 2 respectively and computes 𝑅 𝑖 = 𝜃𝑖 𝑃 𝑝𝑢𝑏 1 − ( 1 
𝑗 𝑖 
) 𝑈 𝑖 . If the tuple con-

taining j i already present in the list 𝐿 𝐻 2 then  2 halts and terminates

and chooses another random numbers ( 𝜃𝑖 , 𝑗 𝑖 ) ∈ 𝑍 

∗ 
𝑞 

and tries again.

 2 generates a signature as 𝜎𝑖 = ( 1 
𝑗 𝑖 𝜃𝑖 

) 𝑃 𝑝𝑢𝑏 2 on message M i for the

pseudo-identity PID i and adds ( M i , PID i , 𝜃i , PK i , j i ) into the list 𝐿 𝐻 2 .

Finally,  2 responds  

𝐼𝐼 
𝑎𝑑𝑣 

with the signature 𝜎i . If responses to CL-

sign oracle queries are valid then output 𝜎i is also a valid signature

on message M i for the pseudo-identity PID i . The verification of this

signature 𝜎i is similar to verification of signature in Lemma 1 which

satisfies Eq. (2) . 

Eventually,  

𝐼𝐼 
𝑎𝑑𝑣 

stops and computes a signature 𝜎∗ 
𝑖 

on a message

 

∗ 
𝑖 

(notice no signature query was generated on message 𝑀 

∗ 
𝑖 

before)

or the pseudo-identity 𝑃 𝐼𝐷 

∗ 
𝑖 

with respect to public key 𝑃 𝐾 

∗ 
𝑖 

to satisfy

he equation 𝑒 ( 𝜎∗ 
𝑖 
, 𝑗 ∗ 
𝑖 
𝑅 

∗ 
𝑖 
+ 𝑈 ∗ 

𝑖 
) = 𝑔. If 𝑃 𝐼𝐷 

∗ 
𝑖 
≠ 𝑃 𝐼𝐷 

∗ 
𝑖 
,  2 halts and out-

uts “failure ”; otherwise,  2 retrieves the tuples ( 𝑃 𝐼𝐷 

∗ 
𝑖 
, ℎ ∗ , 𝑃 𝐾 

∗ 
𝑖 
, 𝛽𝑖 ) and

 𝑀 

∗ 
𝑖 
, 𝑃 𝐼𝐷 

∗ 
𝑖 
, ℎ ∗ , 𝑃 𝐾 𝑖 , 𝑗 

∗ ) from the lists L pk and 𝐿 𝐻 2 , respectively. Note,  2
as already computed 𝑋 = 𝛽𝑃 𝑝𝑢𝑏 1 and sets 𝑃 𝐾 

∗ 
𝑖 
= ( 𝑅 𝑖 , 𝑋) and therefore

omputes as follows. 

̂ ( 𝜎∗ 
𝑖 
, 𝑗 ∗ 𝑅 𝑖 + 𝑈 𝑖 ) = 𝑒 

(
𝜎∗ 
𝑖 
, 𝑗 ∗ 𝑅 𝑖 + 𝑋 

)
= 𝑒 

(
𝜎∗ 
𝑖 
, ( 𝑗 ∗ 𝜃𝑖 + 𝛽) 𝑃 𝑝𝑢𝑏 1 

)

= 𝑒 
(
( 𝑗 ∗ 𝜃𝑖 + 𝛽) 𝜎∗ 

𝑖 
, 𝑃 𝑝𝑢𝑏 1 

)
= 𝑒 ( 𝑃 , 𝑃 ) 

= 𝑔 

hus  1 can generate ( 1 
𝑗 ∗ 𝜃𝑖 + 𝛽

) 𝑃 𝑝𝑢𝑏 1 = 𝜎∗ 
𝑖 

successfully and provides a so-

ution as ( 1 
𝑗 ∗ 𝜃𝑖 + 𝛽

) 𝑃 𝑝𝑢𝑏 1 . Therefore,  1 can break Inv -CDH problem in G 1 .

he discussion of the probability of  2 advantage and the required run-

ing time is analogous to that of the Lemma 1 . Therefore, in the random

racle model, the proposed CL-PKS scheme is EUF-CMA secure against

ype-II adversary with the assumption that Inv- CDH problem in G 1 is

ntractable. □

.2. Security requirements fulfilled by proposed CL-PKS scheme 

From the aforementioned discussion, we are going to extract and

how the security requirements for our proposed CL-PKS scheme. 

1. Source authentication and message integrity: The RSU has the

capability to authenticate traffic-related messages from the vehicle

V i that they were certainly sent by legitimate vehicle for the con-

cerned RSU without modification. The proposed CL-PKS scheme uses

pseudo-identity PID i which is extracted from sender real identity

RID . Therefore, our scheme supports pseudo-identity PID i authen-

tication which ensures source authentication. From the Definition 1 ,

we also know that no polynomial time adversary can make a du-

plicate authentic message due to the hardness of DL problem. Thus,

the RSU can validates the integrity of message-signature tuple ( M i ,

PID i , PK i , 𝜎i , t i ) if the verification of this equation 𝑒 ( 𝜎𝑖 , 𝑗 𝑖 𝑅 𝑖 + 𝑈 𝑖 ) = 𝑔

holds. Therefore, our CL-PKS scheme provides message integrity in

VANETs. 

2. Identity privacy preservation: Each pseudo-identity PID i in our

proposed CL-PKS scheme is composed TRA’s master secret key x and

the secret key 𝛼i chosen by vehicle V i . Therefore, the values of these

secret keys x and 𝛼i are only known by TA and vehicle V i , respec-

tively. The vehicle V i real identity RID is also unknown to KGC to

preserve privacy. From Definition 2 , it is impossible for an adversary

to generate xPID i ,1 and extract the real identity RID of the sender ve-

hicle without knowing x or 𝛼i due to CDH problem. For instance,

𝑇 𝑝𝑢𝑏 = 𝑥𝑃 , 𝑃 𝐼𝐷 𝑖, 1 = 𝛼𝑖 𝑃 , 𝑃 𝐼 𝐷 𝑖, 2 = 𝑅𝐼 𝐷 ⊕𝐻 0 ( 𝑥𝑃 𝐼 𝐷 𝑖, 1 , 𝑇 𝑝𝑢𝑏 , 𝑇 𝑖 ) and

𝑃 𝐼𝐷 𝑖 = ( 𝑃 𝐼𝐷 𝑖, 1 , 𝑃 𝐼𝐷 𝑖, 2 , 𝑇 𝑖 ) . To extract the real identity RID of the

vehicle V i from 𝑃 𝐼 𝐷 𝑖, 2 = 𝑅𝐼 𝐷 ⊕𝐻 1 ( 𝑥𝑃 𝐼 𝐷 𝑖, 1 , 𝑇 𝑝𝑢𝑏 ) , the malicious ad-

versary has to compute 𝑥𝑃 𝐼𝐷 𝑖, 1 = 𝑥𝛼𝑖 𝑃 from 𝑇 𝑝𝑢𝑏 = 𝑥𝑃 and 𝑃 𝐼𝐷 𝑖, 1 =
𝛼𝑖 𝑃 . It means that the adversary cannot extract real identity RID from

the mentioned computation due to the hardness of CDH problem.

Therefore, according to Definition 2 , we decide that our proposed

CL-PKS scheme provides identity privacy preservation in V2I. 

3. Traceability and revocability: The proposed CL-PKS scheme pro-

vides identity privacy preservation conditionally in VANETs. The

TRA traces and reveals real identity of malicious vehicle from its

database. For instance, the TRA extracts the real identity RID from

a vehicle V i pseudo-identity PID i when the traffic-related message

or signature found disputed. In the proposed CL-PKS scheme, the

master secret key x of TRA is used to extract the real identity RID

of vehicle V i from 𝑃 𝐼𝐷 𝑖 = ( 𝑃 𝐼𝐷 𝑖, 1 , 𝑃 𝐼𝐷 𝑖, 2 , 𝑇 𝑖 ) by computing the fol-

lowing. 

𝑅𝐼𝐷 = 𝑃 𝐼𝐷 𝑖, 2 ⊕𝐻 0 ( 𝑥𝑃 𝐼𝐷 𝑖, 1 , 𝑇 𝑝𝑢𝑏 ) 

= 𝑅𝐼 𝐷 ⊕𝐻 0 ( 𝑥𝑃 𝐼 𝐷 𝑖, 1 , 𝑇 𝑝𝑢𝑏 ) ⊕𝐻 0 ( 𝑥𝑃 𝐼 𝐷 𝑖, 1 , 𝑇 𝑝𝑢𝑏 ) 

= 𝑅𝐼𝐷 

Thus the TRA can recover the real identity RID of vehicle V i , if the

traffic-related message or signature is found disputed. Therefore, the

proposed CL-PKS scheme preserves privacy conditionally it means

that our scheme provides traceability. 

After this, the TRA revokes such pseudo-identity PID i and stores it

in RPID-BC. For this purpose, every entity in VANETs can easily
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Table 2 

Cryptographic operations execution times. 

Cryptographic Operation: T bp T sm T pa T mtp 

Execution Time (ms): 4.211 1.709 0.0071 4.406 
check the RPID-BC before dealing request of malicious node whose

pseudo-identity PID i has been revoked. For instance, an RSU receives

a CL-Signature 𝜎i from a malicious vehicle V i whose pseudo-identity

PID i has been revoked. After checking the time-stamp in PID i , the

RSU looks into RPID-BC to find pseudo-identity PID i . If such pseudo-

identity PID i is found present then RSU rejects the concerned CL-

Signature 𝜎i . Similarly the KGC can also check the RPID-BC to find

such revoked pseudo-identity PID i . Therefore, RPID-BC provides re-

vocation transparency efficiently with the PoP and PoA in our pro-

posed CL-PKS scheme. 

4. Un-linkability : In vehicular communication, un-linkability is de-

fined as, no malicious vehicles or RSUs or third parties are able

to link messages that they were sent from the same source (i.e.

vehicle) or also do not link messages to a specific vehicle, license

plate number, other personal information about driver identity, etc.

To get un-linkability, the proposed CL-PKS scheme utilizes pseudo-

identity PID i . For instance, a malicious adversary takes interest in

knowing that a specific vehicle V i have generated two messages M

and M ′ . The adversary cannot do this successfully because it will

have to pass from the CDH problem in Definition 2 . The message M

and message M ′ are signed by different private keys SK i . The par-

tial private key PSK i is based on PID i and there is no any link be-

tween the PID i . The construction of private key SK i and also the

over all CL-Signature 𝜎i is based on the selection of secure ran-

dom numbers. For instance, the vehicle V i generates 𝛼𝑖 ∈ ℤ 

∗ 
𝑞 
, where

as 𝑃 𝐼𝐷 𝑖, 1 = 𝛼𝑖 𝑃 , 𝑃 𝐼𝐷 𝑖, 2 = 𝑅𝐼𝐷 ⊕𝐻 0 ( 𝑥𝑃 𝐼𝐷 𝑖, 1 , 𝑇 𝑝𝑢𝑏 , 𝑇 𝑖 ) and 𝑃 𝐼𝐷 𝑖 =
( 𝑃 𝐼𝐷 𝑖, 1 , PID i ,2 , T i ), and KGC generates 𝛾𝑖 ∈ ℤ 

∗ 
𝑞 
, where as 𝐴 𝑖 = 𝛾𝑖 𝑃 

and 𝜃𝑖 = ( 𝑠 + ℎ 𝑖 𝛾𝑖 ) mod 𝑞 and also vehicle generates its secret key 𝛽 i 

and its corresponding public key PK i . Due to these random numbers

𝛼i , 𝛾 i and 𝛽 i , no malicious adversary can be able to link pseudo-

identities or messages to ensure that these belongs to the specific ve-

hicle V i . Hence, the proposed CL-PKS scheme provides un-linkability

in VANETs. 

5. Authority distribution : The IDC faces key escrowing problem in-

curred from PKG because it can use private key of the user. To over-

come this, Shamir introduced CL-PKC [19] . In CLC, power central-

ization for private key generation is partially distributed from KGC

to the user. The KGC extracts partial private key PSK i and sends it to

the vehicle V i . Vehicle V i then generates its private key SK i and uses

both PSK i and SK i for signing the message M i . It means that vehicle

V i have the authority to generate the full private key. Hence, KGC

cannot know and extract the full private of the vehicle V i and there-

fore removed the inherent problem of key escrowing from ID-PKC. 

6. Resistance against attacks : Our proposed CL-PKS scheme resists

against several different attack types (i.e. modification attack, imper-

sonation attack, replay attack, and man-in-the-middle attack). These

are given as follows. 

• Impersonation attack : According to the Theorem 1 , an adversary

cannot create a message-signature tuple ( M i , PID i , PK i , 𝜎i , t i ) on

behalf of the vehicle V i to RSU because the message-signature

tuple ( M i , PID i , PK i , 𝜎i , t i ) is authenticated by the RSU and can

identify the impersonation attack easily by checking whether the

equation 𝑒 ( 𝜎𝑖 , 𝑗 𝑖 𝑅 𝑖 + 𝑈 𝑖 ) = 𝑔 holds or not. Hence, our proposed

CL-PKS scheme has the ability to resist the impersonation attack

in VANETs. 

• Modification attack : The CL-Signature 𝜎𝑖 = ( 1 
𝑗 𝑖 𝜃𝑖 + 𝛽𝑖 

) 𝑃 𝑝𝑢𝑏 2 on the

message M i for the PID i and the corresponding public key PK i 

is generated from vehicle V i . According to Theorem 1 , any mod-

ification in message-signature tuple ( M i , PID i , PK i , 𝜎i , t i ) can be

detected by checking the equation 𝑒 ( 𝜎𝑖 , 𝑗 𝑖 𝑅 𝑖 + 𝑈 𝑖 ) = 𝑔. Therefore,

the proposed CL-PKS scheme can protect V2I communication

from modification attack. 

• Man-In-The-Middle attack : As the proposed scheme is mainly

based on authentication and from the analysis it is ensured that

source and message authentication is carried out between sender

vehicle V i and the receiver RSU. Hence, our proposed CL-PKS
scheme has the ability to resist man-in-the-middle attack in V2I

communication. 

• Replay attack : The time-stamps T i and t i are inserted in 𝑃 𝐼𝐷 𝑖 =
( 𝑃 𝐼𝐷 𝑖, 1 , PID i ,2 , T i ) and in message-signature tuple ( M i , PID i , PK i ,

𝜎i , t i ), respectively which can allow the RSU to identify a replay

attack by checking the freshness of time-stamps T i and t i . Hence,

our proposed CL-PKS scheme has the ability to resist replay at-

tack in V2I communication. 

. Performance analysis 

The analysis and comparison of performance efficiency of our pro-

osed CL-PKS scheme with respect to computation and communication

osts for V2I communication are given in this section. 

.1. Computational cost analysis 

We analyse our CL-PKS scheme in terms of computational cost and

hen compare it with the recent relevant CL-Signatures schemes [28–

1] with respect to signature generation and its verification for V2I

ommunication in this section. The proposed CL-PKS scheme has been

onstructed with bilinear pairing while the other schemes have also

een constructed with bilinear pairings. To analyze the proposed CL-

KS scheme and the related CL-Signature schemes [28–31] computation

osts, we denote the T bp to represents the execution time required for a

ilinear pairing operation, T sm 

the execution time required for a scalar

ultiplication operation in G 1 , T pa the execution time required for a

oint addition operation in G 1 , and T mtp the execution time required

or a map-to-point hash operation in G 1 . Note in the proposed CL-PKS

nd in other schemes, we do not consider the execution time required

or a one-way general hash function operation in ℤ 

∗ 
𝑞 

because it takes a

egligible amount of time in a signature generation and its verification

rocess. 

To compute the execution time of the aforementioned cryptographic

perations, we adopt the experiment that has been performed in [20] us-

ng the MIRACL library [47] on hardware platform comprises an In-

el I7-4770 3.40 GHz machine, 4 gigabytes memory, and operates Win-

ows 7 operating system. MIRACL library is a famous cryptographic li-

rary which is used extensively to efficiently perform mathematical op-

rations underlying pairing based cryptography in some environments.

e utilize bilinear pairing 𝑒 ∶ 𝐺 1 × 𝐺 1 → 𝐺 2 , sets 80 bits security level

46] and performs type A pairing on the super-singular elliptic curve E .

he equation 𝑦 2 ≡ ( 𝑥 3 + 𝑥 ) mod 𝑝 defines E , where 𝑝 ≡ 3 mod 4 , the em-

edding degree is 2, and the order of G 1 is q . The p and q are 512 bits

rime number and 160 bits Solinas prime number respectively while the

quation 𝑝 + 1 = 12 𝑞𝑟 holds. Table 2 provides the execution times for the

forementioned mathematical operations. The detailed comparison for

omputational costs is shown in Table 3 . 

From Table 3 , we can see that a vehicle V i in Malhi et al. [28] gen-

rated a signature which comprises four scalar multiplication and two

oint addition operations while for the verification of this signature, an

SU requires three bilinear pairing, three scalar multiplication, and one

oint addition operations. According to Table 2 , the vehicle V i in Malhi

t al.’s scheme [28] requires 4 𝑇 𝑠𝑚 + 2 𝑇 𝑝𝑎 ≈ 6 . 8502 ms for message sign-

ng while for corresponding signature verifying, the RSU needs 3 𝑇 𝑏𝑝 +
 𝑇 𝑠𝑚 + 1 𝑇 𝑝𝑎 ≈ 17 . 7671 ms. Therefore, in message signing and signature

erifying, the total computation cost is approximately 24.6173 ms. Simi-

arly, the RSU needs to execute 3 T bp bilinear pairing, 3 nT sm 

scalar multi-

lication, and nT pa point addition operations for n signature verification
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Table 3 

Computation costs comparison. 

Ref. Message-Signing Single-Sig Verify n -Sig Verify Verification Function Security 

Malhi et al. [28] 4 𝑇 𝑠𝑚 + 2 𝑇 𝑝𝑎 ≈ 6 . 8502 ms 3 𝑇 𝑏𝑝 + 3 𝑇 𝑠𝑚 + 1 𝑇 𝑝𝑎 ≈
17 . 7671 ms 

3 𝑇 𝑏𝑝 + 3 𝑛𝑇 𝑠𝑚 + 𝑛𝑇 𝑝𝑎 ≈
5 . 1341 𝑛 + 12 . 633 ms 

Aggregate 
√

Horng et al. [29] 2 𝑇 𝑠𝑚 + 1 𝑇 𝑝𝑎 ≈ 3 . 4251 ms 3 𝑇 𝑏𝑝 + 1 𝑇 𝑠𝑚 + 1 𝑇 𝑝𝑎 + 1 𝑇 𝑚𝑡𝑝 ≈
18 . 7551 ms 

3 𝑇 𝑏𝑝 + 𝑛𝑇 𝑠𝑚 + 𝑛𝑇 𝑝𝑎 + 𝑛𝑇 𝑚𝑡𝑝 ≈
6 . 1221 𝑛 + 12 . 633 ms 

Batch and Aggregate ✗ 

Li et al. [30] 2 𝑇 𝑠𝑚 + 1 𝑇 𝑝𝑎 + 1 𝑇 𝑚𝑡𝑝 ≈ 7 . 8311 ms 3 𝑇 𝑏𝑝 + 1 𝑇 𝑠𝑚 + 1 𝑇 𝑝𝑎 + 2 𝑇 𝑚𝑡𝑝 ≈
23 . 1611 ms 

3 𝑇 𝑏𝑝 + 𝑛𝑇 𝑠𝑚 + 𝑛𝑇 𝑝𝑎 + ( 𝑛 + 1) 𝑇 𝑚𝑡𝑝 ≈
6 . 1221 𝑛 + 17 . 039 ms 

Aggregate 
√

Kumar et al. [31] 4 𝑇 𝑠𝑚 + 2 𝑇 𝑝𝑎 + 1 𝑇 𝑚𝑡𝑝 ≈ 11 . 2562 ms 4 𝑇 𝑏𝑝 + 3 𝑇 𝑠𝑚 + 1 𝑇 𝑚𝑡𝑝 ≈
26 . 377 ms 

4 𝑇 𝑏𝑝 + 3 𝑛𝑇 𝑠𝑚 + ( 𝑛 + 1) 𝑇 𝑚𝑡𝑝 ≈
9 . 533 𝑛 + 21 . 25 ms 

Aggregate 
√

Proposed 1 T sm ≈1.709 ms 1 𝑇 𝑏𝑝 + 1 𝑇 𝑠𝑚 + 1 𝑇 𝑝𝑎 ≈
5 . 9271 ms 

1 𝑇 𝑏𝑝 + 𝑛𝑇 𝑠𝑚 + 𝑛𝑇 𝑝𝑎 ≈
1 . 7161 𝑛 + 4 . 211 ms 

Batch and Aggregate 
√
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n n message, where 𝑛 = 1 , 2 , 3 , … . . Therefore, the RSU in Malhi et al.’s

cheme [28] needs 3 𝑇 𝑏𝑝 + 3 𝑛𝑇 𝑠𝑚 + 𝑛𝑇 𝑝𝑎 ≈ 5 . 1341 𝑛 + 12 . 633 ms to verify n

ignature on n message. 

In Horng et al.’s scheme [29] , the vehicle V i requires 2 𝑇 𝑠𝑚 + 1 𝑇 𝑝𝑎 ≈
 . 4251 ms in message signing while for verifying the corresponding sig-

ature, the RSU needs 3 𝑇 𝑏𝑝 + 1 𝑇 𝑠𝑚 + 1 𝑇 𝑝𝑎 + 1 𝑇 𝑚𝑡𝑝 ≈ 18 . 7551 ms. There-

ore, the total computational cost for message signing and verifying the

orresponding signature is approximately 22.1802 ms. Similarly, the

SU in Horng et al.’s scheme [29] needs 3 𝑇 𝑏𝑝 + 𝑛𝑇 𝑠𝑚 + 𝑛𝑇 𝑝𝑎 + 𝑛𝑇 𝑚𝑡𝑝 ≈
 . 1221 𝑛 + 12 . 633 ms to verify n signature on n message. 

The vehicle V i in Li et al.’s scheme [30] requires 2 𝑇 𝑠𝑚 +
 𝑇 𝑝𝑎 + 1 𝑇 𝑚𝑡𝑝 ≈ 7 . 8311 ms for message signing while for verifying the

orresponding signature, the RSU needs 3 𝑇 𝑏𝑝 + 1 𝑇 𝑠𝑚 + 1 𝑇 𝑝𝑎 + 2 𝑇 𝑚𝑡𝑝 ≈
3 . 1611 ms. Therefore, the total computational cost in message sig-

ature and verifying of the corresponding signature is approximately

0.9922 ms. Similarly, the RSU in Li et al.’s scheme [30] needs 3 𝑇 𝑏𝑝 +
𝑇 𝑠𝑚 + 𝑛𝑇 𝑝𝑎 + ( 𝑛 + 1) 𝑇 𝑚𝑡𝑝 ≈ 6 . 1221 𝑛 + 17 . 039 ms to verify n signature on

 message. 

In Kumar et al.’s scheme [31] , the vehicle V i requires 4 𝑇 𝑠𝑚 + 2 𝑇 𝑝𝑎 +
 𝑇 𝑚𝑡𝑝 ≈ 11 . 2562 ms for message signing while for verifying the cor-

esponding signature, the RSU needs 4 𝑇 𝑏𝑝 + 3 𝑇 𝑠𝑚 + 1 𝑇 𝑚𝑡𝑝 ≈ 26 . 377 ms.

herefore, the total computational cost for message signing and verify-

ng the corresponding signature is approximately 37.6332 ms. Similarly,

he RSU in Kumar et al.’s scheme [31] needs 4 𝑇 𝑏𝑝 + 3 𝑛𝑇 𝑠𝑚 + ( 𝑛 + 1) 𝑇 𝑚𝑡𝑝 ≈
 . 533 𝑛 + 21 . 25 ms to verify n signature on n message. 

Since under our proposed CL-PKS scheme, the vehicle V i generates

he signature on message with one scalar multiplication operation while
 T
he verification of the corresponding signature on message comprises

ne bilinear pairing, one scalar multiplication, and one point addition

perations. According to Table 2 , the vehicle V i in CL-PKS scheme re-

uires 1 T sm 

≈1.709 ms to sign the message while to verify the corre-

ponding signature on the message, the RSU needs 1 𝑇 𝑏𝑝 + 1 𝑇 𝑠𝑚 + 1 𝑇 𝑝𝑎 ≈
 . 9271 ms. Thus, the total computational cost of CL-PKS scheme in mes-

age signing and in verifying the corresponding signature on the mes-

age is approximately 7.6361 ms. Similarly, the RSU in the proposed

L-PKS scheme needs 1 𝑇 𝑏𝑝 + 𝑛𝑇 𝑠𝑚 + 𝑛𝑇 𝑝𝑎 ≈ 1 . 7161 𝑛 + 4 . 211 ms to verify

 signature on n message. The comparison of computational costs with

espect to single message signing and single signature verifying are rep-

esented graphically in Figs. 4 and 5 respectively. The comparison of

omputational costs with respect to batch message signing and batch

ignature verifying are represented graphically in Figs. 6 and 7 respec-

ively. 

The improvement in performance efficiency of our proposed CL-PKS

cheme in percentage with respect to message signing and signature

erifying costs over Malhi et al.’s [28] scheme is about 6 . 8502−1 . 709 
6 . 8502 ×

00 ≈ 75 . 05% and 17 . 7671−5 . 9271 
17 . 7671 × 100 ≈ 66 . 64% , respectively. Similarly

he improvement of CL-PKS scheme over Horng et al.’s scheme [29] in

essage signing and signature verifying on the message is about

0.10% and 68.40%, respectively. Improvement over Li et al.’s scheme

30] in message signing and verifying signature is about 78.18% and

4.41%, respectively. And improvement over Kumar et al.’s scheme

31] in message signing and signature verifying is about 84.82%

nd 77.53%, respectively. The comparison in percentage is shown in
able 4 . 

Fig. 4. Graphical representation of single 

message signing cost. 
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Fig. 5. Graphical representation of a single 

signature verification cost. 

Fig. 6. Execution time for batch message 

signing. 

Table 4 

Improvement of the proposed CL-PKS scheme over the existing 

schemes in CL-Signature generation and verification. 

Ref. Msg-Sign Single-Sig Verify n -Sig Verify 

Malhi et al. [28] 75.05% 66.64% 66.58% 

Horng et al. [29] 50.10% 68.40% 71.57% 

Li et al. [30] 78.18% 74.41% 72.29% 

Kumar et al. [31] 84.82% 77.53% 81.85% 
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From Figs. 6 and 7 and also from Table 4 , we observe that the traffic-

elated message signing delay and signature verifying delay of the pro-

osed CL-PKS scheme are less than the existing CL-Signature schemes

28–31] . Therefore, our proposed CL-PKS scheme is more efficient with

espect to reduced computational cost among the existing CL-Signature

chemes [28–31] for VANETs. In addition to this, it is more suitable for

andwidth limited networks such as VANETs. 
.2. Communication cost analysis 

To analyse the proposed CL-PKS scheme and related CL-Signature

chemes [28–31] communication costs for VANETs, we consider that

he status of the traffic-related message M i in our CL-PKS scheme and

he existing CL-Signature schemes are the same. Therefore, we anal-

se the communication cost by considering the size of the parame-

ers such as pseudo-identity, public key, current time-stamp and CL-

ignature of the vehicle. On 80-bit security level, the p size based on

he equation 𝐸 ∶ 𝑦 2 ≡ ( 𝑥 3 + 𝑥 ) mod 𝑝 will become 512 bits (64 bytes)

nd the size of G 1 elements will become 64 × 2 = 128 bytes (1024

its). Furthermore, we consider 4 bytes and 20 bytes the size for the

ime-stamp and the size for general hash function or number in ℤ 

∗ 
𝑞 
,

espectively. 

The vehicle V i in Malhi et al.’s [28] scheme broadcasts pseudo-

dentity 𝑃 𝐼𝐷 𝑖 = ( 𝑃 𝐼𝐷 𝑖, 1 ∈ 𝐺 1 , 𝑃 𝐼𝐷 𝑖, 2 ∈ ℤ 

∗ 
𝑞 
) , public key PK i ∈G 1 , time-

tamp T i , and CL-Signature 𝜎𝑖 = ( 𝑆 𝑖 , 𝑉 𝑖 ) ∈ 𝐺 1 to RSU in VANETs. There-
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Fig. 7. Execution time for batch signature 

verification. 

Table 5 

Communication costs comparison. 

Ref. Single-Msg. Transmission n -Msg. Transmission 

Malhi et al. [28] 536 bytes 536 n bytes 

Horng et al. [29] 536 bytes 536 n bytes 

Li et al. [30] 536 bytes 536 n bytes 

Kumar et al. [31] 536 bytes 536 n bytes 

CL-PKS scheme 536 bytes 536 n bytes 
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ore, the communication cost for the vehicle V i in Malhi et al.’s

28] scheme is 128 × 4 + 20 + 4 = 536 bytes. Similarly, in the schemes

f Horng et al. [29] and Li et al. [30] , the vehicle V i broadcasts pseudo-

dentity 𝑃 𝐼𝐷 𝑖 = ( 𝑃 𝐼𝐷 𝑖, 1 , 𝑃 𝐼𝐷 𝑖, 2 ) ∈ 𝐺 1 , public key PK i ∈G 1 , time-stamp

 i , and the CL-Signature 𝜎𝑖 = ( 𝑆 𝑖 , 𝑉 𝑖 ) ∈ 𝐺 1 to RSU. Therefore, the com-

unication costs for the vehicle V i in Horng et al.’s [29] and Li et al.’s

30] schemes are 128 × 4 + 20 + 4 = 536 bytes. The vehicle V i in Ku-

ar et al. [31] scheme broadcasts pseudo-identity 𝑃 𝐼𝐷 𝑖 = ( 𝑃 𝐼𝐷 𝑖, 1 ∈
 1 , 𝑃 𝐼𝐷 𝑖, 2 ∈ ℤ 

∗ 
𝑞 
) , public key PK i ∈G 1 , time-stamp T i , and CL-Signature

𝑖 = ( 𝑆 𝑖 , 𝑉 𝑖 ) ∈ 𝐺 1 to RSU in VANETs. Therefore, the communication cost

or the vehicle V i in Kumar et al.’s [31] scheme is 128 × 4 + 20 + 4 = 536
ytes. 

In our proposed CL-PKS scheme, the vehicle V i broadcasts pseudo-

dentity 𝑃 𝐼𝐷 𝑖 = ( 𝑃 𝐼𝐷 𝑖, 1 ∈ 𝐺 1 , 𝑃 𝐼𝐷 𝑖, 2 ∈ ℤ 

∗ 
𝑞 
) , public key 𝑃 𝐾 𝑖 = ( 𝑅 𝑖 , 𝑈 𝑖 ) ∈

 1 , time-stamp T i , and signature 𝜎𝑖 = ( 1 
𝑗 𝑖 𝜃𝑖 + 𝛽𝑖 

) 𝑃 𝑝𝑢𝑏 2 ∈ 𝐺 1 to the RSU in

ANETs. Therefore, the communication cost for the vehicle V i in the

roposed CL-PKS scheme is 128 × 4 + 20 + 4 = 536 bytes. The proposed

L-PKS scheme has the same communication cost as compared to the

L-Signature schemes [28–31] . Therefore, with the reduction in com-

utation cost by the proposed CL-PKS scheme, the communication cost

s also maintained. Hence, our proposed CL-PKS scheme is suitable for

andwidth limited infrastructure especially for VANETs and can per-

orm efficiently in V2I communication. The comparison of communica-

ion costs is provided in Table 5 . 

. Application of proposed CL-PKS scheme in VANETs 

In this section, the application of our proposed scheme in VANETs is

iven. VANETs have been emerging and help to improve traffic on roads

y broadcasting traffic-related information between vehicles and infras-
ructure. Fig. 8 depicts a secure V2I communication model for VANETs.

he proposed model is composed of network nodes such as TRA, KGC,

SU, and vehicle with OBU. In addition to this, we also included two

lockchains (i.e. PID-BC and RPID-BC) in the proposed model. TRA and

GC first execute the Setup algorithm to initialize the system public pa-

ameters. Then TRA executes the PIDGen algorithm to generate pseudo-

dentity PID i upon the request of the vehicle V i . Note, the vehicle V i 

resents real identity RID and some other information which he obtained

rom the Motor Vehicle Department (MVD) to TRA. After verifying the

ID uniqueness, TRA computes PID i and sends it to KGC and vehicle V i 

ia the secure channel. TRA also signs PID i using its master secret key

 , inserts it in the database for future reference and also adds it in the

ID-BC. 

Then KGC executes the PPKGen to generate a partial private key PSK i 

or the vehicle V i upon the request of TRA. KGC looks up the PID-BC and

PID-BC using T pub to ensure that PID i is present in PID-BC and absent in

PID-BC, which means that PID i has been assigned to vehcile V i and has

ot been revoked by TRA. CMT and LMT in PID-BC and RPID-BC present

he PoP and PoA of PID i for the KGC with O (log N ) efficiency. The KGC

hen computes the partial private key PSK i and sends it to vehicle V i . 

After this, vehicle V i checks the authenticity of the partial private

ey PSK i and executes SPKGen algorithm to generate a private key SK i 

nd a corresponding public key PK i . 

The vehicle V i then executes the CLSigGen algorithm to generate a

L-Signature 𝜎𝑖 = ( 1 
𝑗 𝑖 𝜃𝑖 + 𝛽𝑖 

) 𝑃 𝑝𝑢𝑏 2 on a message M i and sends the message-

ignature tuple ( M i , PID i , PK i , 𝜎i , t i ) to the nearest RSU. According to the

SRC protocol [36,37] , the steps above are repeated every 100–300 ms

ithin the VANETs. 

The verifier RSU receives this and verifies the CL-Signature 𝜎i on

he message M i to guarantee that the corresponding vehicle V i is not

rying to pretend to be any other legitimate vehicle or broadcast bo-

us messages. RSU checks the time-stamps and then look up the PID-

C and RPID-BC for the pseudo-identity PID i using master public key

 pub of TRA to ensure that the received PID i is present in PID-BC and

bsent in RPID-BC. After this, RSU executes CLSigVerify algorithm to

erify the authenticity and integrity of traffic-related message M i gen-

rated by vehicle V i by single signature verification and batch sig-

ature verification functions. In batch signature verification function,

ignatures on multiple traffic-related messages generated from differ-

nt vehicles are verified by a single RSU, simultaneously. This func-

ion reduces pairing operations. The computational cost at the RSU is
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Fig. 8. Secure and efficient V2I communication model. 
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educed due to only one pairing operation in the signature verification

hich makes efficient the overall performance of V2I communication

n VANETs. The blockchain in the proposed model allows each network

ode to check the source of traffic-related message that either it is re-

oked or not. This act efficiently provides the revocation transparency

efore verifying the signature on the traffic-related message in V2I

ommunication. 

We also considered that RSU is connected to the Application Server

o act as an aggregate signature generator, once received multiple

essage-signature tuples ( M 1 , PID 1 , PK 1 , 𝜎1 , t 1 ), ( M 2 , PID 2 , PK 2 , 𝜎2 ,

 2 ),...., ( M n , PID n , PK n , 𝜎n , t n ) generated from n vehicle ( 𝑉 1 , 𝑉 2 , … ., 𝑉 𝑛 ).

SU executes ACLSigGen algorithm to aggregate a bundle of CL-

ignatures into single one and sends it to Application Server for further

erification. 

Upon receiving the CL aggregate signature 𝜎𝑎𝑔𝑔 = ( 𝜎1 , 𝜎2 , … ., 𝜎𝑛 ) , the

pplication Server executes ACLSigVerify algorithm to verify the CL ag-

regate signature 𝜎agg . The Application Server then distributes the veri-

ed traffic-related information to RSUs. Then each RSU broadcasts such

nformation in its coverage in VANETs. 

The aggregate signature generation is useful in those areas where

ignatures on traffic-related messages generated from different sources

eed to be compressed. This characteristic is very suitable for authenti-

ation in a resource-limited infrastructure [17] . In our proposed model,

t significantly decreases the computational overhead in CL-Signatures

erification and the storage overhead in transmitting CL-Signatures.

he traffic-related information generated from the Application Server

s more authentic for the rest of the nodes in VANETs. Hence, the model

ased on the proposed CL-PKS scheme is suitable for bandwidth limited

nfrastructure especially for VANETs and can perform efficiently in V2I

ommunication. 
. Conclusions and future work 

In this paper, we proposed an efficient CL-PKS scheme which uses

ilinear pairing and provides conditional privacy-preserving authenti-

ation for V2I communication in VANETs. This scheme does not use

ap-to-point hash functions and reduces the computational cost pro-

uced from signatures’ verification on messages at the RSU and makes

fficient performance of V2I communication. This is because only one

ilinear pairing operation exist in the verification of a signature. The

roposed CL-PKS scheme supports both batch signature verification

nd aggregate signature verification functions to enhance more the

erformance of V2I communication in VANETs. In addition to this,

e included the blockchain in CL-PKS scheme to show the revoca-

ion transparency efficiently before verifying the signature on traffic-

elated message. Our proposed CL-PKS scheme provides EUF-CMA se-

urity against Type-I adversary and Type-II adversary in the random

racle model and is efficient with respect to computational cost in

ignature generation and verification in comparison with the exist-

ng CL-Signature schemes. Therefore, the proposed CL-PKS scheme is

uitable for VANETs environment and can perform efficiently in V2I

ommunication. 

The future extension of this work is based on the design of CL-

ignature scheme for V2V communication without bilinear pairing to

upport batch verification in a more efficient way in VANETs. 
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