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Data security is a critical concern for most organisations. Textual password is the commonest 

authentication system for verifying users though there are a number of well known vulnerabilities 

associated with it. The other alternatives like biometrics and graphical passwords also have their 

drawbacks. The aim of this study was to propose a scheme that provides another layer of security 

to textual password by using a typing pattern which does not require extra device. Therefore, 

making it cost effect. The cost of data breach is a universal concern and an area of importance for 

every modern organisation. Developing a scheme for enhancing password authentication, will 

improve the security of data therefore reducing data breach. Implementation of this scheme will 

provide security for users who lose their usernames and passwords since just the username and the 

password will not be able to log in a user. This scheme will reduce most of the attacks on textual 

password such as phishing, keylogging, brute force attacks, etc. The research questions that guided 

the study were, how can a model be developed to enhance the security of password authentication? 

And to what extent will user authentication model using typing pattern make password 

authentication more convenient and secure? Experiment method was used by the researchers to 

find answers to the research questions. 20 participants made up of equal number of novice and 

expert users representing the general populace of computer users were used in the study. The 

results of the study revealed a very low false rejection rate and false acceptance rate. The proposed 

scheme prototype demonstrated that the scheme is viable in practice and cost effective. The study 

also revealed that by using this model, users do not really need to pick a complex password that 

they might forget, but rather a good rhythm different from their natural typing rhythm that will be 

difficult to guess.  
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CHAPTER ONE  

INTRODUCTION  

1.0 Background of Study  

For an organisation to thrive in this modern business world, management of information within the 

organisation is very vital. To provide quality customer service and keep customers for a very long 

time, one has to manage customer information very well and have the information that customers 

need. The workforce, from the senior managers to operational managers need to share and use 

authorised information in order to make healthier business decisions irrespective of their 

geographical locations, whether they are at the same premise or distance apart. Just as blood is so 

essential to human existence, so is information to the success of an organisation.  

Organisations are made up of different levels of management and departments. There are certain 

data that are meant for the consumption of a particular level of management, department or an 

individual alone. The other stakeholders are not supposed to have access to these data. Individuals 

that deal with these organisations also sometimes provide sensitive information to these 

organisations and therefore demand that only authorised users of the data can get access to it. This 

need gave birth to data security. Data security refers to defensive digital privacy methods that are 

applied to avoid unauthorised access to computers, databases and websites (“What is Data 

Security?,” n.d.). Security threats to computerised information systems, confidential data include 

unauthorised access, modification, malicious damage of hardware, software, data or 

communication network resources. The aim of data security is to provide security, ensure integrity, 

confidentiality and safety of an information, hardware, software and data.  

Authentication is a key concept in data security. Authentication refers to the verification of the 

identity of the user. Authentication is done in three different forms; something the person knows 
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(knowledge based) e.g. User ID and Password, something the persons has (object or token based) 

e.g. ID Card and smartcard and something a person is (biometric) e.g. signature detection and 

finger print. Password authentication which is a knowledge based authentication is the commonest 

mechanism for verifying the identity of users. Most digital systems use password as their primary 

means of authentication. Most people are conversant with logging in to their operating systems, 

accessing their email or signing-in to a social media network. Passwords are also used in other 

systems such as banking terminals, web and desktop applications like websites. Some network 

components like routers and switches also employ the use of passwords.   

Password security is a challenge of ever growing importance. The amount of user identity 

information is rising intensely with increase in internet services. This increase in computing power 

and sophisticated networks have also increased the vulnerabilities of these systems. More than a 

million accounts were hacked and compromised from the servers of an online gaming company  

(DiGiacomo, 2017). The data that were leaked included usernames, passwords, email addresses, 

IP addresses, and other optional record fields. Organisations are revealing more incidents where 

data was breached or stolen.   

The past few years have been momentous, contending with cyber-attacks almost every week. In 

the summer of 2012 ENISA published that just in a couple of months 18.4 Million passwords had 

been stolen (ENISA, 2012). Many big companies were hacked and some events surrounding the 

breach made it public. In some cases, the perpetrators were the ones that made the breach public, 

in others the organisation found it necessary to inform their users about the incident and 

recommend the appropriate actions to be taken to safeguard their information. One of such 

breaches was the very public release of 6.5 Million passwords from Linkedln on June 6 2012.  

Though most of the passwords released were still hashed, some of the easy passwords had been 
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already exposed (Silveira, 2012a). Immediately after the events, Linkedln prevented access to the 

compromised accounts of their affected users and advised that everyone changes their password 

regularly to allow them take advantage of the newly implemented salting of their password 

database. The salt would help Linkedln attain an "extra layer of security that is a widely 

acknowledged best practice within the industry" (Silveira, 2012b).   

The mismanagement of passwords ranks very high as one of the main courses that hackers use to 

gain access to a system. Prior research identified the presence of human error risks to the security 

of information systems. The past research outcomes of password issues as a human error risk factor 

has been further recognized as a danger to security by the University of Findlay Center for 

Terrorism Preparedness (2003), who came out with a vulnerability assessment technique to help 

organizations identify their weaknesses in terms of information security (Carstens et al., 2004).   

With the ever-increasing use of information technology in our daily lives, there are also an 

everincreasing number of user accounts and passwords we have to remember and manage. The 

choice of passwords used for different information systems presents a dilemma. Users are tempted 

to use a single password across many sites thereby making these systems more vulnerable. 

Compromising one password can help an attacker take over several accounts (Gaw & Felten, 

2006).  

A lot of studies have gone on in the field of password security to find effective and more secure 

ways of managing passwords. One of the areas is hashing algorithms. For years, NIST has 

tirelessly worked to come out with standards on hashing algorithms. It explained the SHA family 

and has been bringing it up-to-date whenever there is a reasonable indication that the current ones 

are no longer enough. The development of SHA-3 became necessary as a result of the attacks that 

were discovered against SHA-1. Attacks against several cryptographic hash algorithms were 
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successful and serious attacks were published against the NIST approved SHA-1 within the years 

2004 and 2005 (NIST, 2016).   

Carstens et al. (2004) identified vulnerabilities produced through user actions. Their objective was 

to predict the vulnerability that a particular action of a user can cause. Their survey results indicated 

that individuals with eight to eleven passwords are at greatest risk of not remembering their 

passwords at least once a month. Therefore, the individuals resort to writing their passwords on a 

piece of paper to help them recall these passwords latter. The use of several passwords across 

different information systems resulted in a lot of studies in managing these several passwords of a 

user.   

Silver et al. (2014), studied the security of popolar password managers and their policies on 

automatically filling in Web passwords. They examined browser built-in managers, and 3rd party 

managers and observed significant differences in autofill policies among password managers. They 

identified a number of vulnerabilities with these password managers and how these vulnerabilities 

could best be addresed.   

The world is becoming closer and closer day by day because of the use of computer systems. The 

society depends mostly on the internet to transact business. There are a lot of confidential 

informaiton for users circulating over the internet. This confidential information is mostly accessed 

by users through password authentication (usersname and password). However, this mechanism is 

fragile through some user actions and some malicious software. Therefore an enhanced security is 

required to ensure that only authorised users will be able to access the account. This study therefore 

aims at improving the login-password authentication using a typing rhythm.  
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1.1 Problem Statement  

Integrity, confidentiality and availability of information is an area of concern to every organisation. 

Every organisation hopes that data integrity is not violated, thus data is not modified without the 

owner’s authority. They also hope that sensitive information belonging to an individual, an 

organisation or a body couldn’t be accessed by unauthorised people. Finally, they hope that 

information would be available to authorised people on demand. Individuals with electronic 

accounts such as emails, also hope that no other person apart from themselves can access those 

accounts. If anyone can access the account, she must have given the person her credentials.  

However, this is not the case with the status quo. There are countless events where people’s 

accounts have been compromised and series of reports detailing data breaches. On April 29, 2015, 

ZenPayroll discovered that it had been the target of phishing, an illegal attempt to obtain sensitive 

information that permitted an unauthorized person to access one ZenPayroll email account (“Itrc  

Data Breach Reports,” 2015). 8Track, one of the most well-known internet radio service providers, 

was hit with a data breach which compromised 18 million user accounts. The data hacked included 

usernames, email addresses, and partially encrypted passwords (“Data breach statistics 2017,” 

2017).   

During 2016, there were several prominent account hijacks in which the targeted service was not 

breached, but rather a large number of the targeted service’s clienteles were denied the control of 

their accounts because they had reused the same email and password from another online account. 

For example, Tabao, a Chinese auction site suffered a brute force attack where more than 20 

million accounts where hijacked. The attack leveraged more than 100 million combinations of 

collected credentials from other breaches (“IBM X-Force Threat  Intelligence Index,” 2017).  
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These data breaches cut across most sectors. According to the Ponemon 2016 cost of data breach 

report, the greatest number of organizations that reported they have been breached were in the 

business sector, representing 45 percent of all breached organizations; followed by healthcare and 

the medical industry at 35 percent; education at 9 percent and the financial services sector at 5 

percent (“IBM Cost of Data Breach Study - United States,” 2017).  

According to Verizon’s 2017 Data Breach Investigations report, one of the primary causes of data 

breaches is weak passwords and/or stolen passwords. The easiest, fastest and least noticeable way 

that hackers use to obtain unauthorized access is to leverage a weak and/or stolen passwords  

(“Verizon Data Breach Investigations Report,” 2017). Figure 1.1 reveals the tactics involved in  

breaching data and their percentages as reported by Verizon Data Breach Investigation report.  

  

Figure 1.1: How data breaches occur “Verizon Data Breach Investigations Report,” (2017) 

From figure 1.1, 81% of hacking-related breaches are as a result of weak passwords and/or stolen 
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passwords. In at least one event relating to Dropbox, hackers acquired a password from a worker 

and used it to gain access to that worker's account. From there they got access to Dropbox user's 

account information (“Check Point 2013 Security Report,” 2013). Password security concerns is 

an issue of ever-growing importance which cannot be taken too lightly.   

There are various ways that a legitimate user loses his or her password. A legitimate user may lose 

his or her password through over the shoulder attack, an observer can observe over the shoulder of 

a legitimate user who is typing his or her password and steal the password.  Through brute force 

attack, a user’s account can also be compromised. In a brute force attack, automated application is 

employed to produce a huge number of consecutive guesses as to the value of the desired data. An 

experimental or a heuristic method used to gain user credentials such as a user password or  

Personal Identification Number (PIN) (“What is a Brute Force Attack?,” n.d.). One example of a 

type of brute force attack is known as a dictionary attack, which might try all the words in a 

dictionary to find a match. To guard against brute force attacks, users are forced to use very 

complex passwords to either extend the time frame for breaking it or make it more cumbersome 

for the brute force software to break it. Because of the complexity of the password, users end up 

writing them in a book or keeping them in an electronic file which also compromises the password.  

Those who do not want to write also turn to use simple passwords because they don’t want to forget 

their passwords. These easy to remember passwords are also susceptible to brute force attacks 

(Carstens et al., 2004).   

Keyloggers pose another threat, they are a type of malicious malware that record the users’ 

keystrokes and capture the characters that are pressed in and writes the data to a file. According to 

Webopedia, a keylogger is a kind of surveillance software that has the ability to track every 

keystroke you make to a log file (“What is Keylogger? Webopedia Definition,” n.d.)  
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There are several ways where users’ textual password can be compromised thus posing a threat to 

system security. These threats which include stealing the password using client-side malware 

(keyloggers), phishing the password using a spoofed website, and stealing the password from an 

authentication server are not really helped with a strong password (Bonneau et al., 2015). This 

study therefore seeks to strengthen the password security so as to make it more difficult or prevent 

a malicious person who uses phishing techniques or other methods to steal passwords from 

legitimate users from gaining access to unauthorised accounts.  

1.2 Research Objectives  

The main aim of this study was to enhance the security of password authentication by adding 

another layer of security using a rhythmic typing.  

The specific objectives are:  

i. Develop a more convenient and secure model for authenticating users of a computer 

system.  

ii. Determine the convenience and efficiency of the system.  

These objectives formed the basis for formulating the research questions that provided support for 

the main purpose of the study: An enhanced model for securing password authentication using 

typing pattern.  

1.3 Research Questions  

An examination of the purpose of the study and review of the literature revealed that the following 

research questions were suitable to form the focus of this study:  

i. How can a model be developed to enhance the security of password authentication?  
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ii. To what extent will user authentication model using typing pattern make password 

authentication more convenient and secure?  

1.4 Research Scope  

Ensuring the integrity, confidentiality and availability of data transcend beyond password 

authentication. Even with password authentication, the architecture of password security system 

goes beyond user validation. It encompasses data transmission (i.e. the user credentials that are 

being transmitted to the password storage for validation), the password file (i.e. the password 

storage system).  Hashing and salting of the password file and user actions are all different but 

important security areas of study that come together to ensure comprehensive security of data.  

However, this study focused on enhancing password authentication security.  

1.5 Significance of the Study  

As it has been established, the cost of data breach is a global concern and an area of concern for 

every modern organisation. It is therefore paramount that mechanisms are put in place to strengthen 

the security of data. Almost every individual has at least one account that is protected with a 

password. This accounts include email account, ATM, a student or staff portal, social media 

account, among other online and offline accounts. Hence a study to enhance password security is 

essential not only for organisations but individuals that operate with these organisations as well.  

A study on the security of password authentication system is important for several reasons. First, 

developing a model for enhancing password authentication, will improve the security of data 

therefore reducing data breach. Second, though it is not advisable that users write their passwords, 

some users still write because they don’t want to forget. This study when implemented will provide 

another layer of security for these users, knowing that even if the password falls in the wrong hands 

there is still a tendency that their accounts cannot be accessed. Third, a lot of people are afraid to 



 

10  

  

deal with online companies because they are afraid their accounts can be compromised, this study 

will therefore give them the confidence to deal with the online companies because of the assurance 

of security. Finally, this study will reduce over the shoulder attacks, brute force attacks, other 

phishing attacks and keyloggers that steal users’ password.  

1.6 Limitations of the Study  

This model was evaluated using False Acceptance Rate (FAR) and False Rejection Rate (FRR). 

Due to limitations of financial, material and time resources, the number of participants for the 

experiment was not sufficient enough to really ascertain the effectiveness of the model. Though 

one of the subtle objectives of this model is to reduce brute force attacks, due to limited resources, 

the system couldn’t be tested against brute force attacks.  

1.7 Organisation of the Study  

This study is in five chapters. Chapter One is basically the introduction. This deals with the 

background of the study, the statement of the problem, the objectives of the study and the research 

questions of the study. It also includes the significance of the study, the limitations and the 

delimitations of the study, and the organization of the study. Chapter Two focuses on the review 

of related literature which is relevant to the study. Methodology of the study is the subject of  

Chapter Three. It provides details on research design, population, sample and sampling techniques.  

It also indicates the instruments used in the data collection procedures, pilot study and intervention 

design and implementation. In Chapter Four, results of the study are presented. Finally, discussion 

of the results, summary of findings, conclusions, recommendations and suggestions for further 

research form the concluding chapter of the report.  
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CHAPTER TWO  

LITERITURE REVIEW  

2.0 Introduction  

The purpose of this study is to enhance password authentication using typing pattern. This chapter 

takes a look at the existing literature in relation to the study. Materials written by other persons or 

authors in context with the topic were considered. First, we briefly examine the history of password 

authentication. We then look at the recent studies in relation to the topic.  

2.1 History of Password Authentication  

Passwords were originally used in the 1960s for accessing time-shared mainframe computers. 

During the development of the first time-sharing operating systems in the 1960s, passwords were 



 

12  

  

added to safeguard against practical jokes and researchers using unauthorised resources. The 1961 

Compatible Time-Sharing System at MIT was likely the first to deploy passwords in this way.  

Multiple cases were recounted of users predicting one another’s passwords and also at least one 

leak of the master password file that was stored in unencrypted format.   

These concerns were effortlessly surmounted because all users were part of the same academic 

organization. The development of access control in MULTICS and Unix in the 1970s, passwords 

were adapted to defend sensitive information and computational resources. Passwords were 

protected by MULTICS by storing them in hashed form, a practice first developed by Roger 

Needham and Mike Guy at the University of Cambridge in the 1960s. With the mid-1990s the 

advent of the World Wide Web and e-commerce, efforts were made to substitute passwords with 

public-key cryptography via Secure Sockets Layer (SSL) client certificates or the competing 

Secure Electronic Transaction (SET) protocol. As Web-based services increased, usability issues 

arose that had not occurred for system passwords. Resetting forgotten passwords, previously a 

manual task for IT support staff, was automated through email, creating a common central-pointof-

failure for most users. The prevalent availability of smartphones may be changing the paradigm, 

however, as in the early 2010s a number of online services, including Facebook, Google, and  

Twitter deployed free smartphone applications to serve as a second factor based on the emerging  

Time-based One-Time Password (TOTP) standard. Other applications send codes via Short 

Message Service (SMS) as a backup authentication mechanism. A few services have provided 

dedicated tokens as a second factor, usually in companies at greater risk of fraud (such as eBay 

and World of Warcraft) (Bonneau et al., 2015).  
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2.2 Related Work  

In this study, our concentration was to add an extra knowledge based layer of security to the usual 

password authentication to improve its security. Researchers have come out with many alternative 

solutions for authenticating users, one-time passwords, biometrics, and graphical passwords. 

While these alternatives are quite auspicious, textual password is still prominent in user 

authentication.  

User authentication is in three main forms. Knowledge based, object based and biometric based.  

This classification is shown in figure 2.1.  

  

Figure 2.1: Classification of authentication techniques (Guljari et al., n.d.)  

  

Carstens et al., (2004) evaluated the human impact of password authentication practices on 

information security. The purpose of their study was to come out with a model for assessing the 

human effect on password authentication. The study was focused on measuring the impact of 

password demands as a means of authentication and mitigating the risks that come about when 

these demands go beyond human capabilities.   

Specifically, they were looking at:  
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• Evaluating user practices in determining passwords.  

• Determining vulnerabilities produced through user actions.  

• Testing the practicality of individuals customizing their passwords applying meaningful 

data and mnemonic devices in password formation.  

• Determining the human impact that password authentication issues have on information 

security.  

A survey was conducted to find out how the number of passwords a person has to remember 

impacts the security of an information system. The results of the survey were evaluated to aid the 

researchers in coming out with password guidelines that were used in a case study experiment.  

A case study was performed at a larger US government agency with 30 participants. The 

participants created 3 password protected Microsoft word documents five days a week for three 

weeks. This was done to determine how individuals are able to remember a password created using 

generic instructions versus password created using mnemonic instruments.  

The first stage of their experiment, required participants to form their own passwords that conform 

to strict password rules. These rules were:  

i.  Passwords should not be less than 7 characters in length 

ii.  Passwords should include symbols iii.  Password 

cannot use the same term beyond two times iv.  Password 

should not be a dictionary word or proper noun  

 v.  Password must not be data about the individual such as social security number, date of  

birth, etc.  

The second stage of the research mandated participants to create their passwords by chunking 

meaningful data together. The security of the password rules used in each stage were evaluated 
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using the multiplicative rule to determine how many guesses an individual will make to get the 

simplest proposed password.  

Their survey results showed that those individuals with eight to eleven passwords were more likely 

not to remember their passwords at least once a month. Therefore, these individuals resorted to 

writing down these passwords in a book to refer to when signing in into their accounts. The results 

of the case study of the federal agency indicated that participants who formed their own passwords 

following the stringent password guidelines are more likely to forget their passwords than those 

who utilize mnemonic devices. 50.7% of the participants who formed their passwords using 

password rules were able to remember all the three passwords created. 72.7% of the participants 

who formed their passwords utilizing mnemonics were able to remember all the three passwords 

created.  

The study therefore suggests that the use of mnemonic devices in password formation may impact 

information security positively. Their study also revealed the vulnerabilities caused by human 

factor on information systems. Some of these vulnerabilities identified are weak passwords, 

common passwords, visible passwords, and security policies not followed. They also stated that 

these vulnerabilities are caused by too many systems requiring passwords, and complexity of 

passwords making it difficult for the individual to commit to memory.  

One strength of their study was that, the study was able to identify that individuals with 8 or more 

passwords are more likely not to remember their passwords at least once a month. This is 

significant in the sense that a lot of people have so many accounts online and this finding will aid 

the stakeholders to find a better way of managing their passwords or the passwords of their clients. 

Example of such is password managers. It was also able to bring out the fact that because of the 

complexity of the passwords, individuals are likely to write them down. So far as the password is 
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written down, it can be seen and used by others. Utilizing mnemonics have also been revealed 

through their study to be more secure than a usual password that will just conform to the password 

guidelines.   

Though this study presents a lot of strengths, it doesn’t solve all the problems with password 

authentication. From the results of their study, 27.3% of the participants that created their 

passwords through utilizing mnemonic devices still couldn’t remember all the three passwords 

created and 23.5% still referred to a paper to recall their passwords which means the passwords 

were still written (Carstens et al., 2004). Although users are often advised to create passwords 

using mnemonic devices, little empirical evidence is there to prove it effectiveness (Kuo et al., 

2006).  

Kuo et al. did a study on the effectiveness of mnemonic passwords. A survey was conducted to 

gather sample of mnemonic and control passwords. This survey ran for fifteen days in February, 

2006. Participants were individuals who were eighteen years and over, and had about 5 

passwordprotected accounts online. The clear text passwords were imported for their analysis; 

therefore, participants were advised not to use passwords that they are currently using or have 

previously used. The passwords generated by the participants were analysed using several 

methods. Attempt was made to crack the passwords. The control passwords were matched against 

John the Ripper’s English dictionary, and the mnemonic passwords were matched against a 

computer-generated mnemonic dictionary. The results from the cracking exercise were used to 

score the strength of the passwords. The control passwords were tested against a dictionary of 

about 1.2 million words and the mnemonic passwords were tested using 400,000 word mnemonic 

dictionary. Both the control and mnemonic passwords were subjected to brute force attack for 62 

hours.  
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The results of their research revealed that more control passwords were compromised than the 

mnemonic passwords. Eleven percent (11%) of control passwords versus four percent (4%) of 

mnemonic passwords were cracked (Kuo et al., 2006). The emphasis here is that inasmuch as 

mnemonic password is preferred to control password, it is still vulnerable and can be cracked.  

Dhamija and Perrig proposed an authentication scheme using graphics. The purpose of their study 

was to develop a system which sought to address the fundamental limitation of knowledge-based 

authentication which is human limitation to recall strong passwords. Instead of recalling passwords 

and pins, they rather propose an image-recognition system where the user identifies a number of 

images from a set of images that she selected when she was creating the account.   

Their proposed system has three phases, portfolio creation phase, training phase and authentication 

phase. During the first phase which is the portfolio creation phase, the user picks a specific number 

of images from a pool of images presented by the server. Figure 2. 2 exhibits sample images that 

are used at the first stage of their prototype.  
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Figure 2.2: Portfolio selection window (Dhamija & Perrig, 2000)  

  

From the window presented in Figure 2.2, the user selects the specific number of images that will 

be her authentication images. Example is shown in Figure 2.3.  
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Figure 2.3: Examples of randomly selected images (Dhamija & Perrig, 2000).  

  

  

After the images are selected by the user, the system moves to the second phase, which is the 

training phase. The purpose of this stage is to improve the probability of the user remembering the 

images that she chose. This is done by letting the user select the images in her portfolio from a 

collection of images which contains decoy images.  

The final stage, authentication stage is where the user tries to get access to the system by selecting 

the images she chose at the portfolio creation phase. A server stores all the selected images of the 

users and presents a challenge to users who try to get authenticated. If the images selected by the 

user match the images she chose during the portfolio creation phase, the user is authenticated.  

Twenty participants were selected to test the developed Deja Vu prototype. This phase consisted 

of two sessions. During the first session, participants were asked to create a four-digit PIN and a 

minimum of six characters’ password. Participants also created two types of image portfolio, one 

consisting of five Random Art images and another consisting of five photographs.  

Participants next had to access their created accounts using all the four authentication techniques, 

in the same order they were created. To authenticate using image portfolios, the users had to select 

their five chosen images from randomly intermixed images. The total images to select from is 

twenty-five.  After one week, the participants again try to authenticate themselves using all the 

four techniques PIN, password and the image and photograph portfolios created in the first session.  

From their study, they observed that a number of errors were made with the PINs, passwords and 

portfolios. These errors were more prevalent with the PINs and the passwords than the portfolios. 

Even after one week, the number of unrecoverable errors made with the PINs and passwords were 

far higher than the images. Majority of participants reported that it was easier to recall photo 
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portfolios than PINs and passwords and that, they will prefer that if the system is secure enough 

that is, image selection times were improved. Table 2.1 presents the results of their survey. The 

number of the twenty participants that failed to login after creating the accounts.  

Table 2.1: Percentage failed logins  

  PIN (%)  Password (%)  Art (%)  Photo (%)  

Failed Logins  5  5  0  0  

Failed Logins (after one week)  35  30  10  5  

Source: (Dhamija & Perrig, 2000)  

  

From their study, the participants found it easier to recall the images they selected for their 

authentication better than the passwords or the PINs. Participants didn’t need to memorize any 

strings of characters that do not make meaning to them. This system would have been a better 

alternative to passwords and PINs, users would prefer this system to passwords because they 

wouldn’t have to do a lot of mental exercise by memorizing (Dhamija & Perrig, 2000).   

  

However, there are a number of drawbacks with their system. One, over-the-shoulder attacks. A 

user selecting these images can easily be seen by another person around. This is a common 

drawback of textual passwords. An attacker can easily see and identify the images more than the 

keys the user is typing. Another drawback is that, the sever storing the images stores the seed of 

the images in clear text. An attacker can therefore access this data though measures are 

implemented by their system to make it more difficult for an attacker to get access to it. Again, 

educated guess, is another drawback. An attacker who knows a user’s taste in images and colours 

can predict which images are the user’s portfolio.  

  

Therefore, this system has its challenges like any other system. In this study, the emphasis is placed 

on the rhythm rather than the complexity of the textual password. Rhythms are easier recalled than 

text so the users’ burden of picking and memorizing a very complex password is alleviated. An 
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attacker who chances on the users’ password is now faced with the task of identify the rhythm that 

will be used to type the password. A good simple password that can be easily recalled by the user 

without having to write it is okay if the rhythm is good enough.  

  

A similar work was done by Sreelatha, Shashi, Anirudh, Ahamer, & Manoj Kuar. They agreed to 

the fact that most graphical authentication systems are vulnerable to shoulder surfing. Therefore, 

they proposed a system that combines text with images or colours to create session passwords for 

authentication.  

  

They proposed two authentication schemes, pair-based authentication scheme and hybrid textual 

authentication scheme. During the registration stage of the pair-based authentication scheme, the 

user provides her password which will be stored on the server. During login, the user is presented 

with a 6 x 6 grid consisting of numbers and alphabets which changes during every session. This is 

depicted in Figure 2.4.  

  

Figure 2.4: Login interface of the pair-based authentication scheme  (Sreelatha et al., 2011).  
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The session password is generated from the original password submitted by the user during the 

registration phase. User considers her original password in pairs, for example; if the password is 

‘cd3k’, the first pair is the ‘cd’. The first character of the pair represents the row while the second 

character represents the column of the grid. Intersection of the pair produces the first character of 

the session password. In this example the intersection of ‘cd’ is ‘8’, hence ‘8’ is the first character 

of the password. This continues until you are done with all the pairs in the original password.  

During the registration phase of their hybrid textual authentication scheme, the user is presented 

with different colours of which the user rates from 1 – 8. The same rating can be assigned to 

different colours. Example of the registration interface presented to the user is shown in figure 2.5.  

  

Figure 2.5: Registration interface of the hybrid textual authentication scheme (Sreelatha et al., 

2011)  

  

During the login stage, the user once again is presented with another interface with a set of colours 

based on the colours she selected during registration. The interface comprises of strips of colours 

based on the colours chosen and 8 x 8 grid of digits 1 – 8 placed randomly. Example is shown in 

figure 2.6.  
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Figure 2 6: Login interface of the hybrid textual authentication scheme (Sreelatha et al., 2011).  

The colour strip contains four pair of colours, the first colour of a pair represents a row and the 

second colour of that pair represent a column. Based on the ratings given to the colours during 

registration, the session password is generated. For example, the first pair comprise of colours red 

and yellow. From the registration interface, the rating for colour red is 1 and that of yellow is 3. 

Therefore, the first pair produces the number 4, which is the intersection of 1 and 3 from the 8 x 8 

grid. Hence, 4 is the first session password. This continues for the other pairs and eventually 

produces a password of ‘4311’.  

One significant advantage of the pair-based authentication scheme is that the password changes 

during every login so the system administrator doesn’t have to worry about users changing their 

passwords frequently. However, both schemes are still susceptible to many authentication attacks. 

With both schemes, the session password is generated from the grid of characters presented to the 

user and the intersection of the pairs can still be guessed using brute force (Sreelatha et al., 2011).  
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Also, these schemes are mostly suitable for PDAs because it’s still vulnerable to shoulder surfing 

as the intersections of the pairs will still have to be typed using the keyboard. Another challenge 

is that the user is still bound to forget her original password or ratings for the colours and may end 

up writing them somewhere. Again, this authentication system is relatively slow.  

Due to advancements in Information Technology, information security has become an inseparable 

component of Information Technology. There are quite a lot of techniques and schemes available 

for verifying the identity of a user. A study was conducted on the most commonly used 

authentication methods. The study discusses the simplest authentication methods as well as the 

available biometric authentication methods such as voice, iris, fingerprint, and face authentication.  

The paper also looks at the current trends on the real life authentication methods which comprise 

symmetric, public-key, token, and biometric authentication techniques.  The research 

demonstrated that inasmuch as password authentication is the most common used technique in 

authentication protocols, and it is also cheaper to implement, in terms of security password 

authentication is considered very weak. This weakness according to their research is because of 

software attacks. On the other hand, the study also showed that the password authentication system 

is very safe if the password is computed between the communication parties by employing 

publickey cryptographic system such as DH protocol.  

The study also revealed that the standard token system is mostly useful for authentication systems 

whose risk level is not high, i.e. low to medium risk type authentication situations. Whereby, high 

risk authentications should rather implement multi-factor authentication. In biometric systems, 

they advised that though voice authentication is the commonest biometric authentication system, 

iris biometric should be implemented for high risk situations. The various performance rates 

among these biometric authentication methods are illustrated in table 2.2 below.  
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Table 2.2: Performance comparison between biometric authentication methods  

  Finger  Voice  Iris  Face  

Type  Physical  Behavioral  Physical  Behavioral  

Method  Active  Active  Active  Passive  

Equal Error Rate  2 – 3.3%  <1%  4.1 – 4.6%  4.1%  

Failure to Enroll  4%  2%  7%  1%  

Nominal False Acceptance Rate  0.1%  <1%  6%  4%  

Nominal False Reject Rate  0.1%  <1%  0.001%  10%  

System Cost  High  Low  Very High  High  

Source: (Ao & International Association of Engineers, 2014)  

The research concluded that most of the biometric techniques for authentication are secure, 

professional and provide very accurate authentication process. However, they require extra tools 

which make them very expensive to implement. The alternative provided by them is the DH public 

key method. Which they believe is also secure (Ao & International Association of Engineers, 

2014).  

Physiological biometric authentication though very secure require extra tools to implement, 

making it more expensive. Again, if the user has a disability or is deformed, for example, if the 

user has no hand she cannot be enrolled onto the system if the system is using finger print 

authentication. Password authentication is preferred in most situations because it is relatively 

cheaper and everybody can enroll. This study employs a multi-factor authentication system which 

does not require any extra tool to authenticate users. Hence the system this study proposes is 

cheaper and also robust against attacks.  

Biometric authentication has become quite popular today due to their advantages. The user does 

not need to carry a card around, or recall a password. It cannot be shared or misplaced. This has 
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warranted a lot of studies in the area of biometric authentication. Bhattacharyya et al., (2009) did 

a review on biometric techniques and technologies. Among the ones they reviewed are:  

i. Finger print technology: optical finger print sensors capture the pattern of the furrows and 

ridges of an individual finger which is unique to every individual. Finger print is one of the 

most popular biometric techniques used to ascertain the identity of a user. However, too 

wet or dry fingers will not produce an accurate image for processing. An example of a 

finger print captured is shown in figure 2.7.  

  

Figure 2. 7: Finger print (Bhattacharyya et al., 2009)  

  

ii. Face recognition technology: A computer system that automatically identifies or verifies a 

person from a digital image or video source. The face recognition system usually looks for 

the position of the eyes, nose and mouth and the distances between them. A drawback of 

this technology is that the system finds it difficult to differentiate between people that look 

very alike like identical twins. Figure 2.8 shows an example of a face recognition system.  

  

Figure 2. 8: Face recognition (Bhattacharyya et al., 2009)  
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iii. Iris technology: The pupil of the human eye is encircled by a coloured area known as the 

iris. This is the section of the eye that is used by the iris technology. Research has shown 

that iris pattern is unique. It is said that an artificial duplication of the iris is virtually 

impossible due to distinct features of the iris. Sample iris image is shown in figure 2.9.  

  

Figure 2. 9: Iris image (Bhattacharyya et al., 2009)  

  

iv. Hand Geometry: This is the measurement of the user’s hand in terms of height, width, 

thickness and surface area of the hand. This technology is based on the fact that the shape 

of a person’s hand varies and doesn’t change over time (Bhattacharyya et al., 2009).  

v. Voice recognition technique: Studies have shown that voice pitching is unique to 

individuals. However, voice recognition techniques rather look at the way a person speaks 

which is behavioural than the pitch itself which is physiological biometric. One 

disadvantage is that surrounding noise greatly affects the accuracy of the sound sample.  

vi. Signature verification technique: One of the behavioural biometrics is the signature of 

an individual. The nature and style that an individual signs her signature are measured and 

stored for verifying the user later. The characteristics that are measured include; pressure 

used in signing, direction, strokes length, number of strokes, duration, etc. During the 

verification process, the comparison is not between the appearance of the signature. That 

is, whether the two signatures (the original signature signed during the registration process 
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and the signature being used to be verified) look alike or they are the same. Rather, the 

dynamics of signing the signature is what is compared. Therefore, an attacker cannot 

deduce how the signature was written by merely looking at it. The most popular device for 

capturing signature dynamics is the traditional tablet, special purpose devices can be 

employed too. A disadvantage is that; a person’s signature is not always consistent. The  

way and style the signature is written could be slightly different though it is the same 

person. This could affect the verification process. A sample signature captured using a 

tablet is shown in figure 2.10.  

  

Figure 2. 10: A signature captured using tablet (Bhattacharyya et al., 2009)  

  

A notable drawback of this technique is that a user does not see what she is writing on the 

tablet but rather on the monitor of her computer which can confuse her. Again, the user’s 

signature on paper looks a bit different from the resulting signature produced by the tablet.  

There are other biometric authentication methods which are not quite popular due to the fact that 

they are quite expensive or complex to implement and some are still in the stage of research and 

development. Some of these biometric techniques are;  

• Palmprint: verifies a user using the valleys and the ridges of the palm instead of just the 

fingers.  

• Hand vein: Uses the vein pattern in the hand.  
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• DNA: This requires a form of tissue, blood or other bodily sample for verification. For a 

user to be duly verified, the sample has to go through processes and this delays the 

verification process. DNA is employed mostly in crime detection.   

• Thermal imaging: Works like the hand vein geometry, uses infrared to produce an image 

of the vein pattern in the face.  

• Ear shape: This technology uses the ear markings to verify the identity of a person.  

Employed in law enforcement.  

• Body odor: Research has shown that most of human characteristics are unique including 

how the person smells. Technological devices capture this smell from parts of the body like 

the back of the hand and convert it into a template.   

The above techniques are evaluated in table 2.3.  

Table 2.3: Evaluation of Biometric techniques  

Biometric  FAR  FRR  

Face  1%  10%  

Finger print  2%  2%  

Hand geometry  2%  2%  

Iris  0.94%  0.99%  

Voice  2%  10%  

Source: (Bhattacharyya et al., 2009)  

As presented in table 2.3, iris technique appears to be the most secure since the false acceptance 

and false rejection is very low. However, voice and face recognition are not quite convenient since 

the number of eligible users that may be denied access is quite high.  
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The growth of web applications has increased the number of online accounts a single user may 

have. Since password is predominantly the most used authentication system, users tend to have so 

many passwords that they have to manage. This is because of the security threat posed by using a 

single password across several platforms. This challenge drew attention to the study of password 

management. A password manager is a software that stores all the individual passwords of a user 

in a single file. This file is protected with a very strong password which is the only password the 

user has to memorise. A number of studies have already gone on and is still going on in this area.  

Various sprouting corporate challenges complicate password management by increasing exposure 

to hacking and phishing attacks, or complicating protective measures. To help businesses address 

these difficulty, various password management solutions are entering the marketplace, each with 

different strengths and weaknesses. Some browser vendors provide password management 

systems, some are provided by third parties, and many are network based where passwords are 

backed up to the cloud and synced across the user’s devices such as Apple’s iCloud Keychain 

(Silver et al., 2014).   

Most users are not familiar with security issues associated with some of these password managers. 

Silver et al did a comprehensive study on the vulnerabilities of theses password managers. They 

studied the autofill policies of ten popular password managers across four browsers. Some of the 

vulnerabilities identified are:  

i. Sweep attacks: An attacker takes advantage of the authomatic password autofill to steal the 

user’s login details across multiple sites at once without the user visiting those sites.  ii. Attack 

amplification via password sync: Most password managers are able to sync passwords across 

several devices. These password harmonization services can possibly result in password mining 

from devices without them ever having visited the victim site.  
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iii. Injection Techniques: An attacker injects a login window into any webpage in the origin 

of the actual login page and launches a password mining attack against that page.  

iv. Active Mixed Content: HTTPS webpages that contain active content (e.g., scripts) that are 

sent and received over HTTP is also a potential vector. If rendering active mixed content 

is enabled in the user’s browser, any HTTPS page containing active mixed content is a 

threat to injection. Silver, et al., further opined that Chrome, Firefox, and IE block active 

mixed content by default but provide a user option to enable it. Safari, Mobile Safari, and  

the Android stock browser allow active mixed content to be fetched and executed without 

any warnings. Several types of active mixed content, especially those processed by browser 

plugins, are harder to block.  

v. XSS Injection: A cross-site scripting vulnerability in a page allows the attacker to inject 

JavaScript to change the page as needed. If an XSS vulnerability is present on any page of 

the victim site, the sweep attacks will work even if the site’s login page is served over 

HTTPS.  

Obviously, password managers though to some extent will take the burden of memorising so many 

passwords off the shoulders of users, come with their own limitations. When the password 

protecting the password file is compromised, all the accounts belonging to the user are 

compromised and the other vulnerabilities outlined above. A more robust technique which will 

still not burden the user of memorising and recalling very complex passwords is needed.  

A behavioural biometric technique which is closely related to this study is the keystroke dynamics. 

Research has revealed that every user has a unique typing speed and style (Guljari et al., n.d.). This 

technique is equally cheaper since no extra device is required to implement, just software is needed. 
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In the study conducted by Guljari et al, they examined the dynamics involved in measuring 

keystrokes. According to their study, the features that are extracted are:  

• Latency of keystroke  

• Duration of keystroke  

• Hold time  

• Overall typing speed  

• Frequency of errors  

• Force of hitting keys when typing.  

Out of these features the most commonly used keystroke dynamics feature is latency of keystroke 

and dwell time. Latency of keystroke describes the elapsed time between successive keys. Dwell 

time describes the duration between when a key is pressed and when it is released. The research 

also pointed out the most commonly used metrics for evaluating authentication systems. These 

metrics are the false acceptance rate (FAR) and false rejection rate (FRR). False acceptance rate 

defines the rate at which unauthorised users are granted access and false rejection rate is the rate 

at which legitimate users are denied access. Another security metric is the equal error rate (EER) 

which is the ratio of FAR divided by FRR. The lower the ERR, the better the authentication system 

(Patil & Renke, 2016).  

Patil & Renke proposed an authentication system using keystrokes dynamics. When a user starts 

the application to be registered, a window is displayed to the user where she provides her username 

and password. When the password and the confirmation password match, the user is taken to the 

next stage where she types a given sentence ten times. The keystroke analysis is triggered when 

the user begins to enter the sentence, features like the dwell time and the flight time are measured 
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and analysed. The averages are calculated and stored in the database together with the password 

and username. A database table used by Patil & and Renke is shown in figure 2.11.  

  

Figure 2. 11: Keystroke dynamics database used by Patil & Renke  

  

The login window of their system is shown in figure 2.12. During login, the user enters her 

username and password, if they match what is in the database, she is taken to the next stage to 

reenter the sentence she entered during the registration stage. Again, the keystroke analysis is 

calculated and compared to what is in the database, if there is a match, the user is granted access 

otherwise denied.  
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Figure 2. 12: Keystroke dynamic login window used by Patil & Renke  

A major drawback of this design is the total time the user has to use to register. Entering the 

sentence provided a number of times before she can be registered, this affects the performance of 

the system. Again, since this technique is a behavioural biometric, with time as the user’s typing 

style and speed change, it increases the false rejection rate.   

In another study relating to keystroke dynamics, the researchers used the password field to extract 

the keystroke features. This is faster in terms of performance than the study conducted by Patil & 

Renke. With their scheme, the user enters her username and password, and as the password is being 

entered, the features will be calculated (Monrose, Reiter, & Wetzel, 2002). One advantage of this 

scheme is that the user may not even be aware that her typing style is being analysed to harden her 

password. An attacker who chances on the textual password may not be able to login because the 

typing styles are not the same. As said before, the challenge of this technique is that a user whose 

typing style changes substantially will find it difficult to login into her own account. Also, different 

keyboard styles affect the feature analysis, meaning a user who tries to login by using a different 

style of keyboard from the one she used to register may not be able to get access.  
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In conclusion, several authentication techniques are available for verifying the identity of a user. 

The most common method is the textual password. However, the vulnerabilities produced by this 

technique like phishing attack, dictionary attack, shoulder surfing, etc., have resulted in a lot of 

research to salvage the situation. A strong and complex password that contains numbers, symbols, 

letters (both upper and lower cases) and lengthy password can make the system more secure. But 

the primary problem here is the challenge in recalling those passwords. Though complex and 

strong password is more secure is still vulnerable to brute force attacks.  

The other techniques being used instead of textual password are biometrics and graphical 

passwords. These two techniques are not problem free either, they have their own disadvantages.  

Graphical passwords like the ones that have been reviewed in this study, have their strengths. Some 

of these strengths are that the user doesn’t have to remember a complex password, some are 

shoulder surfing resistant. But some have shoulder surfing issues and some have usability 

problems. Biometric techniques such as DNA, palmprint, hand vein, ear shape, body odor are quite 

intrusive and not very popular in access control. Biometric methods like finger print, iris scan, 

facial recognition, voice recognition are quite popular but expensive to implement. Identification 

process of some of the biometric techniques too can be quite slow. They are also not convenient 

for deformed people. A more secure and convenient system is therefore required to mitigate most 

of the challenges suffered by the reviewed techniques.  

In this study, we propose a multi-factor authentication system. This scheme doesn’t require extra 

device to implement. Therefore, relatively cheaper than most of the biometric techniques. Unlike 

the other keystroke dynamics where the typing style and typing speed of the user is used, a 

calculated rhythm is used in the proposed scheme. One advantage of this calculated rhythm is that, 

it does not change over time. A rhythm is a rhythm today and will remain the same rhythm in ten 
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years’ time. In terms of performance too it is fast since the password field is used to extract the 

features.  

Another importance of the proposed scheme is that, it makes it more difficult for an attacker who 

chances on the password file even though the user may have chosen a simple or poor password, to 

still break into the user’s account. This scheme conceals the details about which features of the 

user’s password is extracted and analysed. An attacker who gets the password file, and all the 

details about how the features were extracted and computed can deduce the time intervals between 

the keystrokes, the proposed scheme prevents this.   

  

CHAPTER THREE  

METHODLOGY  

3.0 Introduction  

The literature reviewed, revealed most of the vulnerabilities posed by the current authentication 

schemes being used. This study was conducted to find a better scheme which doesn’t call for any 

extra device or expenditure, but yet more robust to authenticate users. This chapter discusses 

vividly all the steps and methods used to achieve the objectives of the study.  

Based on the reviewed literature, and to appropriately answer the research questions, experiment 

method was adopted for this study. First part of this section looks at the design of the proposed 

system and the second part is the experimentation phase where carefully selected participants were 

used to try the system. This will enable the researchers evaluate the system accordingly.  

3.1 Tools   

The following hardware and software tools were used to enable the researchers address the research 

questions.  
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Hardware  

• Dell laptop computer o Model:   Inspiron 5551 o CPU:   Intel(R) Pentium(R) 

CPU N3540 @ 2.16GHz  

 o Memory:  4GM  

  

  

  

Software  

In order to develop a login program based on the proposed model, the following software were 

required:  

• Visual Studio 2012  

• SQL Server Management Studio  

3.2 Design Phase  

The design phase of this study is characterised by two sections, user registration phase and user 

login phase.  

3.2.1 User Registration Phase  

During this stage, the user is presented with a registration form just like any other user 

authentication scheme, she then provides her user name and password. Before she enters her 

password, she must have a rhythm in mind that she is going to use to type her password. Most of 

the works done in the area of keystroke dynamics use the user’s typing style but this study proposes 

a novel approach where a calculated rhythm is used to type the password. For example, if the user’s 

password is ‘k2fu44’, she doesn’t type it using her normal typing style or speed. But rather she 

creates a rhythm for it. Figure 3.1 shows an example of how she can type this rhythmically.  
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Figure 3. 1: Timing differences between successive keystrokes  

The timing differences between the successive keys form the typing pattern or rhythm. Example, 

the latency between key ‘k’ and key ‘2’ is 2.4 seconds, between ‘2’ and ‘f’ is 0.3 seconds, between 

‘f’ and ‘u’ is 1.9 seconds etc. These timing differences create the rhythm for the password.  

The user re – enters her password for confirmation using the same rhythm. If the user name already 

exists, a message is displayed to the user to change the user name. Example of the message 

displayed to the user is shown in figure 3.2.   

  

Figure 3.2: Error message when the user name already exists  

  

After the user name verification, the two passwords are compared, if they do not match, another 

validation message is displayed to the user. Example of the message displayed to the user is shown 

in figure 3.3.  

  

  

  

k   2   f   u   4   4   
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Figure 3. 3: Error message when passwords do not match  

  

As the user types the password, the keystroke features are extracted and temporarily stored. As it 

has been explained in the literature review, latency of keystrokes also known as the flight time and 

dwell time, are the most common used feature of keystrokes dynamics (Guljari et al., n.d.). This 

study made use of flight time feature of the keystroke dynamics. If the two passwords provided by 

the user do match, the patterns for typing the passwords are also compared to see if there is a match. 

If the matching accuracy is 75% and above, the details provided by the user including the typing 

pattern is saved in the database. If there is no match, an error message is shown to the user. Sample 

of the database used is shown in figure 3.4 and the registration interface used is shown in figure 

3.5.  
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Figure 3. 4: Database for storing user credentials  

  

 
  

Figure 3. 5: Registration interface  

  

To get a more accurate pattern computation, the Enter key is used instead of an OK button. The 

design model of the registration phase is shown in figure 3.6.  
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Figure 3.  6: Flowchart of the registration process  

After the user enters her credentials using a calculated rhythm, these features are extracted, 

analysed and then compared. If there is a match, the details are stored in the database otherwise  

the user is prompted to re-enter them again.  Database  

3.2.2 User Login Phase  

Figure 3.7 depicts the design model of the login process of this study.  

    

  

  

  

 Figure 3.7: Flowchart of the Login process  
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Database   
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An unknown user enters her credentials to be verified. First of all, the system checks whether a 

user name and a password have been entered otherwise a validation message like the one shown 

in figure 3.8, is displayed to the user.   

  

  

Figure 3.8: Validation error displayed to the user when she forgets to type either the username or 

the password.  

  

If the user provided her username and password, these features are extracted and compared to the 

original data in the database. First, the username and the textual passwords are compared to see if 

they match. If they do not match, another validation message like the one shown if figure 3.9 is 

displayed to the user.  

   

Figure 3.9: Validation error shown to the user if either the username or the password do not 

match.  
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However, if there is a match, the system then goes further to compare the patterns (latencies 

between successive keys). If the matching accuracy is 75% and above, the user is verified 

otherwise rejected. For the purpose of this study, the validation error message that is shown to the 

user when the username and the password match but the patterns do not match is different from 

the one shown in figure 3.9. The error message displayed to the user when the patterns do not 

match is shown in figure 3.10.   

  

Figure 3.10: Error message when the patterns do not match.  

  

In a real world implementation, the error message will be the same when either the textual 

password or the patterns do not match. This will make it more difficult for an attacker who tries to 

break into the system. She is faced with the task of recognizing the extra layer of security that has 

been added.    

The login interface of the authentication scheme is shown in figure 3.11.  

- 
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Figure 3.11: Login interface  

  

3.3 Experimental Phase  

The purpose of designing this authentication scheme is to find solutions to most of the problems 

posed by the current authentication schemes. To find out whether this scheme is more secure and 

convenient for users and it is even viable, an experiment was conducted using twenty participants. 

The participants were carefully chosen to be a representative of the general populace of computer 

users. An equal number of novice and proficient users and males and females were chosen. All the 

selected participants were quite familiar with textual password authentication. These participants 

were selected from the staff and students of Suhum Senior High Technical School. The 

experimental phase is characterised with six different stages.  

The first stage of the experimental phase is the briefing stage. As this scheme is new, participants 

were comprehensively briefed about the technique. The registration process and the login process 

were appropriately demonstrated to the participants to enable them understand the scheme better. 
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During the second stage, the participants were asked to pick their passwords and rhythms. They 

were advised to do it independently and surreptitiously. They were also advised to select a 

username and a password they were not already using since this exercise is for an academic purpose 

and the passwords will be taken from them. The patterns chosen by the participants were practiced 

several times until they got used to it. The next step is to get enrolled onto the system using the 

chosen rhythmic pattern.   

The third stage of the experimental phase is the login stage. Participants were asked to log in into 

the program using the username, password they provided during the registration stage. These 

passwords are to be accompanied with their respective patterns otherwise they will be denied 

access. The purpose of this stage is to enable the authors measure the false rejection rate (the 

number of legitimate users that will be denied access). Every participant had at most three attempts 

to successfully log in. if she is unsuccessful after the three attempts, she is temporarily logged out 

because she could be an imposter. This mechanism is to prevent an imposter who chances on the 

username and password of a legitimate user from trying to guess the rhythm. The message that is 

displayed to the user after the three attempts is shown in figure 3.12.  

  

Figure 3.12: Error message shown to a user who tries to login more than three attempts.  

If the user successfully logs in, another message is shown to the user to welcome her. This is shown 

in figure 3.13.  
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Figure 3.13: Message shown to a user who successfully logs in.  

  

During the fourth stage, the participants were put into two groups. Participants in each group gave 

their usernames and passwords to the other participants in the other group without their typing 

patterns. The purpose of this was to measure the false acceptance rate. The participants now posing 

as imposters then try to log in using another person’s username and password. The rate of user 

access was then measured.  

The fifth stage was done to examine how secure the system is against shoulder surfing. The 

participants were regrouped; the first group were made to observe the second group whiles they 

type in their credentials to get authenticated. The second group also had their turn to observe their 

counterparts. They were then asked to sign in based on what they observed. Again, the total number 

of participants that were able to access the system were measured.  
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Finally, to ascertain the number of users who will be able to log in after a period of time without 

writing the password nor the rhythm, participants were called again after two weeks to access their 

accounts again. The false rejection rate was measured again.  

As it has been highlighted in the literature review, the most common metrics for evaluating 

authentication schemes are the false acceptance rate and the false rejection rate (Guljari et al., n.d.).  

These metrics were applied to the various stages of the experiment and the results are discussed 

and analysed in the next section of the study.  

  

   

  

  

  

  

  

  

  

CHAPTER FOUR  

ANALYSIS OF RESULTS  

4.0 Introduction  

The purpose of this study was to propose a model that seeks to enhance the security of password 

authentication by adding another layer of security using typing pattern. The previous chapter 
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discussed the systematic approach and the methodology that were adopted by the researchers to 

achieve the objectives set. This section of the study focuses on the results analysis of the study.  

4.1 Legitimate User Authentication  

As it has been explained, False Rejection Rate defines the number of legitimate users that are 

denied access (Patil & Renke, 2016). The third stage of the experiment phase was conducted to 

measure the false rejection rate. Users after creating their accounts using a typing pattern for the 

password, had maximum of three attempts to log in into their accounts. The results indicated that 

all twenty (20) participants representing 100% were able to log in within the given three attempts. 

No participant was rejected or was unable to log in. The number of participants that were able to 

log in against those who were unable is illustrated in figure 4.1.  

 

Figure 4.1: Chart depicting percentages of participants that were able to access their accounts.  

  

Out of the 20 participants, 16 of them representing 80% were able to log in at the first attempt, 4 

of the participants representing 20% logged in at the second attempt. This is illustrated in figure 

4.2.  

  

20 ,  100 % 

0 ,  0 % 

Percentage of legitimate participants that were able to  

access their accounts  

Able to log in Unable to log in 
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Figure 4.2: A chart showing percentage of legitimate participants and the number of attempts 

made.  

4.2 Imposter User Authentication  

The objective of the fourth stage of the experimental phase was to determine the number of imposters that 

will be verified as legitimate users after being given the usernames and passwords of legitimate users. This 

is known as false acceptance rate. The participants after being grouped into two, were given usernames and 

passwords of legitimate users to attempt to log in. The results of the fourth stage of the experiment indicated 

that two (2) of the accounts created by the participants representing 10% were logged in by imposters and 

eighteen (18) of the accounts representing 90% could not be accessed by imposters. This is shown in figure  

4.3.  
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Figure 4.3: A chart illustrating the percentage of imposters that were authenticated against those 

that were not.  

  

The 10% of the accounts that were illegitimately accessed, the imposters were able to succeed at 

the third attempt. This is illustrated in figure 4.4.  

 

Figure 4 4: A chart illustrating the percentages of imposters and the number of attempts made.  
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4.3 Shoulder Surfing Imposter Authentication  

After some participants posing as imposters to access accounts created by other participants, 

another set was made to observe another group as they type their username and password. The 

objective of this was to determine the resistance of this scheme to shoulder surfing attacks. 

Literature revealed that most schemes are vulnerable to shoulder surfing attacks. To therefore 

determine how secure the proposed scheme is, it needed to be evaluated to see how secure it is 

against shoulder surfing attacks.  

Participants were put into two groups again. Whiles one group entered their usernames and 

passwords the other group observed them type. After the observation they were made to access 

those accounts they observed. The results indicated that 15% of the total participants posing as 

shoulder surfing imposters were able log in into other users’ accounts after observing them and 

85% even after observing the legitimate users, couldn’t access their accounts. This is illustrated in 

figure 4.5.  

   

15 % 

85 % 

% 0 % 10 20 % 30 % 40 % % 50 60 % 70 % 80 % 90 % 

ABLE TO ACCESS 

UNABLE TO ACCESS 

Percentage of shoulder surfing imposters that were able to log in  

against those who could not 
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Figure 4.5: A chart showing the percentage of shoulder surfing imposters that were successful 

against those that were not.  

  

Five percent 5% of the shoulder surfing imposters were successful at the first attempt, 5% was also 

successful at the second attempt and another 5% at the third attempt. This is demonstrated in figure  

4.6.  

 

Figure 4.6: A chart indicating percentages of shoulder surfing imposters against the number of 

attempts made.  

  

4.4 FRR of Legitimate Users after Two Weeks  

To determine how convenient the proposed scheme is, participants were called again after two 

weeks. Legitimate users were made to log in into their accounts again. The results indicated 75% 

of the legitimate users were able to log in after two weeks and 25% could not log in. This is 

compared with the first results and illustrated in figure 4.7.  
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Figure 4.7: A chart showing percentages of legitimate users that were able to log in during the 

first and second sessions.  

  

The number of attempts made in the second session has again been compared with the first session 

in figure 4.8.  

 

Figure 4.8: A chart showing percentages of legitimate users against number of attempts made in 

both sessions.  
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4.5 Imposter User Authentication after Two Weeks  

The results revealed that no imposter was able to log into any of the legitimate accounts. This is 

illustrated in figure 4.9 and the number of attempts made is illustrated in figure 4.10.  

 

Figure 4.9: A chart illustrating percentages of imposter users that were able to log in and those 

who could not log in during both sessions.  

  

 

Figure 4.10: A chart showing percentages of imposter users against number of attempts made in 

both sessions.  
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4.6 Shoulder Surfing Imposter User Authentication after Two Weeks  

Those who posed as shoulder surfing imposters were ones again given the usernames and 

passwords to try again. The results indicated that 100% of the participants could not log in again 

after the two weeks. This is illustrated in figure 4.11.  

 

Figure 4.11: A chart showing percentages of shoulder surfing imposters who were able to log in 

and those that could not in both sessions.  

  

Since no shoulder surfing imposter was able to log in after the two weeks, it means all the three 

attempts were exhausted by the participants. Again this is compared in figure 4.12.  
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Figure 4.12: A chart indicating percentages of shoulder surfing imposters against the number of 

attempts made in both sessions.  

  

The false rejection rates and the false acceptance rates of both sessions are shown in table 4.1.  

Table 4.1: FRR and FAR of both sessions  

 

 Session  FRR  FAR  

 

First Session  0%  10%  

Second Session  25%  0%  
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CHAPTER FIVE  

DISCUSSION, CONCLUSTION AND RECOMMENDATION  

5.0 Discussion of Results  

The purpose of this study was to propose an enhanced model for securing password authentication 

using typing pattern. To determine whether an authentication scheme is very secure and 

convenient, the false rejection rate and the false acceptance rate must be at the barest minimum 

(Patil & Renke, 2016). Therefore, the experiments conducted were to enable the researchers 

measure the false rejection rate and the false acceptance rate of the proposed scheme.  

100% of the participants were able to log in into their accounts during the first session. This means 

that during the first session, the false rejection rate (FRR) was 0%. No legitimate user was rejected 

by the system or was unable to log in using the typing pattern. 80% of the legitimate users were 

successful at the first attempt and 20% at the second attempt. This means that no legitimate user 

tried even three times before getting access. During the second session (after two weeks), 75% of 

the legitimate users were able to log in successfully whiles 25% exhausted all their three attempts. 

The first session produced an FRR of 0% whiles the second session produced FRR of 25%, this is 

because first, the number of participants used are relatively small. Again, during the first session, 

the patterns adopted by the users were fresh in the memories of the participants so it was easier for 

them to recall. However, after the two weeks since they failed to practice the pattern, some failed 

to recall the actual patterns. This is one challenge of this study, if users fail to rehearse the rhythms 

constantly until it becomes part of them, they might forget the rhythm. Normal keystrokes 

dynamics will have a strength over the proposed scheme in this light since that scheme only uses 

the user’s typing style and does not need to recall any rhythm.   
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95% percent of the imposter users could not log in and 5% was able to guess the pattern of a 

legitimate user. This makes the false acceptance rate (FAR) 5%. Since this scheme is a new 

approach, participants were not very acquainted with the picking of the pattern or rhythm. Hence, 

were virtually typing the password using their normal typing style. This makes it easy for an 

attacker to easily guess the pattern. This is a challenge of keystrokes dynamics that uses the normal 

typing styles of users, most users are likely to have similar typing style and speed and therefore 

can guess the typing style of another. A very good rhythm will make it very cumbersome for an 

attacker to guess. The single account that was compromised was successful at the third attempt. 

However, during the second session, the FAR was 0% since no imposter could log into the same 

accounts they tried in the first session. This proves how secure the scheme is against imposters 

who chance on people’s usernames and passwords.  

Most of the schemes reviewed are susceptible to shoulder surfing attacks. The proposed scheme 

was also tested against shoulder surfing attacks and the results indicated 85% of the shoulder 

surfing imposters after observing could not still access the accounts and 15% were able to access 

the accounts after observing the legitimate users type. Most of the participants though are familiar 

with user authentication since all of them have either Facebook or Email accounts, were not good 

with keyboarding. Most of them will use few fingers to type everything and that made it easy for 

the shoulder surfing imposters to observe them and caught the pattern. Patterns cannot easily be 

written down unlike passwords, if the pattern is not yours and you have not rehearsed it well you 

are bound to forget easily. None of the shoulder surfing imposters were able to log in again after 

the two weeks.   

The few number of attempts made by legitimate users and the lower FRR indicate that the system 

is convenient to use. No other devices are required, the user does not need to carry anything along 
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which she could also forget. The FAR produced by this scheme even though the size of the 

participants is small, demonstrates how secure the proposed scheme is.  

5.1 Conclusion  

Textual password is the most common technique for authenticating users amidst all the drawbacks 

surrounding it which includes social engineering, dictionary attacks, eves dropping etc. Other 

alternative methods such as graphical passwords and biometrics have their own disadvantages, 

either they are too expensive to implement or vulnerable to attacks like shoulder surfing (Sreelatha 

et al., 2011).   

This study proposed a scheme that adds another layer of security to the textual password which 

does not call for any extra device. The implementation of the proposed scheme is cost effective. 

As the proposed scheme prototype implementation demonstrates, this proposed method is viable 

in practice. The false acceptance rate produced in the study demonstrates that even if the username 

and password of a legitimate user is obtained by an attacker through social engineering, or other 

means, the attacker has a very little chance of breaking into the system. Therefore more secure 

than ordinary textual password. The proposed technique is easier to use irrespective of your level 

of expertise in computing. Legitimate users do not struggle to get authenticated.   

A stronger password can to some extent make the system secure but the main problem has to do 

with the remembrance of those passwords (Sreelatha et al., 2011).  Using the multiplicative rule, 

if a user decides to use all letters for her password, an attacker will have to do 308,915,776 

combinations or attempts before she can guess it right (Carstens et al., 2004). The proposed scheme 

allows only three attempts that leaves an attacker 102,971,925.33 guesses. Of course it will be a 

herculean task for a human being to guess but not for computers especially in this age that the 

processing power of computers keeps doubling. However, even if the computer is able to guess 
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the password, it will be very difficult for the computer to guess the pattern that was used to type 

the password. With this scheme, users therefore do not have to pick a very complex password that 

they might forget or will need to write somewhere but rather get a good pattern that will be difficult 

to guess. It will be easier to remember the rhythms than the raw text.  Though this system provides 

a lot of security, to some extent it is still vulnerable to shoulder surfing in a situation where the 

user does not know how to type and has to press the key with a single finger.   

5.2 Recommendations  

The researcher after the analysis of the results came out with the following recommendations for 

stakeholders in data security. Data security is an area of great concern for most organisations that 

work with information technology. Organisations that wish to enhance their data security 

especially in the area of user authentication without extra cost can implement the proposed scheme.  

For system administrators that will want to implement the proposed scheme, the researchers 

recommend that:  

i. Users of the system must be educated to pick a very good pattern that will be difficult to 

guess by an attacker. The accounts that were broken into in this study revealed that the 

legitimate users did not really pick a good pattern.  

ii. Users rehearse their chosen patterns constantly; at least twice a day for a number of days. 

The legitimate users who could not access their accounts revealed that they did not practice 

the pattern again after the first attempt.   

iii. Users must be made aware that as they type the credentials to be authenticated, other 

people could observe them and steal their credentials. Therefore, they should as much as 

possible  
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avoid using public systems to access their accounts. Also, as they type the credentials they 

should be mindful of their environment, bystanders, onlookers and cameras around. iv. Inasmuch 

as an attacker will struggle to break into their accounts if this proposed scheme is employed, they 

should avoid writing their passwords. The purpose of this study is to enhance the security 

therefore no room should be given to compromise the security.  

v. As this study has revealed, the number of attempts for accessing an account must be limited. 

This is to prevent imposters from trying to guess the rhythm of a legitimate user.  

This study focused on an aspect of data security which is authentication. Organisations that wish 

to implement this scheme should combine it with hashing and salting to make it more difficult for 

an attacker.  

5.3 Future Research  

Data security is an essential and critical concept and area of worry for most organisations. As such 

a lot of studies have gone into it and are still going on. Password systems cannot be ruled out; it is 

an important concept as far as data security is concerned. Though there have been studies on other 

authentication methods, password still remains the commonest. This study sought to enhance the 

security of textual password systems but it was not exhaustive, there are still more work that can 

be done in this area. Increasing the number of participants will make the results of the study more 

reliable.   

Again, in future studies, this model will be tested against brute force attacks. This model is 

proposed to enhance the security of password authentication and also to make it more convenient 

for the users. The more password protected accounts a user has, the more likely she is to forget 

most of the passwords (Carstens et al., 2004). What impact will managing several accounts based 

on this model have on the model, how convenient will this model be in a situation where the user 
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has to manage several accounts based on this scheme? These are questions that will be addressed 

in future studies. This scheme made use of latencies between keystrokes features, the other features 

such as dwell time, pressure on the keys among other features will be exploited in future research.  
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