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ABSTRACT

The design and implementation of internet protocol (IP) networks is not new. Researches in
the past have focused on the design and implementation of IP networks with Fixed Broadband
(FBB) technologies. This study researches into how Mobile Broadband (MBB) technologies,
such as General Packet Radio Service (GPRS) and Universal Mobile Telecommunications
System (UMTS), could be used as an alternative to FBB technologies in the design and
implementation of IP networks for businesses. The study made use of the User Equipment-
toUser Equipment (UE-to-UE) communication solely within the GPRS and UMTS Radio
Access Network (RAN); MBB over layers two and three of the Open Systems Interconnection
(OSI) model, promulgated by the International Organization for Standardization (ISO/IEC
7498-1, 1994), and Internet Protocol Security (IPsec) as methods in the design of the MBB IP
networks for businesses. Data for both FBB and MBB were obtained from experiments and
compared to support the objective of the research. The analysis of both technologies based on
the experiments performed showed, they are basically at par in performance with each having
its strengths and weaknesses. The research showed MBB has low latency where radio service
is adequate but suffers attenuation where people are crowded. The experiments and analyses
showed MBB is suitable for use in the design and implementation of IP networks for

businesses.
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CHAPTER 1. INTRODUCTION

1.1. Background to the Study

Data communications in general had evolved globally and Ghana is not an exception.

The evolution could not have been possible without a favourable legal and regulatory
environment. Ghana could not have reached thus far in data communication without the
following acts: National Communications Act, 2008, Act 769, Electronic Communications

Act, 2008, Act 775, the Electronic Transactions Act, 2008, Act 772, and the National
Information Technology Agency Act, 2008, Act 771. The essence of these acts are meant to

support the heightened convergence within the Ghanaian communications space.

Data service providers have made available the most recent technologies needed for effective
data communication. From fixed broadband (Copper and fibre) to mobile broadband (GPRS,

UMTS and LTE).

Data from service providers revealed that, the use of these technologies for setting up local area

networks and wide area networks are skewed towards the fixed broadband capabilities.

Documented approach to using the other available technologies to setting up local and wide
area networks for businesses could help balance the usage of these available data
communication technologies to help businesses grow to improve the Ghanaian economy. This
study is aimed at documenting the approach needed to using the mobile broadband to set up IP

networks.

1.2. Problem Statement



"Ghana’s creators and entrepreneurs are inspired by what they can do online, but today, their
ability to participate fully on the Web can be hindered by the availability, quality and cost of
Internet access. We aim to change that,” said Estelle Akofio-Sowah, Google Ghana Country

Manager (Ghana News Agency, 06/10/2015, Launch of Google’s Project Link).

Businesses in Ghana are really inspired to offering online service but are at the same time
frustrated by the lack of fixed broadband service penetration as expressed by the Google’s
country manager. To support this claim, the National Communication Authority’s March 2016
report on fixed and mobile broadband subscriptions are as follows: 258,536 for FBB and
18,813,686 for MBB. (NCA, 2016). Though MBB has higher subscription, businesses are
unable to fall on that to doing business online because, the focus had always been on using
FBB to design and implement IP networks for businesses. The high MBB subscription are
mainly for personal use on handheld mobile terminals and dongles and could not have been for
the setup of IP network for businesses. The solution to the lack of FBB service to where
businesses need it to doing business online could be addressed by the use of mobile broadband
as alternative to fixed broadband in setting up IP networks to help entrepreneurs do business

online.

1.3. Objectives of the Study
The research is being carried out with the general objective of internet protocol network design
for businesses intended for use with mobile broadband technologies like, GPRS and UMTS.

The study has four specific areas it’s focussing on. These are:

1. To examine how mobile broadband could be used to design and implement internet

protocol network for businesses.

il. To determine whether mobile broadband’s quality of service is adequate for internet

protocol network.



iii.  To determine whether mobile broadband speed is good enough for data transmission.

iv.  To compare mobile broadband technology properties for data transfer to that of fixed

broadband.

1.4. Research Questions
Though the source of raw data for the study were gotten from experiments, i.e. drive tests, live

traces and simulations, the following questions were set out to address the need for the study:

1. How viable is mobile broadband as alternative to fixed broadband in the design and
implementation of [P network.

ii. From end-to-end, what is the level of the quality of service of mobile broadband?

iii.  How good is the speed of mobile broadband for data transmission within acceptable
time frame?

iv. As of now fixed broadband is the preferred technology in the design and
implementation of IP networks. Could mobile broadband data transmission properties

match that of fixed broadband’s?

1.5. Significance of the Study
Mobile broadband in Ghana is wide spread in terms of coverage and quite affordable, efficient

and convenient as captured in questionnaire response in CHAPTER 4 page 97108.

The contribution of this study is to help Ghanaian businesses offer better, more efficient and
affordable service, by being visible and easily accessible, to grow the economy thereby
reducing poverty. Once businesses are networked, various resources could be shared, both
hardware and software; this would obviously reduce capital and operational expenditures and
in effect making businesses gain competitive advantage and compete effectively within the

global market.



1.6. Scope of the Study
The study would focus on using IP network design for use with the GPRS and UMTS
technologies. As of the inception of this study, Long Term Evolution (LTE), which is also a

mobile broadband technology was not commercial in Ghana hence not considered.

The study would focus on IP network design for areas where fixed broadband is totally
nonexistent. This could be achieved with the User Equipment to User Equipment approach

solely within the radio access network for mobile broadband.

The study would also look at providing IP network design for businesses that intend to
expanding their existing fixed broadband IP networks to areas where hitherto, it would be
impossible because of non-existent FBB service. In other words, the mobile broadband could
be used to extend the fixed broadband. This could be achieved with layers two or three virtual

private network and internet protocol security virtual private network tunnel between the FBB

and MBB technologies.
CHAPTER 2. LITERATURE REVIEW

2.1. Introduction

The internet was once considered as an obstacle to attention. It has now become part of our
daily activities. We are always occupied with checking for information from our mails and
other social media outlets. We look out for information that is not readily available by using
data to search the internet. “Googling” had become our default search engine for fishing out
information. At work, we communicate remotely by using virtual conferencing either by
videoconferencing or voice conferencing. Human resource management systems are used at
the work place to now provide self-service to internal customers and online Customer
Relationship Management (CRM) tools used to provide service to external customers with the
use of corporate local area networks. At home, it's all about Whatsapp, YouTube, updating our

Facebook page, etc.



The ideal way to access all of these tools and resources are with a broadband (high-speed)

Internet connection, something we've come to expect at home and at the office.

GSM (Global System for Mobile communications) is quite limited as a data communication
technology. It is mainly used for voice communication and termed as a circuit switched

network.

The standard for GSM was designed to evolve. In the initial stages when need for data usage
demand soared within the MBB space General Packet Radio Service (GPRS) was developed

and added to GSM which kick started the delivery of the Internet on mobile handsets.

Mobile data technology had really evolved. Commercially, it all started with General Packet
Radio Systems (GPRS) through to Enhanced Data rates for GSM Evolution (EDGE). The
evolution continued to better speeds and quality of service starting with Universal Mobile

Telephony System (UMTS), High-Speed Downlink Packet Access (HSDPA), Evolved High

Speed Packet Access (HSPA+) and now Long-Term Evolution (LTE). From GPRS through to
HSPA+, the logical architecture of the core network remained same until LTE. Higher speeds
could have been obtained after HSPA+ with the same architecture but, economically there is
no need to thread that path since LTE is offering same and higher speeds with better economic

prospects. (Punz, 2010).

These evolutions with better coding schemes had brought about amazing downlink speeds from
initial GPRS of 114 kbps through to 300 Mbps for LTE (theoretical speed). LTE is not part of

this study.

The delivery of internet on the mobile handset is great, but literatures are quite scanty and seem

virtually non-existent on its deployment, usage and benefits as main IP backhaul for businesses.

The focus had always been limited to internet or mobile data services on mobile handset with

this excellent technology.



This project seeks to bring to the fore how this excellent mobile internet technology could be
deployed as alternative to known traditional fixed broadband IP network deployment for

businesses in Ghana. Home use would not be left out, but the main focus is on business use.

A few IP network designs, that seek to summarise the vast possible deployment varieties of this

mobile technology to businesses in Ghana, would be looked at.

An attempt would be made to provide sample implementations guidelines within the IP space

to these designs using virtual lab.
The implementation would be simulated within an IP virtual lab space.

The benefits of this mobile internet technology would be weighed against the traditionally

known fixed internet technology.

This project would limit itself to earlier and widely used data technologies under GSM and

UMTS but not LTE.

2.2. Evolution of Mobile Broadband Technologies

The evolution of mobile Telecommunication Networks is strongly influenced by the evolution
of Computer Networks, particularly the Internet: Mobile Telecommunication Networks are
increasingly based on IP, the protocol used by Computer Networks. And just as Computer
Networks, they offer whatever service is possible over IP: telephony, web-surfing,

videodownloading etc. (Kappler, 2009).

Beginning with the first single cell mobile telephone services in the 1940s and continuing
through the first and second generations of mobile telephone services, the primary function of
the mobile device was to enable speech calls to be set up between the mobile user and a fixed

network of base stations (BTS) and telephone exchanges.(Sanders et al., 2003).

6



In the previous years, the essence of acquiring a mobile phone was primarily for making voice
calls. This trend had now shifted to data calls. The earlier seemingly data component that
fascinated users was the short massage services (SMS). Then came the wireless application
part protocol (WAP), which enabled users to text and send pictures. These technological
advancements heightened the perception that, mobile phones are meant not just for voice
services but could be used as a means of data transmission. This acceptance let to the demand

for better service and higher data rates.

With the increase in usage of mobile data services, as a result of our insatiable quest for data
and information on the go, the mobile handheld, tablets and other compatible mobile data
service terminals had become indispensable in our daily lives. This makes the deployment of

IP network over these mobile data technology for businesses imperative ever than before.

The General Packet Radio system (GPRS) was introduced to meet the needs of data services
under GSM technology.
GPRS evolved to Enhanced Data rate for Global System for Mobile communication (GSM)

Evolution. This evolution was necessitated by demand for higher data rates

2.3. GSM

The developers of Global System for Mobile communication (GSM) had improvement in mind.
It is a circuit-switched network. Pandey (2009) explained that, though GSM started as a tool
for making voice calls, it had improved to providing data service as well. In response to higher
data rates as a result of the limited rates offered by GSM, coupled with it popularity, the
developers introduced the General Packet Radio Service (GPRS). It was an added functionality
to the existing GSM core network. This achievement brought about real data service within the

GSM space.

GPRS



With the second-generation (2G) digital mobile communications came also the opportunity to

provide data services over the mobile-communication networks.

This evolution was necessitated by demand for higher data rates over the Global System for
Mobile communication (GSM). GSM was by then just ideal for circuit-switched network 1i.e.
voice services. GSM had great deal of limitations for sending data. Thankfully the standard for
GSM was designed with its evolution in sight. General Packet Radio Service (GPR) was given
birth to add packet switching (mobile data) functionality to the GSM. This addition brought
about internet access via mobile handhelds with its economic gains to handheld vendors. That
was the beginning of what we are witnessing today with our smart mobile data compatible

terminals.

Within the framework of the continuing development of GSM, packet-oriented service concept
for the transfer of data was developed. Standardization of the new service General Packet Radio

Service (GPRS) was completed in 1998.

The introduction of High-Speed Circuit-Switched Data (HSCSD) technology brought into

existence GPRS with net bit rates of, up to 117 kbit/s from 9.6Kbps offered by GSM.

The main intention of integrating the GPRS into the GSM 1is to increase the number of
connections per bearer. Packet-switching means that GPRS radio resources are used only when
users are actually sending or receiving data. For better resource management, radio channels
are not dedicated for users for specific length of time but rather the channels are shared amongst
several users. The application being used determine the real number of users that could be

supported and the volume of data that could be transferred.

Numerous defined logical connections are multiplexed to a single or more GSM physical
channels. GPRS attains a flexible use of channel capacity for applications with variable bit

rates.



As stated earlier, GPRS did not replace the existing GSM infrastructure but rather added some

core elements, SGSN and GGSN, to the existing infrastructure to achieve higher data rates.
EDGE

With the continuing quest for higher data rates, GPRS evolved to EDGE (Enhanced Data rates
for GSM Evolution also known as Enhanced GPRS), also, a second generation mobile
technology. The theoretical maximum download speed for EDGE is 473.6 Kbit/s. Obviously
this was considered a vast improvement over GPRS; about three times better download speed
achievement over GPRS maximum speed if 114Kbps. The algorithm used for the modulation
i.e. Phase-shift keying (PSK) brought about this transformation. PSK is a digital modulation
scheme based on changing, or modulating, the initial phase of a carrier signal. PSK is used to
represent digital information, such as binary digits zero (0) and one (1).PSK is typically applied
in wireless local area networks (WLAN), Bluetooth technology and radio frequency

identification (RFID) standards used in biometric passport and contactless payment systems.

2.3.1. GPRS and EDGE Protocol Stack
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Figure 2.1: GPRS and EDGE Protocol Stack




Behind the user layer that we enjoy and are aware of, there exist other layers of communication
of the GPRS protocol. GSM represents the initial digital cellular system developed in the early

part of the eighties. GSM is a purely circuit switched technology.

GSM offers circuit switched data (CSD) at rates 2400 /4800 / 14400 bps. CSD emulates the

behaviour of dial-up modems on public switched telephone network (PSTN).

Then came High Speed CSD (HSCSD) that bundles up to four GSM time-slots to achieve
38.4/57.6kbps data speeds. This implies one data session occupies four to eight times voice call
bandwidth. Quite expensive to users and providers. Users have to pay more, about four to eight
times what a voice call would cost. The quest for higher speeds by data consumers motivated
researchers to meet that need which led to the birth of the General Packet Radio Service
(GPRS). GPRS is purely a packet switched technology unlike GSM that is circuit switched

with low data speed capabilities and quite expensive.

McGuiggan (2004) gave an insight to the description of the core nodes: with GPRS, a separate
core network that leverage's on the GSM channelling, modulation and time-slot structure was
introduced. The main nodes for this separate core network are the serving GPRS service node
(SGSN) and the gateway GPRS service node. Then SGSN is the node that interfaces the GSM
and the GGSN is the node that interfaces other public data networks. The logical interface to
the GSM is known as Gb and that to the other public data networks is known as the. The logical
interface between the SGSN and the GGSN is known as the Gn. These interfaces names do not
represent any special acronym according to the cellular standardization body, the Third

Generation Partnership Project technical report. (3GPP TR 25.848, 2003).

From the GPRS and EDGE protocol stack in Figure 2.1 , assuming a mobile station makes a
HTTP request, this request would traverse the TCP/IP layers then to the sub-network dependent
convergence protocol (SNDC). This protocol interfaces the IP protocol. The data request are
now transparently forwarded via the protocols under the SNDC to the GGSN. The GGSN is
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the only purely IP node in the GPRS protocol stack. This is the main node serving the purpose

of this study.

The Um is the logical interface between the mobile station (MS) and the radio access network.
A-bis is the air interface between the base station controller and the cell sites. Gb is the logical
interface between the SGSN and the radio network. Gn is the logical interface between the

GGSN and the SGSN. (Welte, 2011).

Seurre et al. (2003) affirm that, the GPRS framework must give method for data transmission
in the user plane between the MS and other data networks, according to the QoS related to a

PDP context and the interface constraints of the PLMN. This method of data transmission is
known as the GPRS tunnel protocol. Regardless of the various logical interfaces associated

with the GPRS network, an end-to-end data transmission path must be guaranteed.

2.4. UMTS

2.4.1. Introduction
Universal Mobile Telecommunication System (UMTS) is a third generation mobile network

technology that evolved from the second generation mobile systems DGE and the flagship

technology GSM.

Developed and maintained by the 3GPP (3™ Generation Partnership Project).

UMTS uses wideband code division multiple access W-CDMA radio access technology to
provide greater spectral efficiency and bandwidth to mobile networks.

The UMTS Terrestrial Radio Access Network (UTRAN) consists of Node Bs (the 3G term for
BTS) and Radio Network Controllers (RNCs). The RNCs play the management role as BSCs

in the previous Radio Access Networks for GSM and EDGE



Unlike the BSCs in GSM that do not connect to each other, the RNCs in UMTS connect to one
another. For the purpose and scope of this thesis, the interest is RNC connection to the Packet
Switched Core Network. The driving force for the evolution of UMTS that started with 3G,

HSPA and HSPA+ had been a response to high data speed demands.
UMTS 3G

3G refers to the third generation of mobile telephony technology by the International
Telecommunications Union. The third generation, as the name suggests, follows two earlier
generations, i.e. GPRS and EDGE. 3G comes with enhancements over previous wireless

technologies, like high-speed transmission, advanced multimedia access and global roaming.
The following are the maximum speeds that could be obtained for the 3G mobile technology
HSPA

HSPA, which stands for High Speed Packet data Access, is a third generation partnership
project (3GPP) protocol. HSPA is an upgrade to Wide Band Code Division Multiple Access
(WCDMA) to improve data access speeds. HSPA was introduced in the 3GPP Release 5 to
improve downlink access rates. It was further upgraded in 3GPP release 6 to improve uplink

data rates. The combination of HSDPA and Enhanced UL is referred to as HSPA.

With the introduction of UMTS, the need for improved support for Download data services has
increased. Higher bit rates and lower delays were strong driving forces for the introduction of

HSDPA. HSPA technology offers a maximum of 14.4 Mbps of throughput per cell.
HSPA+

HSPA+ is the first phase of HSPA evolution. The second phase is the latest mobile data

technology known as Long Term Evolution (LTE). LTE is outside the scope of this study.

Figure 2.2 shows the 3GPP maximum speeds targets for the HSPA+ technology.
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Almost all telecommunication service providers in Ghana operate within 3GPP release 8 of

HSPA+.

Ouyang & Fallah (2012) pointed out that, above UMTS release 8, LTE is preferred because

HSPA+ above release 8 makes is not worth investing into due to the amount involved.

Experiments for the thesis was solely done within HSPA+ release 7 and 8 speeds i.e. 42Mbps.
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Figure 2.3: UMTS Protocol Stack

UMTS protocol stack, as depicted in Figure 2.3, consists of Access Stratum (AS) and Non

Access Stratum (NAS).



Access Stratum supports OSI-layer 1 to 3. It consists of:
* Physical Layer (layer 1)
* Media Access Control and Radio Link Controller(layer 2) and

* Radio Resource Control (layer 3).

NAS or core network part is divided based on Circuit Switched (CS) or Packet Switched (PS)

functionalities.

For CS functions it consists of Connection Management (CM) and Mobility Management

(MM) layers.

CM layer takes care of Call Control (CC), Supplementary Services(SM) and Short Message

Service (SMS). This is for UMTS CS control plane stack.

For UMTS CS user plane stack, NAS part do not include connection management and Mobility
Management layers but it includes application data layer protocol end to end (between

UENodeB-RNC-MSC-Remote users).

For Packet Switch functions, which are the focus of this thesis, it consists of Session
Management(SM) and GPRS Mobility Management (GMM) layers. This is for UMTS Packet

Switch control plane stack.

For Packet Switch user plane stack, the Access Stratum part incorporates Packet Data
Convergence and NAS part incorporates packet protocol data (e.g. IP, PPP, etc.) and packet

data applications (example FTP, HTTP etc.).

The Packet Data Convergence does compression of IP headers. It is an optional feature in the

UMTS protocol stack. (Anandalingam and Raghavan, 2003).
2.5. TCP/IP Suite

The TCP/IP suite is a software. According to Odom (2008, p. 17)), the meaning of networking
model or networking architecture is actually a set of documents where the documents describe
the function of network requirements. Parts of the documents may describe a protocol and
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others the physical requirements for networking. The TCP/IP model falls under this description

and it is named after the two most important protocols in the suite:

* The Transmission Control Protocol (TCP) and

* The Internet Protocol (IP).

The IP protocol has two major versions, i.e. IP version 4 (IPV4) and version 6 (IPV6).

IPV4 is this thesis would rely on. Most systems within our environment are yet to migrate to

the new IPV6.

As explained by Douglas Comer, the TCP/IP protocol suite, like the OSI reference model, is

defined as a set of layers.

The layers closer to user activities are known as the upper layers. These upper layers rely on
the lower layers to transform the upper layers data to formats compatible with the lower layers
for transmission over the physical medium that occupies the lowest of the layers. Out of the
TCP/IP suite was the OSI model formulated as a standard for data transmission over IP

networks. As such, it does not directly map to the 7-layer OSI reference model.
The TCP/IP protocol stack has only four layers:

Application Layer
The layers of the TCP/IP model conforms to the standards set by the Open Systems

Interconnect (OSI). The TCP/IP model is made up of four layers as against seven layer of the
OSI standard. The TCP/IP application layer is equivalent to the Application, Presentation, and

Session layers of OSI standard.

Some well-known examples of application level entities within the TCP/IP domain are:

*  FTP/Telnet/SSH
 HTTP/Secure HTTP (SHTTP)
* POP3/SMTP

 SNMP



Transport Layer
The application layer of the TCP/IP model is comparatively composed of quite a number of
protocols. Example is the hypertext transfer protocol (HTTP). The main protocols of this layer

arc:

i. TCPand ii. User Datagram

Protocol (UDP)
The TCP protocol ensures large file sizes are segmented into packets of maximum size 1500
bytes before transmission. TCP also ensures error correction of packet transmission. TCP is
connection oriented.

UDP is connectionless and does not guarantee error correction and detection.

Internet Layer
The Internet Protocol (IP) defines the TCP/IP internet layer. It ensures each host within a
network has a unique IP address, it handles packet routing from one host to another based on

the source and destination IPs.

Network Access Layer

The Network Layer involves the most reduced layer of the TCP/IP suite convention stack. The
network access layer is made out of two sub-layers; the media access control (MAC) and the
physical sub-layers. The MAC sub-layer adjusts nearly to the data link layer of the OSI display,
and is some of the time alluded to by that name. The physical sub-layer adjusts to the physical
layer of the OSI model. According to Comer (2014), some of the technologies that run on the

network access layer are:
* Ethernet
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*  Wireless Fidelity (Wi-FI)/WiMAX
* PPP, PPP over Ethernet (PPPoE)

* ATM/Frame Relay

2.6. The OSI Model

The International Standard Organization defined a model for systems communications known

as the Open Systems Interconnection Reference Model.

The OSI model's top three layers - Application, Presentation and Session - deal with functions

that aid applications in communicating with other applications.
The OSI model has 7 layers defined for network communications. Below are the layers:

Application Layer

The application layer is the uppermost layer of the OSI model. It makes available to users, the
ability to access information of a network application. The primary interface for users to
interact with applications is made possible via the application layer. The capability of the
application layer is not limited to just user to computer or application access within a local area
network but from network to network. The internet is an example of what the application could
do. It allows us to legally access applications at wherever it is located.

Presentation Layer

The presentation layer is a translator that deduces its name from its function. Data in its raw
state cannot be transmitted without adapting it to a standard form. The adaptation is done before
it is successfully transmitted. Computers or embedded systems have been manufactured to
receive such adapted data format and convert it back to readable format. Data compression,

decompression, encryption and decryption are the main task of this layer.

Session Layer
The role of the session layer is like that of a moderator or a referee. Its main function is to

dialogue control between devices or nodes. It serves to organize their communication by
17



offering three modes Simplex (Monologue communication. One transmitting and the other
receiving), Half Duplex (Nodes take turn in transmitting and receiving), Full Duplex (Both
communicating end could transmit and receive at the same time) - by splitting up a
communication session into three different phases. The phases are connection establishment,

data transfer and connection release.

Transport Layer

Services located here segment and reassemble data from upper-layer applications and unite it
onto the same data stream. They provide end to end data transport services and establish a
logical connection between the sending host and destination host on an internetwork. Data
integrity is ensured at this layer by maintaining flow control, and also by allowing users the
option of requesting reliable data transport between systems. Flow control prevents the problem
of a sending host of one side of the connection overflowing the buffer in the receiving host -

an event which could result in loss of data.

Network Layer
The network layer’s interface is to networks. It is employed by the transport layer to provide
the best end-to end packet delivery services for it. The job of sending packet from the source

network to the destination network is the Network Layer's primary function.

In life there are various routes leading to destinations. The same applies to the clouds of IP
networks we have today. The appropriate paths to these destinations is determine by protocols
inherent in the third layer of the OSI model, i.e. the Network Layer. Path determination makes
it possible for a router to appraise all available paths to a given destination and decide on the
best one. Routers use network topology information when orienting themselves to the network

and evaluating the different possible paths through it.

Data Link Layer



The Data Link Layer provides the services of ensuring that messages are delivered to the
appropriate devices and translates messages from up above into bits for the physical layer to
transmit. It formats the messages into data frames and adds to it a customised header containing
the hardware destination and source address.

Physical Layer

The Physical Layer is the tangible part of the OSI model and focuses on two responsibilities:

It sends bits and receives bits. Bits only come in values of 1 or 0.

Its task is transporting various bits from one node to the other. Its task also covers the following:
Physical characteristics of interfaces and media, representation of bits, data rate,

synchronization of bits, line configuration, physical topology, transmission mode etc.

(Behrouz and Forouzan, 2010).

2.7. The IP Protocol

2.7.1. Introduction
The United States Department of Defence is the architect of the Transmission Control Protocol

(TCP). The purpose was for this protocol to meet the demands of both Network and the
Transport layers. This approach proved incapable of meeting the purpose for which the protocol
was developed. The solution was to set apart the Internet Protocol aimed at providing Network

Layer services and the Transmission Control Protocol to providing Transport Layer services.

The Internet Protocol (IP) is considered the most critical part of the TCP/IP protocol suite. TCP,
UDP, ICMP, and IGMP data are transmitted as IP datagrams. IP is known to be unreliable and
connectionless datagram delivery service, i.e. it is not full proof that an IP datagram

successfully arrives at its destination.

The service that IP provides is of the best effort type. In case of any mishap, for example, a
router momentarily running out of buffers, IP has an inherent error handling mechanism in the

form of algorithm to handling such issues - IP dismisses the datagram and make an effort to
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send an Internet Control Message Protocol (ICMP) message back to the source about the
problem. Any required reliability is provided by the Transmission Control Protocol of upper

layer.

Internet Protocol mode of operation is connectionless. This means, successive packets do not
maintain any form of information about the other. That is why IP datagrams delivery could be
out of order. For example, an IP source node transmits consecutive datagrams to a destination.
The arrival of the consecutive datagrams is not based on which packet was sent first but rather
the route traversed in reaching the destination. The destination node which also has the TCP/IP
suite software would rearrange the packets in the right order. This arrangement is possible

because each packet is assigned a unique number that follows the preceding packet.

(Stevens, 2009).

2.7.2. The IP Header
Affix to an IP version packet is the IP header. It contains data about the packet such as IP
version, source IP, destination IP, time-to-live, etc. As stated earlier, the version of IP that this

thesis is considering is the IP version four.

As shown in Figure 2.4, the normal size of the IP header is twenty bytes.
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Figure 2.4: IP Header
Figure 2.4 is a summary description of the IP header.

The required number of fields of an IPV4 is twelve with one optional field. The lower limit for
the header length is 160 bits, an equivalence of twenty bytes. Table 2.1 is a summary description

of the IP header fields.

Table 2.1: Summary IPV4 Header

Field Length | Description
Version 4 bits Version of IP (in this case IPV4
Internet Header Specifies the length of the IP header (minimum 160
Length 4 bits bits)
DSCP 8 bits Classifies traffic for QoS
Specifies the length of both the header and data
Total Length 16 bits | payload
Identification 16 bits | Uniquely identifies fragments of a packet
Flags 3 bits Flags for fragmentation
Identifies the fragment relative to the start of the
Fragment Offset 13 bits | packet
Time to Live 8 bits Decremented by each router traversed
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Protocol 8 bits Specifies the next upper layer protocol
Header Checksum 16 bits | Checksum for error checking

Source Address 32 bits | Source IPv4 address

Destination Address 32 bits | Destination IPv4 address

Options Variable | Optional field for various parameters

2.7.3. IP Addressing

The Internet Assigned Numbers Authority (IANA) is a standard body responsible for the
allocation of IP addresses. They have grouped IP addresses in class based on the network size.
The IPV4 is made up of two parts the network and the host parts. The network part is determine
the mask, i.e. number of binary bits one “1”. The host part is determined by the number of

binary bits zero “0”. The default IP version 4, which is used by this thesis, ranges and classes

have been summarised in Table 2.2 below:

Table 2.2: Default [IPV4 Ranges

Classful IPV4 Address Ranges
First Network Slash
Class | ID Mask Notation
A |1-126 255.0.0.0 /8
B | 128-191 255.255.0.0 /16
C |192-223 255.255.255.0 /24

By default, class A has a default network size of 28 =256 and 2** - 2 = 167,77,216 hosts per
network. The slash notation column is the network mask that determines the network of an IP
address. The general formula for determining the network and hosts are 2" for network and 2"

— 2 for the hosts. The first and last IPs for the host part are not assignable to host, hence the

minus two in the formula.
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IP addresses are not free. For private use, [ANA has given out ranges of IP addresses within
each class to be used. These IP address range are not usable in the internet. They are only meant

for private network usage. The summary of the free IP address ranges is as shown in Table 2.3.

(Hunt, 2002).

Table 2.3: Free IPV4 Default Ranges

Private IPV4 Address Ranges
Slash
Class | Range Mask Notation
A | 10.0.0.0 255.0.0.0 /8
B 172.16.0.0 -172.31.0.0 255.255.0.0 /16
C | 192.168.0.0 255.255.255.0 /16

The thesis used mainly the class “A” free range in the design of the IP networks.

2.7.4. IP Routing

The Internet Protocol (IP) of the TCP/IP protocol suite is responsible for packet transmission

from one node to the other. This is termed as IP routing.

The Transmission Control Protocol is responsible for the right size of packet transmission; It
slices the packets into sizes of not more than 1500 bytes for onward routing by the IP. The
routing could be done statically or dynamically. For static routing, the gateway for the packet
is by default specified. For dynamic routing, the default gateway of the source node sending
the packet is configured to dynamically learn the appropriate and efficient route to send the
packet. This thesis used both the static and dynamic routing protocols. The dynamic routing

choice was the Open Shortest Path First (OSPF). (Doyle and Carroll. 2006).

2.8. Port/Network Address Translation
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Network Address Translation (NAT) concept was born because of the shortage of public IPv4
addresses. Many organizations moved to deploy private addresses using the IPv4 private

addressing space to contain the shortage.
Below is the private IP range that are permissible to be used

* 10.0.0.0-10.255.255.255 (10.0.0.0/8 prefix)

* 172.16.0.0-172.31.255.255 (172.16.0.0/12 prefix) and

*  192.168.0.0-192.168.255.255 (192.168.0.0/16 prefix)
NAT was primarily deployed to translate private addresses to public addresses, but NAT could
also translate from any address to any other address, including public to public and private to
private addresses. For NAT, the translation is one private IP to either one public IP or multiple

public IPs.
This mapping was improved by the introduction of Port Address Translation.

For PAT, one public IP could be used by as many as 65,536 users or applications. The first 1,024
ports that translates to known protocols is reserved. The remaining 64,512 ports is available for

any user or application. (Tomsho, 2011).

2.9. MBB Core Elements
Basically, Mobile Broadband had had the same core elements from its inception - GPRS to

HSPA+. This span of technologies covers the scope of this thesis. The major architectural
change comes with the introduction of Long Term Evolution (LTE) technology which is

outside the scope of this thesis.

The variations or changes to the architecture from GPRS to HSPA+, herein referred to as GPRS
for the sake of brevity or established convention, had been the peripheral devices. These
peripheral devices may be mentioned in this document for reference sake but not dwelt on in

detail as part of the core components of the GPRS architecture in study.

The core components of the GPRS architecture are the:
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*  “Serving GPRS Support Node (SGSN)” and
* “Gateway GPRS Support Node (GGSN)”

The SGSN is the contact node to the already discussed radio access technologies i.e. GSM and

UMTS.

The GGSN is the gateway to the already discussed packet data networks technologies i.e.

TCP/IP protocol suite and the OSI model. (Assad, 2007).

2.9.1. The SGSN
Within the GPRS core network, the Serving GPRS Support Node (SGSN) acts as the exit and
entering point to and from the radio access network. The SGSN is responsible for authenticating
MS/UE before they attach to the GPRS core network. The SGSN authenticates the MS/UE by
querying defined subscriber identity module (SIM) profile in the home location register (HLR).
In case no record is found in the HLR database about the SIM, the SGN reject the MS/UE
attach request otherwise it accepts the request. The SGSN also manages MS/UE mobility and

session activities. (Fitzek and Charaf, 2009).

The SGSN also collects charging data (call data records) for each mobile subscriber, such as
the actual use of the radio network and GPRS network resources, this call data record is known

as the SCDR (SGSN Call Data Records).

2.9.2. The GGSN
One of the main nodes of the GPRS network is the Gateway GPRS Support Node. The GGSN
is the gateway to other packet data networks for the MS/UE. The logical interface it provides
to other packet data networks is known as the Gi. The IP address used by either UE or MS for
accessing other packet data networks is provided by the GGSN. When a MS/UE session is
active, the GGSN records detail of the session known as call data records (CDR). The CDR is

used for offline charging. The GGSN communicates with an online charging system known as
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the Intelligent Network to deduct credit from the MS/UE SIM based on the volume of packet

data uploads or downloads.

2.9.3. PDP Context
After a MS/UE is powered on and attached to a GPRS network, the MS/UE initiates a session
to acquire IP address to enable it communicate with other IP nodes. The acquired IP address is
known as packet data protocol (PDP) address and the process to acquiring the IP address is

known as PDP context activation.

The PDP context established is composed of various attributes like the quality of service, the

PDP address type (either IPv4 or IPv6), the GGSN public IP address and the others.

2.9.3.1 PDP Context Activation Procedures

The complete format of APN that identifies a GPRS network is apn.mnc.mcc.gprs. The main
purpose of a mobile station (MS) or User Equipment (UE) is to acquire an IP address to enable
it communicate with other IP nodes. The attempt at establishing a session request by a MS/UE

is known as the packet data protocol (PDP) activation.

The MS/UE uses the allocated IP address to accessing other public or private data networks.
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Figure 2.5: PDP Activation Procedures

Description of packet data activation procedures as captured in Figure 2.5.
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The MS/UE would need an IP address to enable it communicate with other IP nodes
therefore, a PDP activation request is made to the SGSN by the MS or UE.

The request by the MS/UE in step one contains a network identifier called APN. The
SGSN upon receiving the request make a DNS query to locate the GGSN identified by
the APN. The DNS responds with the IP address of the desired GGSN. This DNS is not
for resolving URLs to IP addresses for browsing but rather locates GGSNs based on

PDP request.
The SGSN now forwards the request made by the MS/UE it had received to the GGSN

in a form of a PDP context.
The MS/UE authentication at this stage is optional but the GGSN performs that if

needed.
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V. IP allocation to MS/UE could be dynamic or static. Should the MS/UE needs to be
allocated an IP dynamically, the GGSN would allocate one using its embedded DHCP
service.

vi.  The GGSN communicates the assigned IP address to the MS/UE to the SGSN in the
form of PDP context response using the GPRS tunnel protocol. vii. The SGSN finally
communicates the IP address assigned by the GGSN to the MS/UE in the form of PDP

context accept using the GPRS tunnel protocol.

After stage vii, a GPRS tunnel protocol tunnel is created between the MS/UE. This enables the

MS/UE to now communicate with other IP nodes.

2.9.4. APN
The access point name identifies a GPRS network. By definition of the standards that governs
GPRS, the APN definition is done in the GGSN. An example of an APN definition could bear

the name, MIT.com.
To configure an APN, the service operator configures three elements on the GSN node:

Access point: A definition that helps in APN creation and also spells out APN's access
characteristics for the sake of security. Authentication, accounting or
authorisation could be used to achieve the desired security prescriptions with
Remote Authentication Dial-In User Service (RADIUS). For dynamic IP
allocation, the dynamic host configuration protocol (DHCP) is used and for

domain named service (DNS), the DNS IP address of a service provider is used.
Access point list: Defines a logical interface that is associated with the virtual template

Access group: A definition that determines access between the mobile station and the packet

data network.
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A sample APN by name MIT.com with a /24 class-C private IP block of 192.168.100.0

255.255.255.0 would be used for all design implementations.

A virtual sample office, MIT-Office, with a /24 class-B IP block of 172.16.100.0 255.255.255.0

would be used for all design implementations.

A /32 class-A public IP of 1.2.3.4 255.255.255.255 would be used for the implementation. This
IP may have been used by an entity in a live network. Its usage in this project is just for

academic purpose.

An open source complex networks simulator, GNS3, would be used to demonstrate the designs

implementation.

2.10. MBB Standard Architecture
The MBB has quite a number of standard logical interfaces with a few optional ones not shown
in Figure 2.6 diagram. It is composed of two main core nodes group, the Radio Access Network

(RAN) and the Packet Switched Core Network (PSCN).

The Radio Access Network (RAN) houses the following nodes:

* The Mobile Station (MS)which is known as the handset

* The Base Transceiver Station known as radio cell sites for 2G (GPRS)

* The Node-B which are also cell radio sites for 3G (UMTS)

* The Base Station Controller (BSC) which manages the 2G cell sites within a specified

arca.

* The Radio Network Controller that manages all the Node-Bs within a specified area.
These nodes, e.g. Mobile Station Controller (MSC), Equipment Identity Register (EIR),

Foreign SGSN for roaming and Border Gateway etc., are not of importance to this study hence

omitted.
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Figure 2.6: MBB Standard Architecture

Based on the scope of this study, which primarily focuses on using MBB to designing IP
networks for businesses, the following nodes have been omitted in the MBB standard
architecture diagram in Figure 2.6. Some of the omitted nodes are, the Policy and Charging
Rule Function (PCRF); Value added nodes like the Wireless Application Protocol (WAP). The
WAP render pages to very old browsers and phones that does not support graphics. Also
omitted is the Multimedia Messaging Services (MMS) that provides messaging platform for

phones with lower operating systems. Example, Palm OS. 2002, Ericsson R380, and the others.

According to Kasera & Narang (2004), the Packet Switched Core Network houses the

following nodes:

» Serving General Packet Radio Service (SGSN) node. It is the node that interfaces the

RAN and primarily responsible for user equipment mobility and session management.
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Gateway General Packet Radio Service (GGSN) node. It is responsible for acting as
gateway to other IP networks. It assigns IP address to user equipment and takes part in
service usage charging.

Online Charging System: This is the node that actually does charging of MBB service
usage. The charging is done either by volume of data downloaded/uploaded or by time
of service usage.

Charging Gateway: It is an offline charging system. It collects data call detail records
for future billing.

Home Location Register: It is the database of all users’ profile. It is also used for user
authentication between the SGSN and itself. Before MBB service is accessed, SGSN
would contact HLR to confirm user existence before service is rendered.

Domain Name Server (DNS): Unlike other domain name servers used for locating web
sites IP addresses, this DNS is used for locating only GGSN for SGSN during packet
data protocol requests from user equipment via the SGSN.

Firewall: It is used to ensure only legitimate packets either leaves or enter the PSCN to

RAN then the user equipment. It is also used to protect the MBB core network.

CHAPTER 3. METHODOLOGY

3.1. Introduction

The general aim of this study is the analysis of benefits of the design and implementation of IP

networks with Mobile Broadband (MBB) technology as against the use of traditional Fixed

Broadband (FBB) technology.

A pragmatic research approach was used in gathering data for this thesis.

Three main areas of the study are:

MBB IP Networks Design Types



* MBB IP Networks implementation and

* Speed, security, quality of service and throughput analysis
To the ordinary user of data, service should always be available, secured and pretty fast.

The measurements and determination of speed/throughput. quality of service and security were

done by capturing IP packets whiles data services were accessed from source to destination.
The IP network design were segmented into three:

* The MBB User Equipment to User Equipment (SIM-To-SIM) design: The term user
equipment is a standard name for any UMTS compatible data device. That’s any device
that could support either 3G, HSPA, HSPA+ or LTE. For EDGE and GPRS, any
compatible device is known as Mobile Station (MS)

* The Layers two and three virtual private networks design: These design would seek to
expand these layers of FBB IP networks to where fixed broadband could not reach but
mobile data coverage is present.

* The Internet Protocol Security (IPsec) design: This design seek to take SIM-To-SIM

out of its confines to any part of the world.
3.2. Tools Used for the Design
The following are the various tools used for the exercise.
* Laptops: Lenovo ThinkPad T540p — Core 17 and Dell Vostro 1540 — Core 13 all with
FBB and MBB data services from Vodafone.

* Uncapped FBB service from Vodafone (Huawei ADSL Modem)

* Uncapped MBB service from Vodafone (Huawei HSPA+ compatible Modem. Model

K4201)

* Destination URLSs for acquiring log traces for protocol and quality of service analysis:
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o ftp://ftpl.optonline.net/pub/ for FTP, UDP, o
http://radiotest.eu/HTTP DLO1/ for HTTP and TCP o
https://www.youtube.com/ for RTSP
* Packet Capture: Wireshark Network Packet Capturing and Analyser. It is an open source
software for TCP/IP packet capture and analyser that could be obtained from:
https://www.wireshark.org/download.htm

* Packet Analysis: Wireshark and Capsa (Free edition: www.colasoft.com/capsa/ )

Packet Analysers.

* Drawing Tools: Microsft Visio, Powerpoint and LibreOffice Draw

* Network Design Icons: In addition to Visio, Powerpoint and LibreOffice’s default
network icons, additional ones were downloaded from Huawei (www.huawei.com ) and
Cisco (www.cisco.com ) for the IP networks design.

* Virtual Lab: GNS3, a graphical network simulator, is used as virtual lab for the
implementation, testing and analysis for the IP networks implementation.

* An Access Point Name (MIT.com) provided by Vodafone to support the study.

* Apache Web Server. An open source software that could be obtained from

(www.apachefriends.org ).

» Filezilla. It is a open source software that provides file transfer (FTP) protocol server

services to FTP clients.

3.3. Protocols
The destination URLs were carefully chosen to provide the needed protocols for this study.

The protocols of interest for the study are as follows:

e HTTP
« UDP
e TCPand
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 RTSP

A summary of protocols used for the design implementations are but not limited to the

following:

* Frame Relay

+ ICMP

* Telnet

« SSH

* OSPF and

+ Static Routing protocols

3.4. MBB Preliminary Test
For near perfect and unbiased exercise, Vodafone (chosen service operator for the thesis) was

contacted to make sure there exist no capacity constraints about both MBB and FBB.

Vodafone advised the test be conducted at very low traffic period for both technologies, i.e.
between 02:00 — 07:00 GMT to have a fair playing field to testing download speeds for both

technologies.

To independently confirm there were no bottlenecks on the packets trajectory from source to
destination, trace routes were performed from source using both technologies to IP of one of

the chosen destinations i.e.; http://radiotest.ea/HTTP_DLO1/.

3.5. IP: radiotest.eu
Ping test to the URL radiotest.eu was done with Windows Disk Operating System application

to obtain the IP address of the URL as shown in Figure 3.1
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Administrator: C:\Windows\system32\cmd.exe

C:\>ping radiotest.eu

.eu [82.165.197.2281 with 32 bytes of data:
.197.228: bytes=32 time=128ms TTL=51
.197.228: bytes=32 time=127ms TTL=51
- .197.228: bhytes=32 time=128ms TTL=51
Reply from 82.165.197.228: bytes=32 time=127ms TTL=51

Ping statistics for 82.165.197.228:

Packets: Sent = 4. Received = 4, Lost = B (Bx loss).
Approximate round trip times in milli-seconds:

Minimum = 127ms. Maximum = 128ms, Average = 127ms

C:\>

Figure 3.1: Ping To Radio Test Site

The objective is to independently confirm whether there exist no bottlenecks within the service
provider’s network to the test destination.
The open source application WinMTR (it combines the functionality of ping and traceroute in

a single network diagnosis) was used to perform the trace route to the destination IP

82.165.197.228 obtained from [ http://radiotest.eu ].

Also, the obtained IP of radiotest.eu was used to confirm or otherwise a trouble free FBB

service. WinMTR was used to perform the test. The test performed is captured in Figure 3.37.

The obtained IP address was entered into the host field and the start button activated for the

commencement of the trace route.

The Hostname column shows unresolved IP addresses of various hops along the path to the
radio test site. The unresolved feature could be configured under the options button. The IP

address 192.168.1.1 is the default gateway of the source node used for the test, i.e. the laptop.

The Nr column lists the nodes on the pathway by numbers. The loss% column indicates the
number of packets lost at each specified node. The sent and received columns measures the
number of packets sent and received. The other parameters are of no essence to the test. The [P

address 80.87.78.69 is the gateway IP of the service provider.
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3.6. The Mobile Broadband (MBB) IP Designs

Traceroute To radiotest.eu
The obtained IP of radiotest.ecu was used to confirm or otherwise a trouble free MBB service.
WinMTR, an open license application in Figure 3.2 was used to perform the test.

The obtained IP address was entered into the host field and the start button activated for the

commencement of the trace route.

The Hostname column shows unresolved IP addresses of various hops along the path to the
radiotest site. The unresolved feature could be configured under the options button. The IP

address 192.168.0.1 is the default gateway of the source node used for the test, i.e. the laptop.

The "No response from host" obtained is a hidden node from the public. It is a security measure

put in place by the operator.

The Nr column list the nodes on the pathway by numbers. The 1loss% column indicates the
number of packets lost at each specified node. The sent and received columns measures the
number of packets sent and received. The other parameters are of no essence to the test. The IP

address 85.205.18.121 is the internet gateway IP of the service provider.

This traceroute test was carried out to establish the degree of latency along the IP packet path.
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“§° WinMTR v0.92 64 bit by Appnor MSP - www.winmtr.net E=RECE X
| | Host [s2165.197.228 ~I[ st |||[ optons | | Bt |
| Copy Text to clipboard 1 | Copy HTHML to clipboard ] [ Export TEXT l | Export HTML]
Hostnhame Nr | Loss*% | Sent | Recv | Best | Awvrg | Worst | Last
192.168.0.1 1 0 12 112 1 2 1 2
No response from host 2 100 22 0 0 0 0 0
172.27.119.3 3 0 112 112 33 64 1380 37
172.27.119.250 4 1 108 107 35 65 1372 45
172.23.119.131 5 0 12 12 37 67 1248 41
10.16.64.70 g 2 105 103 0 55 153 49
10.16.64.69 7 B 93 88 37 70 864 43
85.205.18.121 g 2 104 102 103 135 918 107
92.79.213.130 3 1 108 107 148 177 1286 153
92.79.239.90 10 2 104 102 148 176 1162 150
212.227.120.90 11 1 109 108 146 180 953 146
212.227.120.18 12 2 104 102 149 181 1472 160
195.20.243.3 13 2 105 103 157 188 1140 179
195.20.243.72 14 0 112 112 158 193 1092 160
82.165.197.228 15 0 112 112 148 181 953 155
WinMTR v0.92 GPL V2 by Appnor MSP - Fully Managed Hosting & Cloud Provider WWW .appnor.com Y7

Figure 3.2: MBB Tracroute To radiotest.eu

3.6.1. Traceroute Packet Capture with Wireshark

Figure 3.3 is a sample Wireshark trace capture that was made possible with a MBB handheld
device with hotspot facility to a PC. The source IP 192.168.0.2 in the trace, is that of the PC
used in capturing the trace. The destination IP 82,165,197,228 is that of the resolved site

http://radiotest.eu .

The protocol used in exchanging packets between the two destinations is the Internet Control

Message Protocol (ICMP).
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Ml “Wireless Network Connection ESNESA > ]

File Edit View Go Capture  Analyze | Statistics | Telephony Wireless Tools Help

Am 70 LERE QRe=9 A= QQa
I | Gp.src == 192.168.0.2) || (ip.src == 82.165.197.228) <] ~ | Expression... -+
No. Time Source Destination Protocol =
633 41.25933@ 192.168.0.2 82.165.197.228 IcmP
632 41.25933e 192.168.8.2 82.165.197.228 IcMP
631 41.212545 192.168.0.2 82.165.197.228 IcmP _
630 41.212473 192.168.0.2 82.165.197.228 IcMP (
629 41.158e76 192.168.0.2 82.165.197.228 IcMP
628 41.118973 192.168.e.2 82.165.197.228 IcmP
627 41.118885 192.168.0.2 82.165.197.228 IcMP
626 41.118885 192.168.2.2 82.165.197.228 IcMP
621 41.825352 192.168.0.2 82.165.197.228 IcmP
620 41.8252385 192.168.8.2 82.165.197.228 IcMP
619 41.825285 192.168.€.2 82.165.197.228 IcMmP
618 4©.978528 192.168.©.2 82.165.197.228 IcMP
-— 615 48.375835 82.165.197.228 192.168.©.2 ICcMP
613 4©.370e185 192.168.€.2 82.165.197.228 IcmP
612 4©.370161 192.168.0.2 82.165.197.228 IcmP
685 48.268942 192.168.2.2 82.165.197.228 IcMP
684 48.260942 192.168.06.2 82.165.197.228 IcmP >
S| 1 »

Frame 615: 186 bytes on wire (848 bits), 186 bytes captured (848 bits) on interface @
Ethernet II, Src: Blackber_ae:b4:63 (94:eb:cd:ae:b4:63), Dst: HonHaiPr_eb:82:c5 (e4:d5:3d:eb:82:c5)
Internetrprotocql Version 4, Src: 82.165.197.228, Dst: 192.168.8.2
4 |Internet Control Message Protocol
Type: @ (Echo (ping) reply)
Code: @
Checksum: ©xf14@ [correct]
Identifier (BE): 1 (©@xeeel)
Identifier (LE): 256 (©x9180)
Sequence number (BE): 2746 (@x@aba)
Sequence number (LE): 47626 (@xba@a)
[Request frame: 682]
[Response time: 161.624 ms])
» Data (64 bytes)

i () @ Internet Control Message Protocol icmp), 72bytes || Packets: 658 - Displayed: 604 (21.8%) - Dropped: 0 (0.0%) Profile: Default

Figure 3.3: MBB Packet Capture

3.6.2. MBB HTTP Download Setup
The objective of this test is to ascertain the download speed offered by the MBB technology.
The test was performed using the following 3G setup.

* A Hotspot was setup on the 3G Mobile device terminal.

* A Laptop with Wi-Fi capability was connected to the 3G mobile device.

» Packet traces were captured on the laptop with Wireshark whiles downloads were being

performed.

Figure 14 is a detailed diagram depicting the data call flow of the hotspot setup for the HTTP

download test in Figure 13.

An HSPA+ compatible phone and a laptop were used to set up the experiment for the speed

test. The laptop is also equipped with wireless capability. The term hotspot is used to indicate
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wireless network availability as transport to accessing data resource. The phone is used in

setting up the hotspot for the laptop to gain access to wireless connectivity.

The setup was used to download 10 megabytes (10MB) of data from Radio Test site
http://radiotest.eu/HTTP DLO01/ . Other sizes of data could downloaded for analysing the

HTTP download test but I0MB was chosen as being ideal.

Laptop With Wifi Capability HSPA+ Compatible Phone

Figure 3.4: MBB Speed Test- Hotspot Setup

IM TO INTERNET TEST

-
. 3G MOBILE
o DEVICE
X -~

u ol

IP BACKBONE

R INTERNET: FTRP/HTTP SERVER /

Figure 3.5: SIM To Internet Test

There are various factors that may cause IP packet in transition to get lost before reaching its
destination. Some of the causes are bad physical Ethernet interface card, loose cable, bad link

(congestion) and others. (RFC 3819, 2004).
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IP packets for MBB and FBB were examined to determine download quality i.e. inherent packet

loss.
The parameters considered were:

* TCP Retransmissions and

* TCP Duplicate Acknowledgements
TCP retransmission is the resending of packets which have either been damaged or lost.

TCP duplicate acknowledgements arise out of fast transmit and fast recovery of packets.

3.6.3. MBB Packet Quality Test
Mobile broadband networks provide an opportunity for operators to offer new services to
potential and existing subscribers. The negotiated or contracted quality of service needs to be

sustained without overprovisioning network resources. (Soldani et al., 2006).

Figure 3.6 is a Wireshark trace simultaneously taken during the MBB HTTP download test.
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£ Capturing from Wireless Network Connection (host 82.165.197.228) E@M
File | Edit | View Go Capture Analyze Statistics Telephony Wireless Tools Help
ma® RE Q & RQAAH
(W] apply a display filter ... <Ctrl-/> EJ -] Expression...  +
No. Time Source Destination Protocol Info &
10734 20.299120 82.165.197.228 192.168.43.172 TCP [TCP segment of a reassembled PDU]
10735 20.299139 192.168.43.172 82.165.197.228 TCP 61895 » 80 [ACK] Seq=434 Ack=9982277 Win=26130@ Len=0
10736 20.299466 82.165.197.228 192.168.43.172 TCP [TCP segment of a reassembled PDU]
10737 20.299771 82.165.197.228 192.168.43.172 TCP [TCP segment of a reassembled PDU]
i 10738 20.299792 192.168.43.172 82.165.197.228 TCP 61895 » 8@ [ACK] Seq=434 Ack=9985077 Win=26130@ Len=0
10739 20.306439 82.165.197.228 192.168.43.172 TCP [TCP segment of a reassembled PDU]
10740 206.307452 82.165.197.228 192.168.43.172 TCP [TCP segment of a reassembled PDU]
10741 20.387483 192.168.43.172 82.165.197.228 TCP 61895 =+ 80 [ACK] Seq=434 Ack=9987773 Win=26130@ Len=0
10742 20.367739 82.165.197.228 192.168.43.172 TCP [TCP segment of a reassembled PDU]
10743 20.308004 82.165.197.228 192.168.43.172 TCP [TCP segment of a reassembled PDU]
10744 206.308034 192.168.43.172 82.165.197.228 TCP 61895 > 80 [ACK] Seq=434 Ack=9998469 Win=26130@ Len=0
10745 20.317558 82.165.197.228 192.168.43.172 TCP [TCP segment of a reassembled PDU]
10746 20.318364 82.165.197.228 192.168.43.172 TCP [TCP segment of a reassembled PDU]
10747 20.318406 192.168.43.172 82.165.197.228 TCP 61895 =+ 80 [ACK] Seq=434 Ack=9993269 Win=26130@ Len=0
t 10748 20.318563 82.165.197.228 192.168.43.172 TCP [TCP segment of a reassembled PDU]
10749 20.319507 82.165.197.228 192.168.43.172 TCP [TCP segment of a reassembled PDU]
h 10750 20.319538 192.168.43.172 82.165.197.228 TCP 61895 =+ 8@ [ACK] Seq=434 Ack=9995965 Win=261300 Len=0
10751 20.319684 82.165.197.228 192.168.43.172 TCP [TCP segment of a reassembled PDU]
10752 20.326813 82.165.197.228 192.168.43.172 TCP [TCP segment of a reassembled PDU]
10753 20.326858 192.168.43.172 82.165.197.228 TCP 61895 » 8@ [ACK] Seq=434 Ack=9998661 Win=26180@ Len=0
10754 20.327734 82.165.197.228 192.168.43.172 TCP [TCP segment of a reassembled PDU]
10755 208.327785 82.165.197.228 192.168.43.172 HTTP HTTP/1.1 20@ OK (application/x-ns-proxy-autoconfig)
10756 28.327812 192.168.43.172 82.165.197.228 TCP 61895 =+ 8@ [ACK] Seq=434 Ack=10000325 Win=261800 Len=0 I
10757 35.368625 82.165.197.228 192.168.43.172 TCP 8@ » 61895 [FIN, ACK] Seq=1280@0325 Ack=434 Win=1568@ Len=0 =
< | m = = | - ’ »
|
> Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @
> Ethernet II, Src: HonHaiPr_eb:82:c5 (e4:d5:3d:eb:82:c5), Dst: 9e:02:98:df:eb:b3 (9e:02:98:df:eb:b3)
> Internet Protocol Version 4, Src: 192.168.43.172, Dst: 82.165.197.228
© Transmission Control Protocol, Src Port: 61895 (61895), Dst Port: 88 (8@), Seq: @, Len: @
@ 7 wireless Network Connection: <live capture in progress> Packets: 10760 - Displayed: 10760 (100.0%) Profile: Default

Figure 3.6: HTTP Download Test - Trace Capture

HTTP is a layer protocol application defined in the TCP/IP protocol suite. Its transmission
protocol port number is 80 and its representative protocols, HTTP and TCP, have been

displayed under the protocol column of the captured trace as highlighted in Figure 3.6.

Detail of HTTP download site is shown in Figure 3.7
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Y [ Indexof HTTPDLOL X Yl
€& - C [} radiotest.eu/HTTP_DLO1/ e =
et Apps For quick access, place your bookmarks here on the bookm... (7] Other bookmarks
Name Last modified  Size Description N
& Pacent Directory :
[?)HTTP_IMB.dat  25-Mar-201622:12 1.0M
@ HTTP_3MB dat 25-Mar-2016 22:12 2.9M
ﬂ HTTP_3MB mp3 25-Mar-2016 22:12 2.9M
@ HTTP_4MB dat 25-Mar-2016 22:12 3.8M i
[?) HTTP_SMB.dat  25-Mar-201622:12 4.8M
@ HTTP_10MB.dat 25-Mar-2016 22:12 9.5M
@ HTTP_20MB.dat 25-Mar-2016 22:12 19M
@ HTTP_S0KB.dat  25-Mar-2016 22:12 49K
[?) HTTP_30MB.dat  25-Mar-201622:12 48M
@ HTTP_100MB.dat 25-Mar-2016 22:12 95M
4 @ HTTP_200MB . dat 25-Mar-2016 22:12 191M
| ﬁ HTTP_200MB mp3 25-Mar-2016 22:12 191M
1 [?) HTTP_400MB dat 25-Mar-2016 22:12 381M
ﬂ HTTP_400MB.mp3 25-Mar-2016 22:12 381M
@ HTTP_500MB.dat 25-Mar-2016 22:12 477M
ﬁ HTTP_S00MB.mp3 25-Mar-2016 22:12 477M
[?) Preload 10kdat  25-Mar-201622:12 9.8K
@ preload 10k dat 25-Mar-2016 22:12 98K
Apache/2.2.22 (Debian) Server at radiotest.eu Port 80 - r

Figure 3.7: HTTP Download Site

The HTTP download site, in Figure 3.7, hosts various data sizes meant for testing HTTP
download over mobile broadband service. The data sizes are industry standard for testing

mobile data service.

3.6.4. MBB Speed/Throughput Obtained
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Speeds obtained for MBB and FBB are highlighted in Table 3.1 and Table 3.2 download

statistics summary tables.

Sample MBB Summary Result.

Table 3.1: MBB Download Summary

First packet: 2014-10-07 23:48:50
Last packet: 2014-10-07 23:49:21

Elapsed: 00:00:31

Dropped packets: unknown
Capture filter: unknown
Link type: Ethernet

Packet size limit 262144 bytes

Packets: 11029

Between first & last packet:31.194 sec
Avg. packets/sec: 353.562
Avg packet size: 972.910 bytes
Bytes: 10730223
Avg bytes/sec: 343984.293

Avg Mbit/sec: 2.752

Table 3.1 is a summary result of the HTTP download test performed over the MBB. 3MB of

data download was chosen for the experiment. The data download was completed within 31

seconds. Average packet download per second was 353.563 bytes. Average speed was

2.752Mbps.

Overall Speed Summary Result

Table 3.2: Summary of Overall Speed

MBB Near Cell Site HSPA+ 7.22
MBB Away from Cell site | HSPA+ 4.41
MBB Near Cell Site 3G 3.7
MBB Away from Cell Site | 3G 3.1
MBB Near Cell Site EDGE 0.203
MBB Away from cell site EDGE 0.172
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FBB Home IP 3.1

The HTTP download experiments were performed over the various MBB technologies such as
HSPA+, 3G and EDGE. The tests were conducted at various positions to the cell site. The
positions considered for the test were, considerable distance away from the cell site were signal
levels were low and from positions were signal levels were quite strong. The HTTP download
test was also performed over the FBB technology meant for comparison to the MBB download
speed values. For the FBB, choosing a position for the test was not considered since it is a fixed

service. The results obtained are captured in Table 3.2 above.
3.6.5. MBB Design Options

Numerous design options are available but the chosen ones for the study are considered as

enough to cater for the rest.

3.6.6. Home/Office Access To Internet
A Mobile Broadband User Equipment (UE) could be used as an Access Point (AP) for

providing internet connectivity to WiFi capability nodes.
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Figure 3.8: MBB Modem To Internet

3.6.7. Design Description

The MBB Modem initiates and establishes a PDP context with the SGSN.
MBB Modem is assigned a private IP by GGSN.

A GTP tunnel to internet is setup for MBB Modem

MBB Modem shares hotspot with nodes accessing internet.

Firewall translates ingress private IP to egress public IP by Port Address Translation (PAT)

3.6.8. SIM-TO-SIM Setup: No Internet
This designed involves connectivity between RAN and PSCN only, no traffic gets to the
internet.
This type of design is referred to as SIM —To-SIM communication Assumptions:
* N-multiple office sites with MBB IP nodes, e.g. servers.
* SIMs are provisioned with static private IPs to prevent servers IP from changing. No

DHCP.
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SIM TO SIM DESIGN
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Figure 3.9: SIM To SIM
Design Description

The servers communicate with each other as follows:
A MBB compatible server initiates a session by first establishing a PDP context with the GGSN

in the PSCN.

* The GGSN accepts the PDP context request and creates a tunnel for the session.

* Packets move from one site to the other from Server (source)->RNC->SGSN->GGSN-

>SGSN->RNC->Server(destination). Same applies for reverse traffic

3.6.9. MBB Local Sites To WAN By IPsec

This design depicts Local branches of an office networked by MBB technology.
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MBB WITH IPSEC
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Figure 3.10:MBB With IPSec
Description

* The APN defines a MBB network for the local sites.
* The remote sites are networked by a WAN technology e.g. MPLS.
* Private IP subnets from Class A, B or C with appropriate network mask, depending on

the number of nodes, are recommended for both local and remote sites.

* The local and remote networks are networked by the [Psec technology.

* At the remote sites, to cut down cost for the business entity, the firewall could be
replaced with a node that supports:
o Routing o IPsec
and o Access

Control
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For the IPsec tunnel to be active, at least the following basic proposals must be agreed on
between the business entity and the MBB service provider:
» IKE Phase-1 Parameters to exchange o Encryption Algorithm [AES or 3DES] o Hash

Algorithm [SHA or MD5] o Diffie Hellman Group [1 or 2 or 3] o Key Lifetime
* IKE Phase-2 Parameters to exchange o Encryption Algorithm [AES or 3DES] o Hash
Algorithm [SHA or MD5] o Diffie Hellman Group [1 or 2 or 3] o Key Lifetime

* Pre-Shared Key

* (Gateway IPs

3.6.10. MBB with Layer Two VPN

Introduction

For the layer-2 VPN technology to work with the MPP service for remote office use, it is
advisable to use a service provider that could provide the MBB and Layer-2 infrastructure at
the same time. It would be almost impossible to have two different service providers for this

design and implementation.
Setup Description

One of the famous technologies that could take advantage of this type of VPN is the MBB
technology that this exercise is all about. The infrastructure to link remote sites is quite huge
and is largely provided by telecommunication service providers. With this L2 technology,

service providers just act as a physical wire linking the various remote sites.

The MPLS or Frame Relay network made available by the service provider would act as a

normal physical link between the MBB networks by providing a Layer-2 service.

The Office remote site would be in the same virtual LAN.
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Figure 3.11 is a high level design of a L2-VPN setup for MBB technology.
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Figure 3.11: High Level Design of Layer-2VPN

3.6.11. MBB with Layer Three VPN

Introduction

For the layer-2 VPN technology to work with the MPP service for remote office use, it is
advisable to use a service provider that could provide the MBB and Layer-2 infrastructure at
the same time. It would be almost impossible to have two different service providers for this

design and implementation.
Setup Description

The L3-VPN service provider would configure its Provider Edge (PE) devices, normally
routers for MPLS networks, for each office site. The MBB traffic would be routed to the PE
devices. The service provider would in turn route the MBB traffic from its PE routers via the

MPLS infrastructure to the traffic destination. This is done for each site by the service provider.
Figure 3.12 is a high level design of a L3-VPN setup for MBB technology.
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Figure 3.12: High Level Design Layer-3 VPN

3.7. MBB Design Options Implementation

Introduction

The sample implementations to be looked at are limited just to this study. There are quite a
number of designs that could be looked at with their varied implementation options as well but

this thesis would focus on the four areas already discussed.

The focus of the study had been to the Gi interface. This is where the proposed implementations
would be concentrated. This study does not have the resource to take into consideration the Gn
interface implementation of the designs proposed. These are taken care of by the service
providers. The implementation experiments for the design options were done in a virtual space

using GNS3 network emulator.

3.7.1. SIM-To-SIM Phase-1

Introduction
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Fixed broadband internet services coverage is less than 50% in Ghana. Businesses are spread
all over the country in locations where the FBB service is completely absent.

Quite a number of businesses; in an attempt to getting their offices networked opt for expensive
networking technologies like VSAT (Very Small Aperture Terminal), etc.

Businesses could network their offices using the best available mobile broadband technologies.

Objective

The objective of this experiment is to show that, businesses could link their offices spread apart
via MBB using SIM-To-SIM communication mode of data transfer.

Setup and Configuration

As pointed out in the SIM-To-SIM design presentation in page 47, no internet connectivity is
required.

The required nodes are MBB compatible routers, interlinked to form a LAN or WAN
(depending on how far apart are the offices) to complete the setup for inter data transmission.
For the SIM-To-SIM setup, we would experimentally implement two scenarios.

The first setup, as shown below, the MBB service provider would link all offices via its GPRS
architecture. No internet is needed. The responsibility of the offices is to ensure, all nodes
hooked to this setup must support MBB,

Figure 3.13 is a screenshot of the GNS3 Virtual Lab, logically depicting how the first SIM-To-

SIM setup could be accomplished.
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s0/1 <-> s0/1 UE-2
50/2 <-> 50/0 UE-3
50/3 <-> s0/0 SGSN

Figure 3.13: SIM To SIM No Internet
Configuration Detail

As explained earlier, with this kind of setup, no configuration is required by the office. All

necessary configurations would be handled by the service provider.
The APN IP Pool used is 192.168.100.0/24

SIM cards to be used by business offices have been assigned static [Ps within the above IP Pool

by the service provider.

The MBB compatible nodes within the various office sites automatically acquired the static IPs

of the configured SIM cards from the APN address pool 192.168.100.0/24.

The MBB nodes and SERVER are logically in the same LAN. These nodes and SERVER(s)

could be physically located anywhere the service provider Radio Access Network is present.
Observation

IP connectivity tests were carried out between the three offices of the experimental setup to

ensure smooth data transfer without any packet loss
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Figure 3.14 is a screenshot showing successful IP connectivity between the MBB compatible

nodes, depicted as PC and the server. Protocol used for the test is ICMP.

From Remote Site-1 To SERVER in Central Site

Test was conducted by sending packets from remote site one to central server to confirm

connectivity and the ability to send data.

Figure 3.14: SIM-ToSIM MBB-PCI To Server

From Remote Site-2 To SERVER in Central Site

#P MBB-PC-2

Figure 3.15: SIM-ToSIM MBB-PC2 To Server

Conclusion

SIM-To-SIM communication as shown in the design and setup scenarios, is considered the

most secure and less capital intensive for businesses to adopt as means of linking various

offices.

3.7.2. SIM-To-SIM Phase-2

Introduction
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SIM-To-SIM communication could be of immense benefit to businesses to use as means of IP

backhaul and WAN technology to use to network their various branches as depicted in page 54.

Offices could further take advantage of this mode of communication by adding value to what

the service provider offers.
Objective

The objective of this experiment is to investigate how businesses could further take advantage
of the SIM-To-SIM communication mode by adding value to what the MBB service providers

offer.
Setup Description and Configuration

This experiment makes use MBB technology to link a central office and two remote sites. In
this experiment, it is assumed the business has a MBB compatible routers as various sites to

form a virtual LAN made available by the service provider.

Each MBB compatible router would then have its own private LAN at its other side, i.e. its

local office LAN. The MBB router would then act as gateway for the local LAN.

IP Planning

e APN IP Pool for SIM cards: 192.168.10.0/24

e Central Office LAN IP: 172.24.20.0/24
e Office Site-1 LAN IP: 172.24.10.0/24
e Office Site-2 LAN IP: 172.24.300.0/24

Figure 3.16 is a screenshot of the experimental setup with the aid of GNS3 virtual network

emulator.
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Figure 3.16: SIM -To-SIM Setup 2
Configuration Detail
Open Shortest Path First routing protocol was used for the entire setup.

Figure 3.17 is a sample detailing main parts of the setup configuration:

E2 Central-Office

Figure 3.17: SIM-To-SIM Sample Detail Configuration

Observation
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It was observed that, IP packets could be transmitted from remote sites to main office LAN and

vice versa.

From Site-1 To Main Office

Figure 3.18 is a screenshot of packets sent from Site-1 to Main Office. It shows on the surface
successful pings to the main office site as expected. The ping count was 20 and none of the
packets was lost.

£2 PC1-S1 W= > 3|

Figure 3.18: SIM-To-SIM Phase Two Ping Test

Figure 3.19 is a display of live packet capture with Wireshark during the test. The fields of
interest are the source (i,e source IP), destination (i.e destination IP) and protocol used to send
the packets from source to destination IP. The source IP is 172.24.20.1 and the destination IP is
172.24.10.1. The source and destination IPs belong to different LANs ICMP protocol was used
to transmit packets from the source to the destination. There were echo ping replies from the

destination as expected.
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d Capturing from Standard input [Wireshark 1.12.7 (v1.12.7-0-g7fc8978 from master-1.12)]

File Edit View Go Capture Analyze Statistics Telephonz Tools Internals Help
©e® £ m I | BRI Qe TFTR Bl QaQa i #«MMmx &
Filter: [] Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info -
13 30.092722000 €0:02:0c:70:00:00 Private_66:68:00 ARP 60 172.24.20.3 is at cO:
14 31.086779000 172.24.20.1 172.24.10.1 ICMP 98 Echo (ping) reply
15 31.086779000 172.24.20.1 172.24.10.1 ICMP 98 Echo (ping) reply 7‘
16 32.089836000 172.24.10.1 172.24.20.1 ICMP 98 Echo (ping) request |~
17 32.089836000 172.24.20.1 172.24.10.1 ICMP 98 Echo (ping) reply =
18 33.122895000 172.24.10.1 172.24.20.1 ICMP 98 Echo (ping) request
19 33.122895000 172.24.20.1 172.24.10.1 ICMP 98 echo (ping) reply
20 34.152954000 172.24.10.1 172.24.20.1 ICMP 98 Echo (ping) request
21 34.152954000 172.24.20.1 172.24.10.1 ICMP 98 Echo (ping) reply
22 35.193013000 172.24.10.1 172.24.20.1 ICMP 98 echo (ping) request
23 35.193013000 172.24.20.1 172.24.10.1 ICMP 98 echo (ping) reply
24 36.233073000 172.24.10.1 172.24.20.1 ICMP 98 eEcho (ping) request
25 36.233073000 172.24.20.1 172.24.10.1 ICMP 98 echo (ping) reply
26 37.273132000 172.24.10.1 172.24.20.1 ICMP 98 Echo (ping) request
27 37.273132000 172.24.20.1 172.24.10.1 ICMP 98 echo (ping) reply
28 38.303191000 172.24.10.1 172.24.20.1 ICMP 98 echo (ping) request
29 38.303191000 172.24.20.1 172.24.10.1 ICMP 98 Echo (ping) reply
30 39.333250000 172.24.10.1 172.24.20.1 ICMP 98 echo (ping) request
31 39.333250000 172.24.20.1 172.24.10.1 ICMP 98 echo (ping) reply
32 39.993288000 172.24.20.3 224.0.0.5 OSPF 90 Hello Packet
33 49.994860000 172.24.20.3 224.0.0.5 OSPF 90 Hello Packet -~
< 1 | »
@ Frame 1: 90 bytes on wire (720 bits), 90 bytes captured (720 bits) on interface 0
# Ethernet II, Src: c0:02:0c:70:00:00 (c0:02:0c:70:00:00), Dst: IPv4mcast_05 (01:00:5e:00:00:05)
|| @ Internet Protocol version 4, Src: 172.24.20.3 (172.24.20.3), Dst: 224.0.0.5 (224.0.0.5)
@ open Shortest path First
@ ;':‘f Standard input: <live capture in progress> File: | Packets: 150 - Displayed: 150 (100.0%) Profile: Default

Figure 3.19: Live Packet Capture - Site-1 To Main Office
Frome Site-2 To Main Office

The virtual PC with IP 172.24.30.1 was used to send ICMP packets to the destination
172.24.20.1 to test network reachability between the two sites. Responses were obtained as

expected. A total of twenty packets were sent with none lost.

grcs2 Il T, W e I .

Figure 3.20: Connectivity Test Site-2 To Main Office
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Figure 3.21 is a display of live packet capture with Wireshark during the test. The source IP is
172.24.30.1 and the destination IP is 172.24.20.1. The source and destination IPs belong to
different LANs corresponding to the two different sites. ICMP protocol was used to transmit
packets from the source to the destination. There were echo ping replies from the destination

as expected.

& Capturing from Standard input [Wireshark 1.12.7 (v1.12.7-0-g7fc8978 from master-1.12)] | (=)
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
e dm s BEXE A« 2T I(EBER QaaQaB @BHMx B
Filter: [Z] Expression...  Clear  Apply  Save
No. Time Source Destination Protocol Length Info -
22 24.807418000 172.24.20.1 172.24.30.1 ICMP 98 Echo (ping) reply
23 25.159439000 c0:02:0c:70:00:00 c0:02:0c:70:00:00 LOOP 60 Reply
24 25.849478000 172.24.30.1 172.24.20.1 ICMP 98 echo (ping) request
25 25.874479000 172.24.20.1 172.24.30.1 ICMP 98 Echo (ping) reply
26 26.910539000 172.24.30.1 172.24.20.1 ICMP 98 Echo (ping) request
27 26.910539000 172.24.20.1 172.24.30.1 ICMP 98 Echo (ping) reply
28 27.950598000 172.24.30.1 172.24.20.1 ICMP 98 echo (ping) request
29 27.950598000 172.24.20.1 172.24.30.1 ICMP 98 eEcho (ping) reply F
30 28.990658000 172.24.30.1 172.24.20.1 ICMP 98 Echo (ping) request
31 28.990658000 172.24.20.1 172.24.30.1 ICMP 98 Echo (ping) reply
32 29.995715000 172.24.20.3 224.0.0.5 OSPF 90 Hello Packet =
33 30.035718000 172.24.30.1 172.24.20.1 ICMP 98 echo (ping) request
34 30.035718000 172.24.20.1 172.24.30.1 ICMP 98 Echo (ping) reply
35 31.065776000 172.24.30.1 172.24.20.1 ICMP 98 Echo (ping) request
36 31.065776000 172.24.20.1 172.24.30.1 ICMP 98 echo (ping) reply
37 32.097835000 172.24.30.1 172.24.20.1 ICMP 98 echo (ping) request
38 32.097835000 172.24.20.1 172.24.30.1 ICMP 98 Echo (ping) reply
39 33.129894000 172.24.30.1 172.24.20.1 ICMP 98 echo (ping) request
40 23.129894000 172.24.20.1 172.24.30.1 ICMP 98 echo (ping) reply
41 34.169954000 172.24.30.1 172.24.20.1 ICMP 98 Echo (ping) request
42 34.170954000 172.24.20.1 172.24.30.1 ICMP 98 Echo (ping) reply -
[ T »
@ Frame 1: 90 bytes on wire (720 bits), 90 bytes captured (720 bits) on interface 0
# Ethernet II, Src: c0:02:0c:70:00:00 (c0:02:0c:70:00:00), Dst: IPv4mcast_05 (01:00:5e:00:00:05)
@ Internet Protocol Vversion 4, Src: 172.24.20.3 (172.24.20.3), Dst: 224.0.0.5 (224.0.0.5)
@ open Shortest Path First
© 7 |Standard input: <live capture in progress> Fil... | Packets: 60 - Displayed: 60 (100.0%) Profile: Default

Figure 3.21: Live Packet Capture - Site-2 To Main Office
From Site-1 To Site-2

The test was aimed at confirming connectivity between the various sites. A ping test was
performed from one office remote site to the other, the results obtained i.e. the successful

Internet Control Message Protocol (ICMP) response from the remote site.
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Figure 3.22: Connectivity Test Site-1 To Site-2

Figure 3.23 is a display of live packet capture with Wireshark during the test. The source IP is
172.24.10.1 and the destination IP is 172.24.30.1. The source and destination IPs belong to
different LANs corresponding to the two different sites. ICMP protocol was used to transmit
packets from the source to the destination. There were echo ping replies from the destination

as expected.
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£ Capturing from Standard input [Wireshark 1.12.7 (v1.12.7-0-g7fc8978 from master-1.12)] [E=RECE )
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
oo dm s BT Aes>TE/([EE QAaal FB2%W % B
Filter: E Expression... Clear Apply Save
|[No. Time Source Destination Protocol Length Info -
OL /74.1/7£4£442000 1/72.44.10.1 1/72.44.30. 1L 1CmpP Y% ECNO (p1Nng) request
62 74.194244000 FA2528 23050 172.24.10.1 ICMP 98 Echo (ping) reply
63 75.212302000 172.24.10.1 172.24.30.1 ICMP 98 Echo (ping) request
64 75.234303000 172.24.30.1 172.24.10.1 ICMP 98 Echo (ping) reply
65 76.251361000 172.24.10.1 172.24.30.1 ICMP 98 Echo (ping) request
66 76.274362000 172.24.30.1 172.24.10.1 ICMP 98 Echo (ping) reply
67 77.291421000 172.24.10.1 172.24.30.1 ICMP 98 Echo (ping) request
68 77.305421000 172.24.30.1 172.24.10.1 ICMP 98 eEcho (ping) reply
69 78.321480000 172.24.10.1 172.24.30.1 ICMP 98 eEcho (ping) request
70 78.335480000 172.24.30.1 172.24.10.1 ICMP 98 eEcho (ping) reply
71 78.375483000 192.168.10.3 224.0.0.5 OSPF 94 Hello Packet
72 79.351538000 172.24.10.1 172.24.30.1 ICMP 98 Echo (ping) request
73 79.365539000 172.24.30.1 172.24.10.1 ICMP 98 Echo (ping) reply
74 79.421542000 192.168.10.2 224.0.0.5 OSPF 94 Hello Packet
75 80.381597000 172.24.10.1 172.24.30.1 ICcMP 98 Echo (ping) request
76 80.395598000 172.24.30.1 172.24.10.1 ICMP 98 Echo (ping) reply =
77 81.414656000 172.24.10.1 172.24.30.1 ICMP 98 echo (ping) request
78 81.435658000 172.24.30.1 172.24.10.1 ICMP 98 eEcho (ping) reply
79 81.825680000 c0:04:0f:c4:00:01 c0:04:0f:c4:00:01 LOOP 60 Reply
80 82.455716000 172.24.10.1 172.24.30.1 ICMP 98 Echo (ping) request
81 82.475717000 172.24.30.1 172.24.10.1 ICMP 98 Echo (ping) reply &=
S— B '-_Vl;V E— — o ’ o B »
@ Frame 1: 94 bytes on wire (752 bits), 94 bytes captured (752 bits) on interface 0
# Ethernet II, Src: c0:04:0f:c4:00:01 (c0:04:0f:c4:00:01), Dst: IPv4mcast_05 (01:00:5e:00:00:05)
# Internet Protocol version 4, Src: 192.168.10.3 (192.168.10.3), Dst: 224.0.0.5 (224.0.0.5)
& open Shortest Path First
O t? Standard input: <live capture in progress> Fil... | Packets: 91 . Displayed: 91 (100.0%) Profile: Default

Figure 3.23: Live Packet Capture - Site-1 To Site-2
Conclusion

SIM to SIM communication is the most secure, less expensive and less effort to implement.
Businesses could take advantage of this technology to link remote offices without an internet

service provider services.
Security of packets in transit is much assured as compared to traffic using the internet medium.

It is very difficult but not impossible to eavesdrop packets within the GSM and UTMS space
thereby making the SIM to SIM ideal option for sensitive packets if security measures are not
put in place. The GPRS protocol has various levels of encryption, i.e. GPRS encryption levels
1-3 known as GPRS Encryption Algorithm levels 1-3 (GEA1, GEA2 and GEA3). For no
encryption, it is GEAO. According to Perez & Pico (2011), users and service provider’s
networks could be attacked when service is rendered with GEAO. An attacker could use a rogue
BTS to convince the victim mobile station to send and receive all information that is

unencrypted.

3.7.3. MBB Layer Two VPN
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Introduction

It allows businesses to extend Ethernet services such as virtual LANs (VLANSs) across L3

MPLS network.

The Internet Service Provider (ISP) supporting this service is seen as a virtual Layer two

Switch.
Layer two VPN could be Point-To-Point or Point-To-Multipoint

The Layer Two VPN implementation detail at the internet service provider domain is outside
the scope of this thesis since the thesis interest lies in its utilization by the MBB technology,

i.e. MBB over L2 VPN service.

The design shown in Figure 3.23 depicts a Virtual Private LAN Service at various locations of

a business i.e. MBB with an APN that is linked by a L2ZVPN.
Objective

The aim of this experiment is to interconnect various sites of a virtual office LAN with MBB

3G technology over a layer two virtual private network.
Setup and Configuration
Setup Description

Four remote sites of an office with MBB compatible nodes as gateways. The sites are

interconnected by a Layer-2 VPN service by an ISP.

IP Plan

Table 3.3: Layer-2 VPN LANs
LANs

Network Name | IP MAC Address

MBB 192.168.50.0 | 255.255.255.0
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Site-1 10.10.10.0 255.255.255.0
Site-2 10.10.20.0 255.255.255.0
Site-3 10.10.30.0 255.255.255.0
HQ 10.10.40.0 255.255.255.0

Table 3.3 portrays the various network IP used for the design of the MBB over the layer-2 VPN.
These network IPs fall within the range of the standard class A IP version 4 address range. The
default mask, which determined the network, is 255.0.0.0. To avoid IP waste, the network IP

ranges chosen have been sub netted with the mask 255.255.255.0.

Table 3.4: Layer-2 VPN Nodes

NODES

Node 1P MAC Address | Comment
S1-GW 192.168.50.1 | 255.255.255.0 | MBB LAN
S1-GW 10.10.10.1 255.255.255.0 | Site-1 LAN
S2-GW 192.168.50.2 | 255.255.255.0 | MBB LAN
S2-GW 10.10.20.1 255.255.255.0 | Site-2 LAN
S3-GW 192.168.50.3 | 255.255.255.0 | MBB LAN
S3-GW 10.10.30.1 255.255.255.0 | Site-3 LAN
HQ-GW 192.168.50.4 | 255.255.255.0 | MBB LAN
HQ-GW 10.10.40.1 255.255.255.0 | Head Office LAN
Host 1 10.10.20.2 255.255.255.0

Host 2 10.10.20.3 255.255.255.0
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Host 3 10.10.10.2 255.255.255.0

Host 4 10.10.10.3 255.255.255.0
Host 5 10.10.30.2 255.255.255.0
Host 6 10.10.30.3 255.255.255.0

SERVER-1 10.10.40.2 255.255.255.0

SERVER-2 10.10.40.3 255.255.255.0

Table 3.4 is a record of how IP addresses were assigned to various nodes for the design. Each

IP nodes is contained within its network by applying the defined networks in Table 3.3.
Network Setup

The IP network was setup using the virtual network emulator, GNS3.
Routing protocol used is OSPF.

Figure 3.24 is the network setup for the experiment
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> € HOST-6

> @ sw3
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Figure 3.24: MBB Over Layer -2 VPN

IP Network Simulation
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The network is made to run and ping tests were conducted to verify whether IP packets

transmission among various sites were successful.

Figure 3.25 , Figure 3.26 and Figure 3.27 are tests results obtained from the MBB over L2-

VPN experiment.

Ping Test: From S1-GW to HQ-GW

Pint test was performed from site one gateway router to head office gateway router to confirm

successful connectivity between the two nodes. The ping test performed was successful.

Figure 3.25: Ping Test S1-GW To Head Oftice

Ping Test: From S1-GW to Head Office SERVER-1

ping 10.10.40.2

Figure 3.26: Ping Test S 1-GW To HQ -GW
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Ping Test: SERVER-1 to HOST-1

£# SERVER-1

H Hh Fh Hh Hh Hh By Hh Fhy By Hh Fhy B Hhy F

[m ]

1

Figure 3.27: Ping of Test Server-1 To Host-1

3.7.4. MBB Layer Three VPN

Setup Description and Configuration

Figure 3.28 is screenshot of the implementation setup with GNS3 network Simulator.

@€ 1Psec Site_To_Site.gns3* — GNS3
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€0 <-> f0/0 Branch_Office_Router_n
4 ) PC1_With_MBB_Modem
€0 <-> f0/0 Branch_Office_Router_1
4 © HQLAN
1 <-> f0/0 HQ
2 <-> €0 Server
_|I| 4 @ MmBB_Core_Network
50/0 <-> s0/0 Branch_Office_Router 1
s0/1 <-> s0/0 Branch_Office_Router_n
s0/2 <-> s0/0 HQ
4 ) Branch_Office_Router_n
£0/0 <-> €0 PCn_With_MBB_Modem
s0/0 <-> s0/1 MBB_Core_Network
4 ) Branch_Office_Router_1
£0/0 <-> €0 PC1_With_MBB_Modem
<0/0 <-> s0/0 MBB_Core_Network
4 @ HQ
0/0 <-> 1 HQ_LAN
s0/0 <-> s0/2 MBB_Core_Network

Figure 3.28: MBB IPsec Tunnel

* PCI1, PC2 and Server are Virtual PC terminals embedded in GNS3 simulator.
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The clouds, RAN and MBB core are a type of known GNS3 Qwemu. Quemu is a

generic and open source machine emulator and virtualizer capable of running various
Internetworking Operating Systems. For the purpose of thie project, Cisco “IOS (tm)

2600 Software (C2691-ADVENTERPRISEK9-M), Version 12.3(17a), RELEASE

SOFTWARE (fc2)” was ran on them to meet the objective of the experiment.

HQ, a router, is also a GNS3 Quemu on which the above Cisco IOS was run on to meet

the objective of the experiment.

OSPF dynamic protocol was deployed on each interface that links the various nodes in

the virtual network.

The WAN (representing a public network for this experiment) transport protocol used

between the RAN and MBB core network; MBB and HQ is Frame Relay

A dynamic routing protocol, OSPF, was used for the setup

The IPsec VPN was setup between the MBB core network and the Head Office edge

node, HQ

The MBB PCs automatically acquired static IPs (Dynamic IPs could be used depending

intended usage) from APN MIT.com address pool 192.168.100.0/24.

A point-to-point WAN (internet could be used) was setup between the MIT office and

service provider firewalls with IP block 10.10.10.0/30. 10.10.10.1/30 for service

provider Firewall and 10.10.10.2/30 for MIT Office Firewall.

IP block used for MIT Office LAN is 172.16.100.0/24. The servers were assigned static

IPs from this IP block.

PC1 with MBB Modem

The following are configuration details of unique nodes within the experimental setup

PC1, PC2 and Server VPC terminals have similar configurations with the exception of their

IPs and MAC addresses. In this regard only PC1 configuration is shown to avoid repetition.
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Table 3.5: VPC Terminals

VPCS>

NAME : VPCS[1]
IP/MASK  :192.168.1.2/24
GATEWAY :192.168.1.1
DNS

MAC :00:50:79:66:68:01
LPORT  :10003
RHOST:PORT : 127.0.0.1:10002
MTU: : 1500

VPCS>

Table 3.5 shows detail parameters used for the virtual PC with name VPCS in the design.

Observation

The implemented IPsec network was simulated and the following were observed as shown

Figure 3.29.
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Figure 3.29: Simulated IPSec Network

During network simulation mode, Wireshark traces were setup on the following interfaces. O
Branch Office Router 1 to MBB Core Network. Frame Relay link
0 MBB Core Network to HQ. IPsec segment.

The following were observed for MBB Core Network to HQ

Packets were able to be transported from the Branch Office to the Head Office over the IPsec
VPN tunnel. Figure 3.30 is a screen shot of twenty ICMP packet transmitted as test of the setup.

The packets successfully reached the destination.

#B PC1_With_MBB_Modem E=n EoR|>=)

VP

m

Figure 3.30: [PSec Ping Test

Whiles the packets were in transit, with the help of Wireshark protocol capture and analyser,
trace was setup on MBB Core Network to HQ segment of the network to verify the packets
encapsulation over the IPsec VPN tunnel. Figure 3.31 screenshot, the protocol field, confirmed

packets were really encapsulated by a member of the [Psec protocol suite, i.e. the Encapsulation

Security Payload (ESP) .
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M *Standard input [Wireshark 112.7 (v1.12.7-0-g7fc8978 from master-112)]
File Edit View Go Capture Analyze Statistics Telephonz Tools Internals Help

©© 48 & Enx@"k@@@ﬁiﬁ(ﬂ&@ﬂ R e

Filter: | ip.addr==10.100.100.1 E Expression... Clear Apply Save

No. Time Source Destination Protocol Length Info -
43 71.444187000 10.100.100.1 10.100.100.2 ESP 156 ESP (SPI=0x08861054) (=]
44 72.459188000 10.100.100.2 10.100.100.1 ESP 156 ESP (SPI=0x515b9586)
45 72.459188000 10.100.100.2 10.100.100.1 ESP 156 ESP (SPI=0x515b9586)
46 73.469190000 10.100.100.1 10.100.100.2 ESP 156 ESP (SPI=0x08861054)
47 73.479190000 10.100.100.2 10.100.100.1 ESP 156 ESP (SPI=0x515b9586)
48 74.509191000 10.100.100.1 10.100.100.2 ESP 156 ESP (SPI=0x08861054)
49 74.529191000 10.100.100.2 10.100.100.1 ESP 156 ESP (SPI=0x515b9586)
50 75.571193000 10.100.100.1 10.100.100.2 ESP 156 ESP (SPI=0x08861054)
51 75.581193000 10.100.100.2 10.100.100.1 ESP 156 ESP (SPI=0x515b9586)
55 78.393200000 10.100.100.1 224.0.0.5 OSPF 84 Hello Packet
59 88.391216000 10.100.100.1 224.0.0.5 OSPF 84 Hello Packet
63 98.393232000 10.100.100.1 224.0.0.5 OSPF 84 Hello Packet
68 108. 398250000 10.100.100.1 224.0.0.5 OSPF 84 Hello Packet
72 118.399267000 10.100.100.1 224.0.0.5 OSPF 84 Hello Packet -

< m ] ’

# Frame 49: 156 bytes on wire (1248 bits), 156 bytes captured (1248 bits) on interface 0

# Cisco HDLC

# Internet Protocol Version 4, Src: 10.100.100.2 (10.100.100.2), Dst: 10.100.100.1 (10.100.100.1)
ESP SPI: 0x515b9586 (1364956550)
ESP Sequence: 27

O ﬁ Encapsulating Security Payload (esp), 132 by... \ Packets: 2788 . Displayed: 790 (28.3%) - Dropped: 0 (0.0%) ‘ Profile: Default

Figure 3.31: IPSec Encapsulation Payload

IPsec packets are protected. The part of the [Psec protocol suite that provides packet protection

is the encapsulating security payload.

The dynamic routing protocol, OSPF was at hand to making sure packets locate their path to

the right destination.

In addition to the packets verification in relation to the right protocols, a debug trace was set
up on either nodes of the IPsec tunnel to further ensure packets are rightly being treated as they

should. Figure 3.32 is a sample debug trace taken on MBB Core Network node:
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@ MBB_Core_Network E =]

m

Figure 3.32: IPSec Debug Trace

Conclusion

MBB provides flexibility, especially for source of IP packet origination, to have data

transmitted over IPsec tunnel from a source to a desired destination.

The experiment confirmed the ability to use IPsec VPN as a means of linking remote sites by

using MBB protocols such as HSPA+, 3G etc to setup WAN IP networks

3.7.5. MBB IPsec VPN Tunnel

Introduction
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Virtual Private Networks (VPN) act like a private leased line. VPNs use the public network,
internet or wide area network, to securely transmit packets from one end to the other.

There are several ways in accomplishing the extension of networks over unsecure networks.
This implementation would focus on IPsec VPN tunnel, a site-to-site VPN type, as means of
extending a 3G IP network from say a corporate network to a branch office.

What make VPN private is the ability of this technology to hide communicating nodes over a

public network, example wide area network.

Objective

The objective of this experiment is to securely link various office sites where ever they may be
in this world once there is internet with MBB technology over IPsec technology.

Setup Description and Configuration

The general parameters and conditions to be met for setting up [Psec tunnel were spelt out

under the design topic MBB Local Sites To WAN By IPsec in 48.

Figure 3.33 is the setup used for the experiment in running mode.

It is a screenshot of the virtual lab setup to investigate how the mobile broadband could be used
to ride on IPsec technology as medium to link various remote sites. The PC with MBB modem
was used to depict how an office with MBB compatible devices could connect to the Radio

Access Network of the MBB wireless network and have it linked to another remote site using

IPsec.
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§ IPsec_Site_To_Site.gns3 — GNS3
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Figure 3.33: Setup - IPSec
For this experiment, the following specific parameters were used at both ends.
MBB Core
[E=REEE

@ MBB_Core_Network

Figure 3.34: IPSec Parameters - MBB Core

Test: Branch Office to HQ
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The following ping test was performed from the branch site to the head office over the IPsec

VPN tunnel.
£ PC1_With_MBB_Modem

W wm
W
H B
W U W W

=]

Figure 3.35: IPSec Test

HQ
Figure 3.36 is a screenshot of the parameters used to setting up the [Psec at the HQ remote site.

g8 HQ , , = | S

H A e e

m

1
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Figure 3.36: IPSecParameters - HQ
Observation

It was observed from the test conducted that, ICMP packets were transmitted successfully from

the branch office to the head office.

3.8. The Fixed Broadband (FBB)
The main focus of the thesis is actually about MBB but certain important parameters about
FBB which appeal to users were captured to serve as basis for comparison, when needed, for

MBB. Figure 3.37 is a traceroute test performed with FBB.

Host [82.165.197.228 [ ser ||| opions | Bt |
| Copy Textto cliphoard l | Copy HTML to clipboard l | ExportTEXTI Export HTML |
Hostname Nr Loss% | Sent Recv | Best | Avrg Warst | Last
192.168.1.1 1 0 101 101 1 8 253 1
41.218.1921 2 0 100 100 14 104 640 111
80.87.78.69 3 0 1M 1m 14 K| 267 106
195.59.222.149 4 2 97 96 2 98 1M 18
195.2.28.182 b 4 90 87 35 162 2089 258
195.2.25.206 6 5 85 81 107 129 409 349
195.2.22.218 7 4 86 83 2 169 4241 1
213.200.75.94 8 0 101 101 15 101 678 23
195.20.243.3 9 5 88 84 16 105 17 116
212.227.120.130 10 5 85 81 0 134 592 128
212.227.120.206 1 4 87 84 0 164 3285 13
195.20.243.72 12 4 92 89 0 136 1108 206
195.20.243.3 13 5 85 81 0 126 408 127
82.165.197.228 14 0 101 10 103 138 549 1
WinMTR v0.92 GPL V2 by Appnor MSP - Fully Managed Hosting & Cloud Provider WWW .3ppNor.com

Figure 3.37: FBB Traceroute To radiotest.eu

3.8.1. Traceroute Packet Capture with Wireshark
The test was performed with a computer connected to wireless ADSL modem with internet

facility.
Whiles the test was being performed, packets to and from the destination IP@82.165.197.228

were captured. Figure 3.38 is a screenshot of the captured packet.
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M ~Wireless Network Connection
File Edit View Go Capture Analyze Statistics Telephony  Wireless Tools Help
4 = @ ERE QRe==E0 &8 S =E QaaQE
(W [ip.addr==82.165.197.228 ~ | Expression... +
No. Time Source Destination Protocol ot
462 23.253888 1e.2.0.8 82.165.197.228 IcMmP
463 23.253934 l1e.e.e.s8 82.165.197.228 IcMP
464 23.253956 19.2.0.8 82.165.197.228 IcMP
465 23.254200 l1e.e.e.8 82.165.197.228 ICcMP
466 23.254e1e l1e.e.e.8 82.165.197.228 IcMP
467 23.254856 ie.e.e.s8 82.165.197.228 IcMpP
468 23.254865 l1e.e.e.8 82.165.197.228 IcmP
469 23.254124 i1e.e.e.8 82.165.197.228 IcMP
47e 23.254177 l1e.e.e.s8 82.165.197.228 IcMP B
471 23.254225 1e.2.©.8 82.165.197.228 IcMP
472 23.418e38 80©.87.78.77 1e.e.e.8 IcMP
478 23.421142 195.2.25.121 19.2.©.8 IcMpP
479 23.421300 213.155.133.4 l1e.e.e.8 ICcMP
48© 23.421573 195.59.222.149 l1e.e.e.8 IcMpP
481 23.421731 8©.91.246.177 1©.2.0.8 IcMP
482 23.421988 213.248.97.98 l1e.e.e.8 IcMP
483 23.422988 62.115.139.59 i1e.e.e.8 IcMmP
484 23.423@6@ 212.227.120.18 18.2.2.8 IcMP
495 24.236689 19.2.92.8 82.165.197.228 IcMP
496 24.236743 l1e.e.e.8 82.165.197.228 IcmP
| 497 24.236797 1©.2.©.8 82.165.197.228 IcMP o
- 498 24 _23A798] 1ie.0.0.8 — R2_.165.197_.228 TCMP "
[Scurce GecIP: Unknown] -
[Destination GeoIP: Unknown]
4 Internet Control Message Protocecl
Type: 11 (Time-to-live exceeded)
Code: © (Time to live exceeded in transit)
| Checksum: ©x3784 [correct]
4 Internet Protocol Version 4, Src: 1©.8.8.8, Dst: 82.165.197.228
e1ee .... = Version: 4 N
.... 2121 = Header Length: 2@ bytes i
ns £ +3iatad < 3 =3 dd- .om (DSCD- CSO EChM . Mot ECTN
@ 7 Frame (frame), 70 bytes Packets: 24434 - Displayed: 227 (0.9%) - Dropped: 0 (0.0%) || Profile: Default

Figure 3.38: FBB Packet Capture

3.8.2. FBB Packet Quality Test

10MB of data was downloaded from Radio Test site http://radiotest.eu/HTTP_DLO1/ using

FBB service. Whiles the HTTP test was being performed, a Wireshark trace was simultaneously

taken as shown in Figure 3.4
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http://radiotest.eu/HTTP_DL01/
http://radiotest.eu/HTTP_DL01/

M “Wireless Network Connection (host 82.165.197.228) =alE]
File Edit View Go Capture Analyze Teleph Tools Help
Am 2@ LEBRE ] = QQam
(W] Apply a display filter .. <Ctri-/> =3 ~]Expression... +
No. Time Source Destination Protocol Length Info 2
1871@ 26.411320 82.165.197.228 10.2.8.5 TCP 1454 [TCP segment of a reassembled PDU]
10711 26.411366 10.0.0.5 82.165.197.228 TCP 54 51571 » 8@ [ACK] Seq=434 Ack=9979693 Win=25900@ Len=0
18712 26.415550 82.165.197.2238 10.8.8.5 TCP 1454 [TCP segment of a reassembled PDU]
18713 26.418508 82.165.197.228 10.0.0.5 TCP 1454 [TCP segment of a reassembled PDU]
18714 26.418539 10.0.0.5 82.165.197.228 TCP 54 51571 - 8@ [ACK] Seq=434 Ack=9982493 Win=257608@ Len=0
18715 26.421167 82.165.197.228 10.0.0.5 TCP 1454 [TCP segment of a reassembled PDU]
10716 26.424161 82.165.197.228 10.2.8.5 TCP 1454 [TCP segment of a reassembled PDU]
18717 26.424193 10.0.0.5 82.165.197.228 TCP 54 51571 - 80 [ACK] Seq=434 Ack=9985293 Win=25620@ Len=0
18718 26.427621 82.165.197.228 10.2.8.5 TCP 1454 [TCP segment of a reassembled PDU]
18719 26.430661 82.165.197.228 10.0.0.5 TCP 1454 [TCP segment of a reassembled PDU]
1872@ 26.430693 10.0.0.5 82.165.197.228 TCP 54 51571 » 80 [ACK] Seq=434 Ack=9988093 Win=256200 Len=0
10721 26.435173 82.165.197.228 10.0.8.5 TCP 1454 [TCP segment of a reassembled PDU]
18722 26.437452 82.165.197.228 10.02.8.5 TCP 1454 [TCP segment of a reassembled PDU]
18723 26.437483 10.0.0.5 82.165.197.228 TCP 54 51571 - 8@ [ACK] Seq=434 Ack=9990893 Win=25430@ Len=0
18724 26.440690 82.165.197.228 10.8.8.5 TCP 1454 [TCP segment of a reassembled PDU]
18725 26.444094 82.165.197.228 10.2.8.5 TCP 1454 [TCP segment of a reassembled PDU]
18726 26.444125 10.0.8.5 82.165.197.228 TCP 54 51571 = 80 [ACK] Seq=434 Ack=9993693 Win=254800 Len=0
18727 26.447940 82.165.197.228 10.2.e.5 TCP 1454 [TCP segment of a reassembled PDU]
18728 26.450786 82.165.197.228 10.8.8.5 TCP 1454 [TCP segment of a reassembled PDU]
18729 26.45081@ 10.0.0.5 82.165.197.228 TCP 54 51571 - 8@ [ACK] Seq=434 Ack=9996493 Win=25340@ Len=0
1873@ 26.45409@ 82.165.197.228 10.90.8.5 TCP 1454 [TCP segment of a reassembled PDU]
18731 26.456937 82.165.197.228 10.0.8.5 TCP 1454 [TCP segment of a reassembled PDU]
18732 26.456967 10.0.0.5 82.165.197.228 TCP 54 51571 -+ 8@ [ACK] Seq=434 Ack=9999293 Win=252000@ Len=0
10733 26.459601 82.165.197.228 l1e.8.e.5 HTTP 1886 HTTP/1.1 200 OK (application/x-ns-proxy-autoconfig)
18734 26.669388 10.0.0.5 82.165.197.228 TCP 54 51571 = 8@ [ACK] Seq=434 Ack=18000325 Win=258968 Len=0
18735 40.924438 82.165.197.228 10.2.2.5 TCP 54 8¢ - 51571 [FIN, ACK] Seq=180@8325 Ack=434 Win=15680 Len=0
- 18736 42.924520 10.0.0.5 82.165.197.228 TCP 54 51571 » 8@ [ACK] Seq=434 Ack=1@000326 Win=25@968 Len=0 L
Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @
Ethernet II, Src: HonHaiPr_eb:82:c5 (e4:d5:3d:eb:82:c5), Dst: Netgear_cl:f8:24 (@0:22:3f:c1:f8:24)
Internet Protocol Version 4, Src: 18.8.8.5, Dst: 82.165.197.228
Transmission Control Protocol, Src Port: 51571 (51571), Dst Port: 8@ (8@), Seq: 8, Len: @
() 7 wireshark_pcapng_18860EE 1-1E81-434F-8AD6-56528E 160D 1B_20160325231448_a04156 || Packets: 10736 - Displayed: 10736 (100.0%) || Profile: Default

Figure 3.39: FBB Download Trace Capture

3.8.3. Sample FBB Summary Result

Table 3.6: FBB Download Summary

First packet: 2014-10-08 00:18:28
Last packet: 2014-10-08 00:18:58

Elapsed: 00:00:30

Dropped packets: unknown
Capture filter: unknown
Link type: Ethernet

Packet size limit 262144 bytes

Packets: 11012

Between first & last packet:30.005 sec
Avg. packets/sec: 367.009
Avg packet size: 974.286 bytes
Bytes: 10728839
Avg bytes/sec: 357571.448

Avg Mbit/sec: 2.861

Table 3.6 is a summary result obtained for the HTTP download over the FBB service. The

download elapsed for 30 seconds. There were no packet drops. The average packet size during

the download test was 974.286 bytes per second. The everage download speed obtained was
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CHAPTER 4. ANALYSIS & INTERPRETATION

4.1. Introduction

The makeup of this chapter is the analysis and interpretation of the experimental findings of
this thesis. This thesis is intended to research into how to design and implement IP networks
with Mobile Broadband technology for businesses as alternative to Fixed Broadband

technology which is very popular and widely embraced by businesses and individual users.

The objective of the study was to focus on the following broad areas which were considered as
adequate to bring to the fore how businesses could link their various office locations with the

MBB technology.

*  SIM-To-SIM communication
* MBB with [Psec Virtual Private Networks
e MBB with Layer Two Virtual Private Networks and

* MBB with Layer Three Virtual Private Networks
The analysis of the methodology outcomes have been segmented into two:
* Speed, throughput and quality of service tests for both FBB and MBB carried on the
service provider’s live network.

* Network Protocols, Pings, quality of service test for implemented MBB designs carried
with the aid of GNS3, the virtual environment for network design and simulation, The
other aspect of the analysis focused on the responses obtained from the questionnaire

prior to the start of this thesis.

Before the experiments were carried out, various preliminary tests were performed on the MMB
chosen network to ensure no bottlenecks existed. Results obtained, as evidenced in chapters

3.8.1 and 3.8.2 showed no packet loss within the operator’s network.
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IP hops that belonged to the Operator’s network, From "No response from host" to
194.112.78.177, where near zero packet loses as observed from the experiment carried out in
Figure 3.2. The packet percentage loss observed were within acceptable limits. The “No
response from host” is actually a live node whose IP is hidden from the public for security
reasons as explained by the service provider. The test was successful and the result obtained

was as expected.

4.2. Mobile Broadband (MBB) Analysis

4.2.1. MBB: Throughput and QOS

The sequence numbers is a representative of the number of received over time (in seconds) in
one direction. The direction could either be upload or download. The graph in Figure 4.1 is a
result of the HTTP download for MBB. The steeper the slope, the faster the download. 10MB

of data was downloaded within 20 seconds.

As expected, there was an initial delay before the downloaded commenced. Unlike FBB, it is
quite normal within the MBB space to have such little initial delay due to contention of
resources by users. The results was further analysed to get further insight into the initial round

trip delay as shown in Figure 4.1
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‘ Sequence Numbers (Stevens) for 82.165.197.228:80 — 192.168.43.172:61895 =B Py

Sequence Numbers (Stevens) for 82.165.197.228:80 > 192.168.43.172:61895

http_dwl_mbb_0.pcapng
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7500000 [~

6000000 -

4500000

Sequence Number (B)

3000000

1500000 [
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Qlick to select packet 10374 (19.88s len 1400 seq 9645805 ack 434 win 15680) — 7165 pkes, 10 MB — 3586 phes, 433 bytes
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Figure 4.1: MBB Throughput and QoS

Wireshark’s Steven’s Time/Sequence graph tool was used to analysing above TCP download
quality result. The steeper slope of the graph shows faster and steady TCP packet download as
revealed by Chris. (Sanders, 2011). It is evident that the download time was shorter as
compared to what was obtained for FBB. This result would certainly not be the same under all
conditions. Where radio resource are scarce, certainly different result, which may not meet

expectation, would be obtained.

The above result means, MBB under good radio resource condition could be used as an
alternative to FBB. To further enforce the deductions made, the trace was further subjected to

analysis to measure the speed of download within the shorter time obtained.
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Figure 4.2: MBB Speed Analysis

There was an initial spike in throughput of about 13Mbps. This would not be factored in the

analysis though worth mentioning to support earlier deductions made about MBB performing

very well under good radio resource availability. Aside the spike, an impressive throughput of

about 6Mbps was obtained.
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Figure 4.3: MBB Initial Round Trip Delay
Theoretically, HSPA+ could offer a maximum download speed of about 42Mbps.

The round trip time graph also revealed that, about two megabytes (2MB) of the downloaded
data suffered maximum delay of about 120ms. The cause of the delay could be attributed to

resource contention which is synonymous with mobile data.
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Figure 4.4: MBB QoS Analysis

Aside the initial expected results for MBB download throughput and delay roundtrip analyses,
there was virtually no incidents of TCP retransmissions and duplicate acknowledgements
during download as shown in Figure 4.4 quality of service input/output graph. This reinforces
the explanation that, the delay could be initial radio resource contention. Once the resource was

acquired, the download was completed within expected time.

4.2.2. Unfavourable Result

Analysis of tests conducted in crowded areas where radio resource is limited due to the number
of users contending for the same resource showed packet loses as expected. Figure 4.5 shows
unfavourable data download pattern. An indication of packet loss as expected from a crowded

area.
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Figure 4.5: MBB Packet Loss

The download was really impacted. The breaks in the graph means packet losses. (Orebaugh et
al., 2006). From the results obtained, it would not be advisable to use MBB in crowded areas
for services within an IP network that demand greater speed and are critical without feasibility
studies. This problem could be solved with more radio resource availability. The detail to this

solution proposal is outside the scope of this study.

4.2.3. Analysis: MBB SIM-To-SIM Experiment

The objective of the experiments, i.e. SIM-to-SIM phase one and phase two were achieved.
Each office site was able to communicate successfully with one another solely within the Radio
Access Network space. The ping test performed were successful amongst the office sites.
Analysis into the Internet Control Message Protocol (ICMP) packets sent from source to the
other had successful response from the destination as expected.The objective was to be able to
send packets from one user equipment as client to another where service if offered. The test

was successful as expected. is a deeper look into one of the sample test performed from
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IP@192.168.100.1 to IP@192.168.100.4 . This trace was taken simultaneously with the test in

Figure 3.14 .

Figure 4.6: Ping Test UE-To-UE

The objective was to be able to send packets from one user equipment as client to another where
service if offered. The test was successful as expected. Figure 4.7 gives an insight into ICMP
packets requests from the source IP 192.168.100.1 to destination IP 192.168.100.4 with

successful replies.

M *Standard input | 5

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am @ JDRBEQQe=>=FTIE)=E QQAQH

IH |eﬂw.addr==c0:06:16:8c:00:00 && eth.addr==c0:0d: 17:a4:00:00 '] Expression... <+

No. Time | Source Destination Protocol Info i

— 13 72.119158 192.168.100.1 192.168.100.4 ICMP Echo (ping) request id=0x@eee, s

+— 14 72.131659 192.168.100.4 192.168.100.1 ICMP Echo (ping) reply id=0x0000, s
15 72.139160 192.168.160.1 192.168.100.4 ICMP Echo (ping) request id=0x0000, s
16 72.151662 192.163.100.4 192.168.100.1 ICMP Echo (ping) reply id=0x0ee8, s
17 72.159163 192.168.100.1 192.168.100.4 ICMP Echo (ping) request id=0x@000, s
18 72.171664 192.168.100.4 192.168.100.1 ICMP Echo (ping) reply id=0x0ee8, s
19 72.179165 192.168.1€0.1 192.168.100.4 ICMP Echo (ping) request id=0x0008, s
20 72.191667 192.168.100.4 192.168.100.1 ICMP Echo (ping) reply id=0x0ee8, s
21 72.199168 192.168.100.1 192.168.100.4 ICMP Echo (ping) request id=0x0000, s|_
22 72.211669 192.168.100.4 192.168.100.1 ICMP Echo (ping) reply id=0x0000, s
23 72.219170 192.163.100.1 192.168.100.4 ICMP Eche (ping) request id=0x@@0@, s
24 72.231672 192.168.100.4 192.168.100.1 ICMP Echo (ping) reply id=0x0eeee, s
25 72.239173 192.168.100.1 192.168.100.4 ICMP Echo (ping) request id=0x@000, s
26 72.251674 192.168.100.4 192.168.100.1 ICMP Echo (ping) reply id=0x0800, s
27 72.259175 192.168.100.1 192.168.100.4 ICMP Echo (ping) request id=0x0000, s
28 72.271677 192.168.100.4 192.168.100.1 ICMP Echo (ping) reply id=0x0e08, s
29 72.279178 192.168.100.1 192.168.100.4 ICMP Echo (ping) request id=0x0000, 5|
3@ 72.291679 192.168.100.4 192.168.100.1 ICMP Echo (ping) reply id=0x00808, s
31 72.299180 192.168.100.1 192.168.100.4 ICMP Echo (ping) request id=0x0000, s
32 72.311682 192.163.100.4 192.168.100.1 ICMP Echo (ping) reply id=0x0ee8, s ~

< i | »
Frame 13: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface @

> Ethernet II, Src: c@:06:16:8c:00:00 (c0:06:16:8c:00:00), Dst: c0:0d:17:24:00:00 (c@:0d:17:24:00:00)

» Internet Protocol Version 4, Src: 192.168.100.1, Dst: 192.168.100.4
Internet Control Message Protocol

(O 7 wireshark_pcapng_-_20160331011540_a05244 || Packets: 34  Displayed: 20 (58.8%) * Dropped: 0 (0.0%) || Profile: Default

Figure 4.7: Analysis SIM -To-SIM
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4.2.4. Analysis: MBB with [Psec Experiment

The objective of the test was realised, i.e. branch office and head office were able to
communicate using MBB technology over the IPsec tunnel. This implies MBB traffic could be
securely transmitted over IPsec tunnel.

Whiles the test was being performed, packets were captured for analysis to ensure the ICMP
packets sent were encapsulated by the Encapsulation Payload (ESP) payload protocol of the
IPsec protocol.

Figure 4.8 Shows detail of packets sent and their encapsulation.

M 1Psec_Trace.pcapng =B8] =
AR 2@ UDRB Qe =08==QQQH
(W esp ~| Expression... = +
No. Time Source Destination Protocol Info &
12 23.170442 10.100.100.1 10.160.100.2 ESP ESP (SPI=@x6dfel2d3)
13 23.175443 10.100.100.2 10.100.100.1 ESP ESP (SPI=0xf65c8d68) 5
14 24.188871 10.100.100.1 10.100.100.2 ESP ESP (SPI=0x6dfel2d3) =
15 24.196872 10.100.100.2 10.100.100.1 ESP ESP (SPI=0xf65c8d68)
16 25.207201 10.100.100.1 10.100.100.2 ESP ESP (SPI=@x6dfel2d3)
17 25.215782 10.100.100.2 10.100.100.1 ESP ESP (SPI=@xf65c8d68)
20 26.232331 10.100.100.1 10.160.100.2 ESP ESP (SPI=0x6dfel2d3)
21 26.243832 10.100.100.2 10.100.100.1 ESP ESP (SPI=@xf65c8d68)
22 27.254461 10.100.100.1 10.100.1008.2 ESP ESP (SPI=@x6dfel2d3)
23 27.264962 10.100.108.2 10.100.100.1 ESP ESP (SPI=0xf65c8d68)
28 39.367499 10.100.100.1 10.100.100.2 ESP ESP (SPI=@x6dfel2d3)
29 39.377e60 10.100.100.2 10.100.100.1 ESP ESP (SPI=0xf65c8d68)
32 40.394129 10.100.100.1 10.100.100.2 ESP ESP (SPI=@x6dfel2d3)
33 40.419633 10.100.100.2 10.100.100.1 ESP ESP (SPI=0xf65c8d68)
34 41.430261 10.100.100.1 10.100.100.2 ESP ESP (SPI=@x6dfel2d3)
35 41.441262 10.100.100.2 10.100.100.1 ESP ESP (SPI=0xf65c8d63)
36 42.454391 10.100.108.1 10.100.100.2 ESP ESP (SPI=@x6dfel2d3)
37 42.492896 10.100.100.2 10.100.100.1 ESP ESP (SPI=@xf65c8d68)
38 43.5087025 10.100.100.1 10.100.100.2 ESP ESP (SPI=@x6dfel2d3)
| 39 43.522527 10.100.100.2 10.100.100.1 ESP ESP (SPI=exf65c8d63) ¥
< 1 | »

» Frame 28: 156 bytes on wire (1248 bits), 156 bytes captured (1248 bits) on interface @
I> Cisco HDLC
> Internet Protocol Version 4, Src: 10.100.160.1, Dst: 10.100.100.2
4 Encapsulating Security Payload
ESP SPI: @x6dfel2d3 (18453675@7)
ESP Sequence: 10

Q7 r Encapsulating Securit.. Index (esp.spi), 4bybef§ Packets: 386 - Displayed: 78 (20.2%) * Dropped: 0 (0.0%) * Load time: 0:0.14 ‘ Profile: Default

Figure 4.8: IPSec Encapsulation

Looking into the detail of packet number 28 with ESP sequence 10 in the detail panel, it could
be observed that all packets have been enveloped. The protocol column is also not showing

ICMP (real packets sent) but rather ESP.
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To further ensure that the MBB packet were really encapsulated, the protocol hierarchy of the
captured trace was scrutinised. Figure 4.9 shows the details of the protocols in the capture. No

visible ICMP packets as expected.

‘ Wireshark - Protocol Hierarchy Statistics - IPsec_Trace l (B dE-J
Protocol Percent Packets Packets Percent Bytes Bytes Bits/s End Packets End Bytes End Bits/s
4 Frame 100.0 386 100.0 36096 3% 0 0 0
4 Cisco HDLC 100.0 386 100.0 36096 396 O 0 0
4 Internet Protocol Version 4 57.0 220 66.8 24096 264 0 0 0
Open Shortest Path First 368 142 330 11928 130 142 11928 130
Encapsulating Security Payload ||| 20.2 78 | [EX 12168 133 78 12168 133
Cisco SLARP 368 142 94 3408 37 142 3408 37
Cisco Discovery Protocol 6.2 24 238 8592 94 24 8592 94

Figure 4.9: IPsec Protocol Hierarchy

4.2.5. Analysis: MBB Layer-2 VPN Experiment
Unlike the SIM-To-SIM experiment where the SGSN and the radio access network acted like
a virtual LAN for the various remote office sites, the Layer-2 VPN has a MPLS network acting

as virtual LAN for the remote office sites.

The sites were able to communicate with one another as expected.

4.2.6. Analysis: MBB Layer-3 VPN Experiment

The layer three setup is quite different from that of Layer-2 in terms of logic. Physically the
implementations look quite similar. The difference as observed from the test is, the service
provider has to implement IP routing within its network to enable the MBB traffic passage from

one remote office site to the other. The tests conducted were successful as expected.

4.3. Fixed Broadband (FBB) Analysis

4.4. FBB Speed, Throughput and QoS Analysis
The purpose of the thesis is to design and implement IP networks with MBB technology as an

alternative to FBB technology.
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The throughput test was conducted to bring to the fore what MBB could offer as an alternative

to FBB. Test detail: 3.6.4 MBB Speed/Throughput Obtained, Page 44

4.4.1. FBB: Throughput & QoS

The analysis was done with Wireshark inbuilt statistics tool.

The graph is plotted with packets sequence numbers against their arrival times. Theoretically
the gradient represents the medium’s bandwidth.

The graph in Figure 47 is a Time-Sequence graph that shows the tested data stream over time.

Ten Mega Bytes of data was downloaded within 24 seconds as shown in the graph. The slope

is quite steady that depicts favourable download condition within the FBB network as expected.

M Sequence Numbers (Stevens) for 82.165.197.228:80 — 10.0.0.5:49473 = B X

Sequence Numbers (Stevens) for 82.165.197.228:80 - 10.0.0.5:49473

http_dwl_fbb_1.pcapng
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7500000 -

6000000 |
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Sequence Number (B)
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1500000 [

0F

1 1 1 1
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Time (s)

Hover over the graph for details,. — 7147 pkts, 10 MB — 3578 pkts, 434 bytes
Type l‘ﬁme / Sequence (Stevens) ¥ ] Stream 2 5| |Switch Direction

Figure 4.10: FBB Throughput and QoS

The input/output graph in Figure 4.10 shows the maximum sustained speed of approximately
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3.6Mbps over the download period. 10MB of data was downloaded with twenty-four seconds.
The download was smooth and steady as expected. There were no initial delays as observed for
the MBB download but the duration of download was shorter than that of the FBB because of

the throughput offered by the HSPA+.
The speed obtained is as expected.

The TCP download quality of service is analysed in Figure 4.11 to ensure no hidden problems

existed though previous tests result showed expected results when analysed.

There are quite a number of TCP flags that could be used to analyse the quality of the test
conducted but this thesis is restricting itself to “tcp.analysis.duplicate ack” and

“tcp.analysis.retransmission” flags, which are deemed enough to unearth any hidden problem.

The graph showed no visible hidden problems based on the TCP flags used. The result is as

expected.
M Wireshark - 10 Graphs - http_dwl_fob_1 —— PR [E=REE
Wireshark IO Graphs: http_dwl_fbb_1
3.6'106 - —— All packets
—— All packets
3-106 -
2.4108 -
1.8-105 |-
1.2-108 |-
600000 ’
A _
0re = 1 1 1 1 1 1
0 6 12 18 24 30 36
Time (s)
Qlick to select packet 6 (0s = 1816).
Name Display filter Colo Style Y Axis Y Field Smoothing
[f, All packets " < Impulse Bits/s 10 interval SMA
Retransmission a.analysis.retransmission I v |Line " Packets/s ¥ [ 10 interval SMA v
DUplicates -p.analysis.duplicate_ack |Bar 5 ’ Packets/s ¥ [ 10 interval SMA v

Figure 4.11: FBB QoS Analysis
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4.5. Analysis of Questionnaire Response.

The objective of the questionnaire was to measure the technical and non-technical awareness
of mobile broadband amongst the Ghanaian populace. The data collected is not the source of
raw data for the thesis. The raw data for the thesis was obtained primarily from experiments
under METHODOLOGY, page 33. An online free tool for conducting survey, provided by
Google was used to design and collect data from respondents. The detailed questions could be
obtained in Error! Reference source not found., page Error! Bookmark not defined.. It has
two parts. For those who are not aware of the technical aspects of the mobile broadband, the
questionnaire ended after question seven when “No” option is chosen. It continues to the end
for those who chose the “Yes” option. The logical structure of the questionnaire is as shown in

Figure 4.12 below.

GO

Respondents answerad basic
MBB questions

vith MBEB Technologies

¥
Respondents answered / e S
furher MBB quassons Yes & respgondent famikar NG Su DT

B

Respondents answerad basic
MBB questions

Start -
i Sl I

Figure 4.12: Questionnaire - Logical Structure
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A portion of the overall responses that sought to measure the technical awareness of MBB

amongst Ghanaians is show in Figure 4.13

QUESTIONS RESPONSES m

Do you please have an idea about the technology behind your Mobile Phone,
Dongle, Tablet etc, ability to access the internet or your mails?

(43 responses)

@ Yes
® No

Figure 4.13: MBB Technical Awareness
The 60.5% respondents that had no technical knowledge of the mobile broadband is expected.

100% of respondents use mobile data with their handhelds and dongles as shown in Figure

4.14. This figure is expected.

Do you use your Mobile Phone, Dongle, Tablet, etc to access your mail or
browse the internet?

(43 responses)

® Yes
® No

Figure 4.14: MBB Popularity
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Conclusion

Mobile broadband is quite popular in Ghana but its usage is limited to personal online activities

and not being used as private IP networks backbone, which this thesis is attempting to address.
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CHAPTER 5. CONCLUSION & RECOMMENDATION

5.1. Summary of Findings

The best source of data for the study could have been obtained using industry standard
telecommunications measurement tools. The acquisitions of these tools are beyond the
financial capability of this study.

These tools are able to lock onto specific encoding schemes for MBB which in turn provide

more accurate data for analysis.
Mobile handhelds and dongles were used for drive tests and data collection.

Speeds recorded for MBB most of the time varied at same location. This could be attributed

to:
» The inability to lock on to a specific encoding scheme, i.e GPRS, EDGE, HSDPA,
HSPA+, etc. during drive test or
* Cell resource availability
The virtual lab with GNS3 could not account for packet capture and analysis for Gb and Iu

interfaces.

It accounted mainly for the internet facing interface, i.e. Gi. In fact, this is the focus of the
study since the IP network design and deployment for businesses or for home use, occurs

mainly over this logical interface.

The research showed that mobile broadband technologies are great sources for data access over
IP networks. It provided the needed throughput, quality of service, upload and download speeds

and security for use as an alternative to the fixed broadband technology.

5.2. Flexibility
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MBB, per its nature of being mobile, offered greater flexibility in its deployment for doing
business. It’s available almost everywhere, flexible and able to integrate detached remote

business entities where FBB is non-existent.

5.3. Security

MBB is composed of mainly two parts for data access, i.¢ RAN facing part, which is highly
secured and had proven over the years to be virtually impossible to hack. Literature available
only points to Lab setup where a little success was chalked in hacking. For live setup, we are

yet to observe hacking.
The other is the internet facing part (Gi). This part is equally secured for every user.

FBB does not provide this level of security in what we have in Ghana today. Elsewhere
operators only try to provide some level of protection by proving anti-virus applications. Users
are exposed to possible hacking unless they deploy their own sophisticated level of protection
in the form of Stateful Firewalls, Intrusion Detection and Prevention Systems. These are capital

intensive systems.

Service providers for MBB had already invested in these systems on users stead for packets

from the internet.

5.4. Conclusion
MBB has come to stay and it’s making strides and fast becoming the default choice for data
access over LAN, WAN and internet in Ghana. When this thesis commenced about two years

ago, LTE, which is known as 4G, was not operational in Ghana. Today the world of MBB
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technology is testing 5G and LTE is gaining roots in Ghana. As stated in the abstract of this

thesis, the choice for experimenting MBB viability as alternative to FBB is UMTS.

Largely, favourable results were obtained and expectations were met from analysis of

experiments conducted that emphasise the points made in page ii of the thesis abstract.

MBB could really be used as an alternative IP backhaul to traditionally known FBB. It competes
favourably in speed, throughput and quality of service throughout the experiments. All is not
rosy with MBB. Results obtained showed it has challenges where signal is quite low and also
where a lot of people are contending for radio resource. Example, crowded areas such as

depicted in page 90 under Unfavourable Result.

Research carried out by Vujic et al. (2014) suggested how radio resource challenges, which he
referred to as “high user density”, could be overcome. Their research stated that: Special events
such as music festivals, sports etc. are characterised as “high user density” where user
behaviour is determined by the dynamics of the event. This is the reason that it is necessary for
a mobile network operator to dimension its network based on maximum expected resource

requirements instead on averaged values.

Mobile broadband technology has good quality of service, secure, and good data speeds. MBB

could be used as alternative to IP networking for businesses and individuals.

5.5. Recommendation

The conclusion arrived at for this study primarily points to the following recommendations:

Businesses could obviously prefer MBB as alternative to FBB for their IP networking but must
be done based on feasibility studies. Businesses must be sure of MBB signal levels which could
easily be done with modern smartphones before deploying it as IP backhaul. MBB use is also
not recommended for lower technologies below UMTS and businesses must ensure where their
office share same cell site with crowded areas, FBB should be the preferred choice.
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LTE could have been the ideal MBB technology to use for the study but it was absent in Ghana
during the commencement of the study. The study could be expanded to include LTE and direct

tunnel where SGSN is eliminated to improve throughput

As of now, LTE is present in Ghana but has a very low market penetration and network
coverage. Checks from National Communications Authority web site made no mention of LTE
as one of the benchmarks for measuring MBB penetration in Ghana.

Figure 5.1 is a summary of MBB market penetration as of November 2015 referenced from

NCA web’s site http://www.nca.org.gh/73/34/News.html?item=581

MOBILE DATA MARKET SHARE FOR NOVEMBER 2015

VODAFONE MOBILE
18.26%; 18.26%

® EXPRESSO ® MILLICOM (TIGO) w SCANCOM (MTN)
® VODAFONE MOBILE = AIREL MOBILE ® GLO MOBILE

Figure 5.1: NCA MBB Penetration

5.6. Future Work
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At the commencement of this exercise, LTE was non-existent in Ghana as a commercial service
to users. Even the coverage of HSPA+ could only be felt in parts of Greater Accra, Ashanti and
Western regions by then. As of now HSPA+ coverage had been extended by MBB service

providers to all regional capitals and major cities. (NCA, 2016).

Unlike this research that primarily rode on 3G, HSPA+ and IP version 4; future research could
be carried out within the mobile broadband space with primary focus on LTE and its potential
impact on Ghanaian businesses with IP version 6 protocol and whether it is economically

prudent for Telco’s to continue investing in Fixed Broadband infrastructure.
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INTRODUCTION: Dear Respondent, this questionnaire is for academic purpose only.

Mobile Broadband (MBB) is the marketing term for wireless internet access through a portable
modem/dongle, mobile phone, USB wireless modem, tablet or other mobile devices. This is

made possible by data enabled SIM cards.

Kindly answer the question below. It would take you not more than five (5) minutes to

complete:
*Required

1. Please select your professional background * /Mark only one radio button]
" lLegal

" Human Resource

™ Academics

-

~ Engineering

-

~ Medical

" Information Technology
" Telecommunication

" Fmance

" Marketing

" Student

" Other

2. Do you use your Mobile Phone, Dongle, Tablet, etc to access your mail or browse the
internet?
[Mark only one radio button]

i Yes
i" No

3. How convenient is it when accessing internet or mails from your Tablet, Mobile Phone,
Dongle, etc?
[Mark only one radio button]
" Very Convenient

™ Convenient

™ Not Convenient
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10.

How fast is it when accessing internet or mails from your Tablet, Mobile Phone, Dongle,
etc.?
[Mark only one radio button]

" Very Fast
i” Fast
i” Slow

Do you feel secured when using Mobile Phone, Dongle/Modem, Tablet etc, to access
your mails or internet? [Mark only one radio button]
i Yes

i" No

Does your credit finish quite fast when using your Mobile Phone, Dongle/Modem,
Tablet etc. to access your mails or internet. In order words, is it expensive?
[Mark only one radio button]

" Expensive
" Not Expensive
" Moderate

Do you please have an idea about the technology behind your Mobile Phone, Dongle,
Tablet etc., ability to access the internet or your mails? *

[Mark only one radio button]

" Yes

i" No

Please, which of the following Mobile Broadband Technologies are you familiar with?
[Tick all that apply]

L LTE

L] HSPA+
003G

[0 2G/EDGE

Would you recommend Mobile Broadband Technology as main form of accessing
internet for offices or businesses? [Mark only one radio button]
" Yes

i” No

Could the speed of Mobile Broadband Technology match that of WiFi or Fixed
Broadband (ADSL)?
[Mark only one radio button]
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i Yes
i” No

11. Could the security of Mobile Broadband Technology match that of WiFi or Fixed
Broadband?
[Mark only one radio button]

i Yes
i” No

12. Please your general comments about Mobile Broadband Technology would be
appreciated. *

[End of questionnaire. Thank you for the responses]
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